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FOREWORD

Dear Readers,

This issue of the Journal of International Legal Communication (JILC), Volume 18,
No. 3, September 2025, presents a curated collection of articles that explore the evolving
intersections of law, digital governance, and global security challenges. In an era where legal
systems are under increasing pressure from both technological disruption and geopolitical
instability, this volume highlights the role of legal communication as a tool of resilience,
clarity, and accountability.

The contributions within this issue reflect a deepening concern with how law inter-
acts with new forms of communication, transnational governance, and hybrid threats. We
begin with a cross-cultural analysis of legal discourse on artificial intelligence , a subject
further complicated by critical investigations into barriers to justice in digital public ser-
vices and the challenges posed by legal complexity in online environments. This analysis
is directly addressed in Serik Zhetpissov’s piece, which highlights the pervasive impact of
“legalese” on access to justice in the age of digital government services, creating a perilous
“cognitive divide”

Our exploration then moves to the complex regulatory landscape of online liability
and data protection. We feature critical analyses concerning the legal responsibilities of on-
line platforms, contrasting the European Union’s proactive Digital Services Act (DSA) with
the reactive immunity model of US Section 230. Further, the enduring tension between data
privacy and historical memory is explored through the communicational conflict between
the individual’s “Right to be Forgotten” and the societal “Right to History” in public digital

archives.

* UNIVERSITY
OF WARSAW



A significant portion of this volume is dedicated to the study of hybrid threats and
international security. We are proud to present an examination of anti-corruption forensic
capacity building within Ukraine’s CBRN security sector, analyzed through the lens of in-
ternational cooperation programs. This theme is extended in a powerful case study on the
communicative dynamics of social media in asymmetric warfare, focusing on the ongoing
conflict between Ukraine and Russia. This piece highlights the weaponization of social me-
dia platforms for disinformation and narrative mobilization.

Finally, the issue concludes with an exploration of novel organizational forms, specif-
ically examining the complex legal status and regulatory dilemmas surrounding Decentral-
ized Autonomous Organizations (DAOs) in private international law.

We hope that the insights offered in this issue will enrich scholarly discourse and
inspire further legal inquiry across disciplines and regions. We extend our sincere thanks to
the authors, reviewers, and institutional partners whose contributions made this publica-
tion possible.

Thank you for being a part of the JILC community.

Sincerely,
Joanna Osiejewicz

Editor-in-Chief

Journal of International Legal Communication
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ABSTRACT. This article examines how Chinese discourse can be governed in cross-cultural
communication in the Al era, emphasizing the role of regional and country-level legal
education. We argue that integrating comparative legal knowledge enhances the legitimacy
and acceptance of Chinese discourse across cultures. Rapid Al development creates both
opportunities and challenges for Chinese discourse governance, including algorithmic
accountability, data privacy, and ethical content management. We propose an adaptive
governance model that integrates Al tools with comparative legal expertise to strengthen the
cross-cultural legitimacy and soft power of Chinese discourse. Interdisciplinary education
combining comparative law and Al knowledge is essential for practitioners navigating cross-
cultural communication challenges. This study contributes to understanding how law and
technology intersect to govern Chinese discourse in cross-cultural contexts.
Keywords: Al, Cross-cultural communication, Chinese discourse governance, Regional law,
Comparative legal education

1. INTRODUCTION
1.1 Research Context

In the digital age, cross-cultural communication has an increasingly important role in
international relations, cultural communication, and global discourse. With the rapid
development of Artificial Intelligence (Al) technologies, cross-cultural communication has
been further empowered by the speed, scale, and automation of Al technologies in content
production and dissemination (Floridi & Cowls, 2021; Crawford, 2021). Chinese discourse,
including political discourse, cultural discourse, social discourse, and economic discourse,
is increasingly facing challenges and opportunities in cross-cultural communication with
different groups of global audience through the development of Al technologies (Jiang &
Liang, 2023).

Chinese discourse governance means the mechanisms and methods used in the process
of shaping, regulating, and projecting Chinese discourse in domestic and international
discourse. In the Al era, governance is no longer limited to the regulations and systems
of laws and institutions but also include the governance of algorithms, automatic content
moderation, and shaping discourse through the use of Al technologies (Kiggins, 2021). These
technological tools bring new opportunities and challenges in the process of enhancing the
reach and legitimacy of Chinese discourse in international communication but also raise
questions on the compliance of different national legal systems (Qin, 2020; Roberts, 2018).

Cross-cultural communication requires an acute awareness of different regulatory regimes.
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Different countries or regions have legal requirements for content control, protection of
privacy, intellectual property and Al governance. For instance, the GDPR and proposed
Al Act published by the European Commission require strict rules on data privacy and Al
transparency (European Commission, 2021; Veale & Borgesius, 2021). Different from the EU,
the US and China also have different legal requirements (Creemers, 2022). These different
legal requirements limit what and how Chinese discourse can be received and transmitted,
so multi-jurisdiction governance is needed.

Regional and country-specific law courses can provide important information for
understanding these different legal requirements. The courses can give detailed information
about laws, compare different laws and analyse the cultural and political background of laws
(Shen, 2021; Liu, 2022). This information is important for building governance mechanisms
for Chinese discourse that can comply with international laws and enhance the legitimacy
of Chinese discourse.

The integration of Al ability and understanding of law is important to build governance
mechanisms for Chinese discourse that can meet the requirements of cross-cultural
communication in the Al era. This study locates itself at the junction of Al technology,
teaching of regional and country-specific law courses and international communication
and wants to explore how regional and country-specific law courses can help build Chinese
discourse governance for the international stage in the Al era.

The motivation for this study arises from observations made during the author’s teaching of
regional and country-specific law courses, which reveal the significant role such courses play
in shaping Chinese discourse for cross-cultural communication. These courses demonstrate
that discourse is not merely transmitted passively but is actively negotiated within diverse
cultural and legal environments. Moreover, the increasing influence of artificial intelligence in
these educational contexts highlights how Al both facilitates and complicates cross-cultural
communication by altering the ways knowledge is produced, transmitted, and interpreted.
This study aims to examine the intersection of Al, legal education, and discourse governance
to inform more effective strategies for international communication in the Al era.

This study highlights the value of regional and country-specific legal education in shaping
effective governance mechanisms for Chinese discourse in the Al era. By integrating
comparative legal knowledge with Al literacy, legal education can equip practitioners and
policymakers to navigate complex transnational regulatory environments, enhance the
legitimacy of Chinese discourse, and strengthen its cross-cultural influence. In this way, the
paper demonstrates how teaching and understanding law at the regional and country level
contribute directly to the strategic governance of Chinese discourse in global communication.

1.2 Research Problems

The governance of Chinese discourse in the Al era of cross-cultural communication also
faces many important problems that need in-depth exploration. There is one main research
problem in this study: How can we build mechanisms for governing Chinese discourse based
on regional and country-specific law courses to meet the requirements of cross-cultural
communication in the Al era? This research problem leads to three related sub-problems
that determine the scope of this study.
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First, it is necessary to understand how regional and country-level law courses help to
understand the constraints and influences of different national legal environments on the
dissemination of discourse in cross-cultural communication. Due to the differences in legal
systems in exercising controls over digital contents, protecting individuals’ privacy, and
supervising Al applications, etc., around the world, the constraints on the dissemination
of discourse when it goes transnationally is significantly influenced by these differences in
legal environments in different regions or countries. Regional and country-level law courses
provide us with rich and concrete information on these differences in legal constraints.
The specialized knowledge on these differences in legal constraints puts stakeholders in a
position to anticipate the legal constraints when they disseminate discourse and adjust their
governance strategies accordingly so that Chinese discourse will respect the sovereignty and
supervisory regimes of target audiences (Shen, 2021; Creemers, 2022; Veale & Borgesius,
2021).

Second, the developmentof Al technology puts forward new requirements for the legitimacy
of Chinese discourse and its effective expression in cross-cultural communication. The
emergence of new processes of using Al, such as automatically produced news, algorithmic
decisions, and contents’ moderation, give rise to new challenges and problems, such as bias
of algorithms, transparency of Al, and ethical governance, etc. Legitimacy of discourse in
the Al era is no longer confined to the traditional legal compliance, but also the compliance
to the new norms of Al governance and ethics, etc. Chinese discourse governance should
adapt to these new requirements of Al so that Chinese discourse can be legimate, fair, and
culturally appropriate in different regional and country-level legal regimes (Floridi & Cowls,
2021; Crawford, 2021; Jiang & Liang, 2023).

Third, based on the analysis of regional and country-level law courses, it is necessary
to explore how Chinese discourse governance mechanisms should be designed so that
the legitimacy of cross-cultural communication and its cultural influence can be further
improved in the era of Al Effective Chinese discourse governance mechanisms should
be flexible, adaptive, and interdisciplinary, combining Al technological strength and the
understanding of legal systems in different areas. Designing such models should consider
adapting to heterogeneous laws, integrating cultural adaptation, and using technologically
sophisticated tools, etc. so that China’s cultural “soft power” and narrative influence over the
world can be further strengthened (Roberts, 2018).

In summary, these interlinked questions are aimed at exploring how to build integrated
governance mechanisms using the strengths of legal education and innovation in Al.

1.3 Objectives and Contributions

This study’s aims are closely related to addressing the research problems discussed in the
previous section and its contributions to theory and practice are discussed below.

Firstly, this study attempts to explore how regional and country-level legal education
helps to broaden the knowledge of various legal orders that impact cross-cultural discourse
dissemination. By analysing the legal curricula and their emphasis on area-specific
regulations, this study reveals that legal education can provide various stakeholders with
necessary knowledge to cope with international legal orders (Shen, 2021).
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Secondly, this study aims to identify and describe the new governance demands triggered
by the fast development of Al technologies. These new demands are related to the legitimacy,
ethics and effectiveness of Chinese discourse. On the one hand, Al brings new challenges for
governance in terms oflegitimacy and ethics, such as the emergence of algorithms, automated
content and the issues of bias and transparency. On Crawford (2021) and Roberts (2018),
it is essential to identify these new demands to establish legally compliant and ethically
acceptable governance mechanisms.

Thirdly, based on the above-mentioned legal education and Al governance, this study
proposes a holistic governance framework that combines Al tools with legal knowledge
derived from area-specific law courses. The holistic governance framework aims to make
Chinese discourse lawful, ethical and culturally resonant so that Chinese discourse can
become more influential and legitimate in international communication (Creemers, 2022).

Finally, this study calls for interdisciplinary educational reform that combines Al literacy
and legal knowledge. The interdisciplinary educational reform aims to cultivate future
professionals with a diverse skill set that enables them to cope with the increasingly
complex governance environment of cross-cultural communication driven by Al technology
(Veale & Borgesius, 2021; Shen, 2021). The contributions of this study can be made in
three dimensions. Theoretically, this study broadens scholars’ debate on international
communication governance by inserting Al considerations into the legal education context
and providing a new discussion on discourse legitimacy and cultural influence (Qin, 2020;
Jiang & Liang, 2023). Practically, this study provides policymakers, educators and media
professionals with practical guidelines on how to design more legally compliant governance
mechanisms that respect international legal diversity and make full use of Al technology
(Kiggins, 2021). Educationally, this study reveals gaps in current educational programmes
and calls for interdisciplinary education that combines law and Al studies to equip
practitioners with the necessary knowledge and skills to cope with cross-cultural discourse
in the context of advanced technology (Shen, 2021; Creemers, 2022).

Through the above-mentioned contributions, we believe that this paper can contribute
to a more legitimate and effective projection of Chinese narratives into the global
cultural communication market and provide guidance for future policies on international
communication governance in an Al world. Furthermore, this study specifically focuses
on educational case studies of regional and country-specific law courses, examining how
these teaching experiences provide practical insights into Chinese discourse governance. By
combining theoretical analysis with empirical classroom observations, the paper highlights
the direct implications of legal education for enhancing cross-cultural legitimacy and
strategic discourse management in the Al era.

2. LITERATURE REVIEW
2.1 The Role of Regional and Country-Specific Law Courses in Understanding Legal
Constraints on Cross-Cultural Discourse Dissemination

Cross-cultural communication will necessarily involve navigating a variety of legal rules
that regulate information, data protection, intellectual property, and artificial intelligence
applications across different countries. Considering these, scholars argue that itis important
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to appreciate the legal context in which one is operating as part of ensuring effective
management of discourse dissemination across borders (Creemers, 2022; Liu, 2021). Area
and country-specific law courses are valuable teaching tools to convey knowledge about
these legal systems.

Liu (2021) notes that area studies as part of legal education provides insights into the
national legislative context, judicial attitudes, and enforcement practice. Such courses place
legal rules in a cultural, political, and historical context which enhances the appreciation of
limits. For example, understanding the European Union’s General Data Protection Regulation
(GDPR) goes beyond legal knowledge and requires an understanding of European data
privacy philosophies which are quite different from those in China or the United States (Veale
& Borgesius, 2021). Area and country courses also equip practitioners with a comparative
legal analysis skillset that enables them to predict conflicts and accommodate differences
between legal systems. As Campbell and Cowan (2022) note, without a solid knowledge of
regional legal systems, content producers and discourse communicators risk being legally
non-compliant and therefore censored, removed, or reputationally blacklisted.

In the case of Chinese discourse governance, such regional and country-specific legal
education becomes inescapable. It helps determine where Chinese narratives might
encounter legal restrictions or need to adapt to, ensuring that Chinese discourse governance
respects the sovereignty and regulatory realities of different markets. It also helps make
informed decisions about localization, platform choice, and even algorithmic governance in
accordance with national laws (Creemers, 2022; Liu, 2021).

2.2 New Governance Requirements Imposed by Al Technology on Legitimacy and
Expression of Chinese Discourse

The advancement of Al technology significantly changes cross-cultural communication
by automating the production, dissemination, and filtering of information (Floridi & Cowls,
2021; Chen, 2023). On the one hand, Al increases efficiency and dissemination, on the other,
it brings new challenges for legitimacy, ethics, transparency, and fairness.

The most pressing challenge is algorithmic bias. Al trained with biased data will reproduce
stereotypes and push away narratives of certain cultures, damaging the legitimacy and
inclusiveness of cross-cultural communication (Crawford, 2021; Chen, 2023). In cross-
cultural communication, diverse social norms and values are likely to collide. To maintain
legitimacy, the governance system needs to ensure the transparency and accountability of
algorithms, which conflicts with the proprietary Al technology’s black box nature (Floridi &
Cowls, 2021).

Furthermore, the authenticity of authorship is also under scrutiny when it comes to Al-
written texts. The legitimacy of Chinese discourse is based not only on legal compliance, but
also on public trust in both the origin and authenticity of narratives (Han, 2021; Roberts,
2018). However, the automated processes of content moderation to filter out harmful
or illegal content risks over-censorship or cultural misalignment if the technology is not
properly designed (Roberts, 2018).

The adoption of international regulatory frameworks for Al, such as the forthcoming EU
Al Act, will oblige Al actors to follow transparency, human agency and risk management

11
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requirements in their applications (European Commission, 2021). The legitimacy of
Chinese discourse governance will require trans-jurisdictional compliance with these new
standards.

Apart from legal norms, ethical considerations regarding data privacy and protection
will also play a role in the governance of Chinese discourse. Since the application of Al
technologies to solve social problems involves massive data collection, these protection
requirements will conflict with the legal systems of individual countries (Creemers,
2022). Therefore, the design of mechanisms for the governance of Chinese discourse will
need to take into account these technological and ethical requirements for legitimacy and
effectiveness across countries.

2.3 Designing Chinese Discourse Governance Mechanisms under the Guidance of
Regional and Country-Specific Law Courses

Due to the dual challenges posed by heterogeneous legal environments and evolving
technological standards, the governance mechanisms for Chinese discourse must be
adaptive, interdisciplinary and context-specific. The course designs of regional and country-
specific law courses can provide a blueprint for the design of these governance mechanisms
(Creemers, 2022; Liu, 2021).

First, governance models must contain comprehensive legal compliance components.
Legal compliance with laws in different regions regarding content regulation, privacy
and Al governance. This will require constant monitoring of legal changes in different
countries and regions, which can be achieved through the cultivation of legal expertise
through specialized education (Veale & Borgesius, 2021). Secondly, cultural adaptation is
also necessary. Law courses based on area studies highlight the importance of achieving
cultural resonance in target regions. The governance of Chinese discourse should avoid
cultural misinterpretation or resistance. Narrative framing and messaging strategies should
be adapted to local values and communication styles in order to increase acceptance and
influence (Campbell & Cowan, 2022). Thirdly, the governance framework should include
Al technological components, such as algorithmic moderation tools, automated content
generation and transparency-enhancing technologies. These technologies should not be
designed and used without mechanisms to monitor and prevent bias, censorship abuse
and privacy violations (Chen, 2023; Crawford, 2021). Finally, interdisciplinary cooperation
between Al specialists, legal scholars, cultural experts and communication professionals
will be necessary. Cooperation between these professionals ensures that governance
mechanisms are not only technologically sophisticated, but also legally compliant and
culturally resonant (Floridi & Cowls, 2021).

Proponents advocate for interdisciplinary curricula that combine Al literacy and regional
legal education to produce practitioners who can navigate the governance landscape (Liu,
2021; Campbell & Cowan, 2022). That way, future professionals are better prepared to
mitigate legal risks, ethical issues, and cultural conflicts (thus improving the governance of
Chinese discourse in global Al-mediated communication).

Although there is increasing scholarly interest in Al governance, cross-cultural
communication, and legal compliance, there is still a gap in the literature concerning how
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research on these topics intersects with each other, especially in terms of how regional
and country-specific legal education can inform the construction of discourse governance
mechanisms. Much of the existing literature tends to investigate Al governance and legal
restrictions separately or from a purely technological or legal perspective, neglecting the
potential of interdisciplinary educational programs (Chen, 2023). In addition, there are
relatively few studies that explicitly investigate how Chinese discourse can be effectively
governed and adapted for use in international communication in the Al era while complying
with different legal systems and cultural contexts. This study attempts to bridge this gap by
proposing a governance model based on a course on regional and country-specific law that
addresses the dual challenges of legal heterogeneity and reformation. This study directly
addresses the need for a contextually appropriate, legally compliant, and ethically sound
framework for governing and disseminating Chinese discourse internationally.

3. METHODOLOGY

Thisstudy takes apractitionerresearch stance groundedinlegal pedagogyandinternational
discourse analysis. As legal education increasingly involves foreign Al and cross-cultural
communication, legal educators assume dual roles as teachers and researchers and observe
these roles in the classroom. Therefore, the classroom is a natural site for the development
and observation of strategies for governing discourse. Practitioner research allows for
reflective, context-sensitive investigations based on practitioners’ lived experiences in
regional and country-specific law courses (Zeichner & Noffke, 2001; Loughran, 2020). This
approach is in line with the central question of this study, which investigates how legal
education can inform the construction of Chinese discourse governance mechanisms that
are both legally compliant and able to adapt to foreign contexts in the Al era.

A qualitative case study methodology complements this practitioner perspective by
focusing on three classroom-based teaching cases, namely the GDPR of the EU, creditor
protection laws of the UK, and patent injunctions of the US. These cases show how Chinese
students of law interact with foreign legal systems, adapt foreign key legal concepts,
and reflect on the legitimacy and expressiveness of Chinese legal discourse when using
it in international contexts (Siems, 2022). The case study design allows for a thorough
investigation of legal-discursive adaptation in natural educational contexts and provides
insights into how regional law teaching can foster critical skills for navigating cross-border
discourse challenges in an Al era.

3.1 Research Design

3.1.1 Research Objectives

The study design is inspired by the following central research question: How can Chinese
discourse governance mechanisms be designed based on regional and country legal courses
to respond to cross-cultural communication demands in Al era? The above questions lead to
the following three closely connected objectives: First, it explores how students are exposed
to foreign legal discourses through regional legal education; Second, it explores how legal
language, values and norms are interpreted, adapted and translated in a Chinese cultural

13
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and legal context (Twining, 2019); Third, it explores how dynamics in Al era, such as the
amplification of legal discourse through platforms and the translation of legal information
through algorithms, influence the legitimacy, clarity and cross-cultural communication
friendliness of Chinese legal discourse in international communication (Cao, 2023;
Wischmeyer & Rademacher, 2020).

3.1.2 Research Participants

This study was carried out as part of an undergraduate comparative law course in a
Chinese university that offers international legal education. The course, offered in English
and Chinese, was taken by 40 Chinese senior-year bachelor’s-level Business English students
with limited or no prior exposure to economic law. The principal investigator of this study
also served as the course teacher who designed and delivered all teaching activities and
supervised data collection. The students were exposed to three comparative law cases on
foreign legal systems, namely EU data governance, UK corporate law, and U.S. intellectual
property litigation.

3.1.3 Case Selection

The three teaching cases were purposefully selected to represent three dimensions of
discourse governance in cross-cultural legal education (Siems, 2022). The case selection
was also informed by the reference textbook Towards National and Regional Rule of Law:
Frontier Issues in Foreign Economic Law (Zhang Haibin et al.,, 2023), which provides a
scholarly foundation for exploring comparative legal perspectives. In addition, the cases
were tailored to the context of a regional and country-specific law course designed for senior
English-major students pursuing credits in foreign-related legal modules.

Case 1 (EU GDPR) was about rights-based language and data autonomy as well as cross-
cultural legal translation challenges. Case 2 (UK Corporate Law) was about economic
discourse and legal legitimacy in international financial regulation. Case 3 (U.S. Patent Law)
was about how legal values are magnified in the Al era and how innovation was discursively
shaped by legal narratives. The three cases offered diverse but complementary perspectives
on how cross-cultural legal discourse is constructed, interpreted and projected in an Al-
mediated global legal environment.

3.1.4 Data Collection Methods

This study drew on multiple qualitative data sources collected from one academic term.
All data were anonymized following ethical considerations. Classroom observations were
conducted to collect data on discourse governance and translation challenges in teaching,
learning and assessment activities, including lectures, group discussions and debates.
Student-generated artifacts, such as translated legal notices, simulated judgments, legal
memos and discourse maps, were collected to explore how students engaged with legal
concepts in cross-cultural contexts. In addition, students were required to complete
reflection logs after each module to reflect on their understanding of cross-cultural legal
discourse. The investigator also kept instructor memos in the form of teaching journals to
record teaching decisions and classroom activities throughout the study (Loughran, 2020).

3.1.5 Ethics and Validity

The study was conducted in accordance with institutional ethical guidelines, and informed
consent was appropriately obtained in the educational setting. They were obtained from
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all research participants. The purpose of the study was openly disclosed to participants.
Member checks were conducted by showing students summaries of classroom findings.
Data were triangulated by comparing multiple data sources, namely artifacts (e.g., students’
translations and other learning products), reflections and observations (Zeichner & Noffke,
2001).

However, itisimportantto note some methodological limitations. This study was conducted
within a single institution and focused on a limited number of classroom cases, which may
restrict the generalizability of the findings. Such limitations are inherent to qualitative,
practitioner-based research, but the insights gained still provide valuable context-specific
understanding of how regional and country-specific law courses can inform Chinese
discourse governance in an Al-mediated cross-cultural setting.

3.2 Analytical Framework

This study adopts a three-layer analytical framework to explore how regional law courses
shape Chinese discourse governance in Al-mediated cross-cultural communication.

3.2.1 Layer 1: Legal Discourse Adaptation

Thisanalyticallayer exploreshow students ‘translate, reframe orreconstitute legal language
from foreign jurisdictions into conformity with Chinese legal norms and conceptions of
legal communication’ This includes choices of lexical meaning in translated labels (e.g.
using ‘citizen information rights’ instead of ‘data subject rights’), ‘tone of discourse’ (e.g.
collectivism over individualism), and the attribution of ‘legal values’ such as ‘autonomy’,
‘privacy’ or ‘market fairness’ The results of the GDPR simulation (Case 1) revealed that
students rewriting EU-style legal notices for a Chinese law context frequently transformed
liberal, rights-based expressions such as ‘user control over data’ into a more state-focused
logic, e.g. changing ‘user control over data use’ to ‘government-regulated data use’. This
pattern demonstrates the extent to which ‘governance discourse’ provides a legal discourse
backdrop and can mediate legal communication across systems with substantially different
legal-political paradigsms (Twining, 2019) through comparative law education.

3.2.2 Layer 2: Discourse Legitimacy in Legal Narratives

This analytical layer investigates how students recognise and construct legitimacy as a
discursive resource, particularly in the context of financial and corporate law modules.
This includes analysis of how legal texts and systems are framed in terms of trust, risk and
authority for different cultural settings, and how narrative framing (Black, 2008), perceived
audience trust (e.g. international investors vs domestic regulators), and textual strategies
to meet global expectations can all contribute to discourses of legitimacy. The comparative
discourse mapping of UK Capital Reduction materials (Case 2) shows how UK law can be
framed in terms of ‘creditor autonomy’, whereas ‘Chinese legal protection is positioned
within a logic of state mediation. When students were then asked to write disclosure
materials for a hypothetical IPO into the Chinese market, they frequently retained a logic of
global-facing materials such as ‘compliance transparency’, but embedded this in a Chinese
institutional logic. This shows how students are beginning to handle the growing challenge
of discourse hybridity to handle cross-cultural legitimacy (Merry, 2016).
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3.2.3 Layer 3: Al Amplification and Legal Discourse Mediation

The third analytical layer explores how Al technologies influence the production,
dissemination, and consumption of legal discourse through mediatization processes of
legal communication. This layer includes the challenges that automatic translation faces
in maintaining legal nuance (Cao, 2023), the summarizing or distortional functions of Al-
selected newsfeeds of court decisions (Wischmeyer & Rademacher, 2020), and the influence
of platform governance on how Chinese legal discourse is interpreted outside of China
(Wischmeyer & Rademacher, 2020).

In U.S. Patent Injunction module (Case 3), students applied the lessons learned from the
analysis of public discourse surrounding eBay case that U.S. rulings with relatively detailed
narrative justifications often have greater potentials in reaching out to global media and
Al-mediated public sphere, while Chinese IP decisions were perceived as inflexible and
bureaucratic, which diminished their effectiveness in global discourse. To improve this,
students suggested that Chinese courts use more media-conscious legal storytelling to make
Chinese legal discourse more globally receptive and competitive in international discourse
surrounding Al-mediated legal communication (Weber, 2021).

Layer 3: Al Amplification

- Al s role in mediatizing legal discourse

- Impact on international reception of Chinese legal texts
- Platform governance and algorithmic filtering

Layer 2: Discourse Legitimacy in Legal Narratives Tbuilds upon and extends

- Cross-cultural trust, risk, and authority in legal framing
- Hybrid legal narratives for domestic and international use

- Strategic alignment with global legal expectations
T emerges from and de-

pends on

Layer 1: Legal Discourse Adaptation

- Lexical and normative translation of foreign legal terms
- Reframing legal values within Chinese governance logic
- Comparative law as a translation interface

Figure 1 Analytical Framework

The three analytical layers, namely, Legal Discourse Adaptation, Discourse Legitimacy
in Legal Narratives and Al Amplification and Legal Discourse Mediation, collectively
provide a vertically integrated analytical framework to study the construction and global
dissemination of Chinese legal discourse in cross-cultural, Al-mediated contexts, see figure
1. At the Layer 1 level, it studies the linguistic and normative adaptation at a micro level to
accommodate foreign legal language to align with Chinese governance logic. Layer 2 extends
this analysis to the level of regulatory and cultural environments where legal narratives
seek legitimacy and trust (Black, 2008). Layer 3 then extends this analysis to the macro level
to study how Al technologies mediate, amplify or distort legal discourse on global media
(Wischmeyer & Rademacher, 2020; Cao, 2023). These three layers collectively suggest that
discourse governance of Chinese legal communication needs to work across linguistic and
institutional boundaries as well as digital technologies.

To analyze the qualitative data collected from student feedback and classroom observations,
this study employed thematic coding and narrative summary techniques. Responses were
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systematically categorized according to the three analytical layers—Legal Discourse
Adaptation, Discourse Legitimacy, and Al Amplification—to identify patterns, challenges,
and emergent strategies in students’ approaches to cross-cultural legal discourse.

3.3 Reframing Legal Pedagogy for Al-Era Discourse Governance

The three teaching cases show that regional and country-specific law courses are not
merely a venue for comparative study of legal texts, but also a strategic laboratory for
experimental discourse governance (Siems, 2022) that actively shapes how future Chinese
legal professionals communicate with global audiences in the era of Al. One of the important
implications is that legal translation should be replaced by strategic discourse adaptation.
In addition to legal translation accuracy, students need to be aware of how future legal texts
and terms will be understood both algorithmically and culturally across borders (Twining,
2019; Cao, 2023). In other words, legal education should teach students narrative literacy
that compels them to see law not only as a set of values and norms, but also as a performative
discourse shaped by rhetorical form, legitimacy cues and digital platform reception (Merry,
2016).

Furthermore, the combination of legal knowledge with Al literacy and communication
theory is becoming increasingly important. As Case 3 has shown, Al technologies are no
longer neutral agents but can strengthen, distort, and frame legal discourse with significant
consequences for global consumption (Weber, 2021). In response, legal education must
transform into governance education to train students to design, evaluate, and use legal
discourse strategically for transnational, Al-mediated purposes. This education requires
an interdisciplinary combination of comparative law, discourse analysis, and digital
communication theory to prepare law graduates for discourse communication and policy
makingin the age oflegal pluralism and algorithmic mediation (Loughran, 2020; Wischmeyer
& Rademacher, 2020).

The methodology section of this chapter has shown how practitioner research and a case-
based approach can provide rich and grounded insights for the study of law, discourse, and
communication in the age of Al. By examining student engagement with three regional law
modules, this study reveals how law education can actively contribute to Chinese discourse
governance mechanisms. Through strategic adaptation, legitimacy framing, and Al-aware
communication, future lawyers can contribute to a more confident, coherent, and globally
resonant Chinese legal discourse (Zeichner & Noffke, 2001).

4. RESULTS

This section takes advantage of three teaching cases—Teaching the EU GDPR through
Comparative Discourse Governance, Analyzing UK Corporate Capital Reduction and
Discourse Legitimacy, and Exploring U.S. Patent Injunctions and Al-Era Discourse Power—
combined with practitioner research reflections to present three major findings in
constructing Chinese discourse governance mechanisms. These findings are analyzed from
the perspectives of constraints and influences of different legal environments on cross-
cultural discourse dissemination, new legitimacy requirements posed by Al technology, and
design strategies under a regional legal course framework.
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4.1 Enhancing Understanding of Cross-Cultural Discourse Constraints through
Regional Legal Courses — The Case of GDPR Teaching

This case presents the teaching of EU General Data Protection Regulation (GDPR) and its
discourse on data rights in comparison with China’s data protection laws. It demonstrates
the value of regional and country-specific law courses in helping students better understand
the constraints and influences that different national legal environments have on cross-
cultural discourse dissemination.

In this teaching case, students were engaged in bilingual group activities and simulation
exercises to translate and adapt GDPR terms (e.g., “right to be forgotten,” “data portability”)
into Chinese discourse and legal contexts. Students then participated in a simulation
task to draft public facing legal notices based on core GDPR principles, and subsequently
rewrite these notices for a Chinese policy environment. Feedback from students indicated
that they became more sensitive to the values that are often embedded in legal language.
These exercises, summarized from the Table 1 ( see p.20), helped students recognize the
implicit discourse values in legal language, such as individual autonomy and transparency,
and the tension between Western individual-rights discourse and Chinese collectivist legal
traditions (Bygrave, 2020).

The cases above are based on the following reference course textbook: Zhang, H., et al.
(2023). Towards national and regional rule of law: Research on frontier issues in foreign
economic law. Beijing: Law Press China. This result demonstrates that regional law courses
can enhance students’ recognition of different legal culture constraints on and influences
on discourse dissemination strategies. That is, personal data rights in GDPR cannot be
misunderstood or miscommunicated; it should be recognized that China should focus on
exercising data sovereignty and maintaining social stability (Deng, 2023). This example
demonstrates that cross-cultural legal discourse is not simply a matter of linguistic
communication, but also includes cultural and governance value reorientation to achieve
effective communication (Kuner et al., 2020). The case highlighted that regional law courses
can function as platforms for discourse governance benchmarking, showing gaps in Chinese
public legal communication in Al-driven environments (Table 1 Reflection). In addition,
the rapidity and swiftness of data flows and discourse spread by Al technology blur these
constraints, and regional legal courses, as a training platform, can enhance students’
understanding of future legal professional discourse governance on Al-powered digital
platforms (Wischmeyer & Rademacher, 2020). Regional law courses’ cross-cultural legal
translation and adaptation exercises can enable students to design appropriate Chinese
discourse strategies to gain international recognition while maintaining domesticlegitimacy,
thereby enhancing China’s legal cultural soft power.

Regional and country-specific law courses help students understand the constraints
on cross-cultural dissemination of legal discourse by promoting the adaptation and
reorientation of discourse values to align with local cultural and legal systems. Simulation
exercises and bilingual group activities demonstrate how these courses prepare future legal
professionals to navigate cultural and systemic constraints in the Al era, directly informing
the design of Chinese discourse governance mechanismes.
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4.2 New Legitimacy Requirements for Cross-Cultural Legal Discourse under Al —
Insights from UK Corporate Capital Reduction Teaching

The second case study focuses on UK capital reduction rules and creditor protection, and
examines how corporate legal rules shape discursive representations of risk, trust and
legitimacy in international business, and how it gives rise to new legitimacy requirements
for legal discourse under Al — Based on Teaching on UK Corporate Capital Reduction.

Students were assigned to read UK primary legislation and case law on “creditor autonomy”
and “judicial oversight”, and contrast these with Chinese law and case practice on “state
mediation” and “compliance with laws”. Through the discourse-mapping activities, students
found that legal texts contain not only their surface-level discourses but also broader
governance ideologies, which significantly impact how Chinese corporate law is discursively
constructed in international financial discourse (Armour, 2006; Milhaupt & Pistor, 2008).

Students conducted discourse-mapping exercises, comparing UK “creditor autonomy”
and “judicial oversight” with Chinese “state mediation” and “regulatory compliance.” This,
summarized from Appendix Case 2, showed that legal texts encode broader governance
ideologies, impacting cross-cultural perception of Chinese corporate law. In terms of
student feedback, it was found that in the digital business environment empowered by Al,
the legitimacy of legal discourse is not only a matter of good legal principles, but also of
compatibility with internationally accepted discourse norms and cultural expectations. The
rapid and swift dissemination empowered by Al amplifies any deficiencies in the legitimacy
of legal texts. Any deficiencies in legitimacy can impact investor confidence and the
effectiveness of cross-cultural communication (Zhang, 2022). Therefore, this case study found
that Chinese discourse governance on legal texts must focus on enhancing the “discourse
capital” of Chinese legal texts — to use both the domestic governance philosophy and the
international discourse framework to achieve trust and legitimacy. Region law courses can
serve as a practical and theoretical platform to analyse these legitimacy constructions, and
train students to construct appropriate legal discourse to use it as an effective form of legal
capital in international markets (Black, 2008).

The rapid development of Al technology introduces new legitimacy requirements for legal
discourse, requiring alignment with both international norms and domestic governance
principles. Discourse-mapping exercises and student feedback from the UK and U.S. cases
highlight that effective Chinese discourse governance must adapt to Al-driven dissemination
dynamics to enhance discourse capital, cross-cultural trust, and ensure both international
acceptance and domestic legitimacy.

4.3 Strategies for Enhancing Chinese Legal Discourse’s International Influence in
the Al Era — Lessons from U.S. Patent Injunction Discourse Teaching

The This analysis of the third teaching case examines the U.S. “eBay standard” for permanent
injunctions in patent law and shows how legal actors construct discourse on fairness and
innovation, and how Al speeds up the diffusion and impact of such discourse. Through this,
the analysis reveals important insights on strategies to enhance the legitimacy and cultural
impact of Chinese legal discourse diffusion internationally.

Students analyzed landmark U.S. patent cases and debated Al-driven patent disputes,
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comparing these with Chinese legal narratives around innovation and IP protection
(Appendix Case 3). Feedback revealed awareness of the importance of integrating legal
language, media strategy, and policy communication to enhance international influence.
Practitioner reflections, as summarized from the appendix, emphasize that regional law
courses must prepare students to articulate Chinese legal positions in globally resonant
ways, especially under Al-driven discourse amplification.Given the Al context, students
were made aware of how legal discourse impacts policymaking and public opinion globally
(Risch, 2007).

Most students agreed that Chinese courts and other legal institutions need to build
systematic discourse discourse power systems with legal rigour and international
communicative legitimacy, especially in high-tech fields such as intellectual property (Yu,
2011). The case also made students aware of the importance of adopting an integrated
approach that combines legal language and media strategy as well as policy communication
(Reichman & Dreyfuss, 2007) to enhance China’s legal discourse influence and cultural soft
power internationally (Yu, 2011). An additional aspect of the Al context was the debate
on how legal discourse power systems impact the development of regional and country-
specific law courses (Schuck, 2016).

Practitioner research reflections from this teaching case highlight the need for regional and
country-specific law courses to adopt an Al-driven discourse environment in their teaching
to prepare students for understanding and engaging in complex cross-cultural discourse
environments. This will underpin the design of Chinese discourse governance mechanisms
to ensure positive international positioning and sustainable discourse influence in a rapidly
changing technological world (Schuck, 2016). This study analysis of the three teaching cases
and practitioner research has revealed three important findings that will inform the design
of Chinese discourse governance mechanisms in an Al world shown from Table 1.

Table 1. Reflection

Case 1: Teaching the EU GDPR through
Comparative Discourse Governance

Case 2: Analyzing UK Corporate Capital
Reduction and Discourse Legitimacy

Case 3: Exploring U.S. Patent
Injunctions and Al-Era Disco-
urse Power

data governance. The class included
Chinese law students and interna-
tional exchange students. The goal
was to explore the GDPR’ s disco-
urse on data rights and its implica-
tions for Chinese data governance
and cross-cultural communication
norms in the Al era.

regimes shape discursive represen-
tations of risk, trust, and legitimacy
in international business contexts.
The UK’s capital reduction procedu-
res served as a lens to study implicit
messaging in financial law.

Chapter | Chapter 4 - Data Rights under the Chapter 2 - Creditor Protection in Chapter 5 - Permanent In-

Reference | EU General Data Protection Regula- | UK Capital Reduction Rules junctions in U.S. Patent Law
tion (GDPR)

Teaching | This session was held in a bachelor’s | Aimed at advanced law students, this | In a seminar focused on Al

Context level comparative law course on session explored how corporate legal | and intellectual property,

students explored the U.S.
"eBay standard" for granting
permanent injunctions in
patent disputes, particularly
how these decisions are
framed in legal and public
discourse.
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Case 1: Teaching the EU GDPR through | Case 2: Analyzing UK Corporate Capital | Case 3: Exploring U.S. Patent
Comparative Discourse Governance Reduction and Discourse Legitimacy Injunctions and Al-Era Disco-
urse Power
Teaching | The instructor initiated the ses- Students examined UK legislation After reviewing landmark
Process sion by contrasting the GDPR’ s and judicial opinions related to capi- | U.S. cases, including eBay
conceptualization of “data subject tal reduction and creditor protection. | v. MercExchange, students
rights” with China’s current data They then compared it with Chinese | analyzed how legal actors
protection legislative framework. legal norms on the same issue. A (judges, media, companies)
Students were divided into bilingual | discourse-mapping activity was used language to justify or
groups and asked to examine how conducted, where students identified | criticize court decisions.
key GDPR terminologies (e.g., “right | key narrative differences: the UK law | They then compared this
to be forgotten,” “data portability”) | emphasized "creditor autonomy" to Chinese legal narratives
would be translated and interpre- and "judicial oversight,” while Chine- | around tech innovation and
ted in Chinese discourse and law. A | se law leaned toward "state media- [P protection. A debate was
simulation activity followed: groups | tion" and "regulatory compliance.” held where students argued
drafted public-facing legal notices for and against the eBay
based on GDPR principles, then standard, using Al-driven
re-wrote them for a Chinese policy patent cases (e.g., involving
context to examine tone, legitimacy, algorithms or smart devi-
and clarity in cross-cultural commu- ces)
nication.
Teaching | Students showed improved under- | Students recognized that the struc- | Students appreciated the
Outco- standing of how legal language car- | ture and style of legal texts encode complexity of how legal
mes and | ries implicit discourse values (e.g., broader governance ideologies, discourse can signal values
Feedback | individual autonomy, transparency). | affecting how Chinese corporate law | like “fair competition” or
Feedback highlighted the challenge [ is perceived in cross-cultural finan- | “innovation encourage-
of aligning Western individual-ri- cial discourse. Many students noted | ment.” The case helped
ghts-based rhetoric with Chinese that understanding these differences | them see how Al amplifies
collectivist legal traditions. Inter- helps in crafting Chinese legal texts | discourse, as rulings in IP
national students appreciated the that align better with international law often ripple through
comparative dimension and noted investor expectations. media and policymaking
the exercise deepened their grasp of globally. Students suggested
Chinese legal culture. more focus should be placed
on how Chinese courts pre-
sent similar decisions to an
international audience.
Reflec- This case underscored the impor- This teaching case demonstrated This case confirmed the
tion tance of embedding cross-cultural how region-specific law can help need to align legal language,
legal translation and discourse ada- | frame discourse strategies for media strategy, and interna-
ptation into regional law teaching. international legitimacy, especially tional discourse positioning.
It showed how regional legal texts in contexts where Chinese firms Regional law courses must
like the GDPR can act as tools for face scrutiny in global markets. It prepare students not only to
discourse governance benchmar- suggests that courses should not just | understand foreign sys-
king and highlighted gaps in Chinese | teach comparative law but also train | tems but also to articulate
public legal communication within | students in how discourse legitimacy | Chinese legal positions in a
Al-driven digital platforms. functions as a form of legal capital. globally resonant manner—
especially as Al accelera-
tes discourse spread and
scrutiny

Source: created by the author.

First, regional and country-specific law courses will help understand the constraints on
cross-cultural dissemination of legal discourse. This is because these courses promote the
need for necessary adaptation and reorientation of discourse values to fit local cultural
contexts and legal governance systems.

Second, the fast pace of Al technology development places new legitimacy requirements
on legal discourse. Therefore, effective Chinese discourse governance must address the need
to integrate international norms and domestic governance principles to enhance discourse
capital and cross-cultural trust.
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Third, to enhance the international influence of Chinese legal discourse, Chinese discourse
governance mechanisms must strategically coordinate legal language, media engagement
and policy communication. In this respect, regional law courses will serve as an important
training system to prepare legal professionals for understanding and engaging in Al-
driven globalized discourse environments. This finding underscores that enhancing the
international influence of Chinese legal discourse requires integrated governance strategies
that combine legal language, media engagement, and policy communication. The U.S. patent
injunction case (Appendix Case 3) illustrates how Al-driven environments amplify discourse
power, highlighting the necessity of coordinated approaches that go beyond legal texts to
build legitimacy and strengthen China’s global legal discourse influence.

In sum, the analysis of the three teaching cases and practitioner research has revealed
three important findings that provide theoretical and practical guidance to constructing
Chinese discourse governance mechanisms in an Al world. These findings offer both
theoretical and practical guidance to shaping Chinese discourse governance frameworks
that can respond to the complex challenges of Al-era cross-cultural communication. These
findings will provide a foundation for further research and policy development.

5. DISCUSSION
5.1 How Do Regional and Country-Specific Law Courses Enhance Understanding of
Legal Constraints and Cross-Cultural Discourse Challenges?

Regional and country comparison law courses offer important experiences of encountering
different legal paradigms and discourse logics that impact on the dissemination of discourse
governance across borders. The cases of EU GDPR, UK corporate capital reduction and US
patent injunctions show how such experiences can raise students’ critical awareness of
hidden values and governance ideologies in legal discourse, which are often embedded in
legal language (Bygrave, 2020; Armson, 2019; Contreras, 2019).

Through such comparative education, students can recognise the existence and impact
of constraints on discourse governance, such as how national legal culture impacts on the
legitimacy, tone and framing of legal messages. The GDPR case study showed how there were
conflicts between Western individual-rights-centered discourse and China’s collectivist legal
culture, making it challenging to find suitable terminology for the “right to be forgotten”
without losing meaning or legitimacy (Kuner, 2020). The UK corporate law case also showed
conflicts in narrative around risk, trust and judicial intervention that impact on perceptions
of legitimacy for financial discourse across borders (Armson, 2019).

Hence, the above findings show that regional law courses can serve as “discourse
sensitivity training” to prepare future legal professionals to navigate, adapt and strategically
use cross-cultural communication. However, the more critical question is: how much of such
education can simply describe differences in constraints and limits, versus empowering
students to use this education as a basis to develop new discourse governance models to
bridge divides and find convergence? There is a need to move such education beyond a
comparative description to one of generative innovation in discourse governance.

In addition to identifying constraints, another challenge is to explore how this knowledge
can be institutionalised in Chinese legal drafting, judicial communication and policy
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promotion to enhance legitimacy in international borders? What would be the institutional
mechanisms to enable continuous updating of discourse strategies to keep pace with
evolving international legal standards?

These questions open up the possibility of regional law courses as an engine room for
discourse governance reforms that would advocate for regional law courses that integrate
legal substance, intercultural communication and discourse strategy design teaching
(Balendra, 2024). Such integration may enable future legal professionals to better navigate
the demands of a cross-cultural communication environment accelerated by Al technologies.

5.2 What New Challenges Does Al Technology Introduce for Legitimacy and Effective
Expression in Chinese Cross-Cultural Legal Discourse?

Al technologies have a significant impact on the environment in which legal discourse
dissemination and evaluation of legitimacy takes place. Al technologies can accelerate the
spread of legal messages, act as a filter or mediator in the translation and interpretation
process, and amplify the impact of legal discourse through social media and global digital
platforms (Balendra, 2024).

First, because Al dissemination is fast and wide, the risks of misinterpretation, distortion
and damage to reputation are heightened. As the US patent injunction case demonstrated,
media images of patents spread by Al can render global audiences legally legitimate and
favorable on issues of innovation policies in a rapid pace (Contreras, 2019). Thus, for Chinese
discourse governance, this warrants close monitoring of cross-linguistic consistency,
openness and legitimacy in message communication.

Second, the black box of Al algorithms may lead to concerns of unfair and non-neutral
filtering, ranking and suppression of Chinese legal discourse. If it is suspected that Al is
filtering, ranking or suppressing Chinese legal discourse in ways that are opaque to users,
then the legitimacy and reliability of Chinese legal discourse will be at risk. The fact that
this happens in practice calls for governance to ensure the transparency of algorithms and
legitimacy of usage in Al, combining legal professionals with Al-literate talents (AlDajani &
Leiner, 2024).

On the other hand, Al also offers opportunities for effective governance of discourse
through feedback and legal discourse adjustment based on data analysis in real time. Can
Chinese legal institutions construct agile governance models with legal discourse adjusted in
response to audience reception based on Al analytics in a timely manner? This is in contrast
to the conventional Chinese legal communication which is static. Chinese legal institutions
need to build new capabilities.

Furthermore, the use of Al for discourse influence shaping raises ethical issues of
governance. How can governance ensure that Al amplification possesses persuasive
power for effective influence without distortion or misinformation? The need for legal
professionals to develop Al-mediated media literacy emerges, placing discourse governance
at the interface of law, technology, and communication studies.

In sum, Al places multidimensional demands on Chinese discourse governance: technical
innovation demands, intercultural competence, and ethical accountability. These demands
challenge conventional understandings oflegal education and governance, prompting reform
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to ensure legal actors are equipped for the Al-era, globalized communication environment
(Balendra, 2024; AlDajani & Leiner, 2024).

5.3 How Should Chinese Discourse Governance Mechanisms Be Designed Under the
Regional Law Course Framework to Enhance Legitimacy and Cultural Influence?

Combining the strengths of regional and country law courses and addressing the challenges
of the Al era, the design of Chinese discourse governance mechanisms should be guided by
several interconnected principles to enhance legitimacy and cross-cultural influence.

First, contextual adaptation and intercultural competence are critical. The legitimacy
of legal discourse lies in the extent to which it resonates with varied cultural and legal
expectations. Thus, the legitimacy of discourse governance mechanisms depends on the
institutionalization of intercultural competence, which involves embedding cross-cultural
dialogue and adaptive strategies into the process of discourse formation. In this regard,
regional law courses should go beyond traditional comparative law teaching to play an active
role in training students for intercultural competence, legal translation, and intercultural
discourse strategy, including the strategy of creating cross-cultural hybrid discourse models
(Bhabha, 1994; AlDajani & Leiner, 2024). The question then arises: how can educational
reform enable students to become not only legal experts but also cultural mediators who
can create cross-cultural hybrid discourse models linking different legal traditions and
cultural expectations?

Second, the management of cross-cultural legal discourse in the Al era requires
coordinated multi-channel governance at different levels, including courts, media,
diplomacy, and Al-mediated communication channels. The effectiveness of governance
depends on coordination at the institutional level across different channels to ensure that
messages are consistent, credible, and culturally sensitive. The establishment of dedicated
“discourse governance units” at the ministry level, court level, and media regulatory level,
equipped with Al-monitored monitoring tools, will greatly enhance message coherence and
responsiveness (Balendra, 2024). The question then arises: what kind of organizational
structures and inter-agency collaborations are needed to achieve this coordination in
practice? In addition to structural reforms, capacity building and professional development
should also be prioritized. The management of legal discourse in the Al era requires a new
type of professional with a new skill set, combining legal knowledge, Al knowledge, and
media communication strategies. Regional law courses should embed these interdisciplinary
elements to train this new type of professional in designing legally compliant cross-cultural
hybrid discourse, and professional development should be prioritized after graduation
(Sebastiao & Dias, 2025).

Finally, ethical and transparent integration of Al technologies should become the
foundation of discourse governance. As Al is highly involved in the transmission, filtering
and promotion of legal discourse, governance mechanisms should regulate ethical standards
and transparency requirements for Al tools that participate in legal communication. These
regulations could include algorithmic audits, public accountability mechanisms and
collaboration with technology developers to embed ethical design and transparency into Al
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tools and services concerning legal communication (Sebastido & Dias 2025). The core issue
is how governance can keep up with the speed of technological innovation while fulfilling
the need for accountability and trust.

In addition, regional law courses can serve as valuable platforms for international
collaboration and benchmarking, allowing Chinese legal professionals to engage in dialogue
and mutual improvement with their counterparts worldwide regarding discourse strategies.
This would help to domesticate Chinese discourse governance with international standards
while maintaining cultural identity to enhance international legitimacy (Balendra 2024).
Will Chinese law students continue to be the main actors in this international discourse
cooperation in a highly multipolar and Al-driven communication landscape?

The discussion shows the importance of regional and country-specific law courses to
unveil legal discourse constraints and intercultural sensitivity and to meet this need, they
should not only be receivers but also be actively involved in the innovation of discourse
governance. In the Al era, governance models should incorporate ethics, technology and
communication strategies to address new legitimacy and expression challenges. The design
of Chinese discourse governance should be accompanied by contextual adaptation and
coordinated multi-channel management, capacity building, ethical Al use and international
collaboration. Several key issues remain to be addressed, including empirical evaluation, the
importance of interdisciplinary partnerships and the impact of emerging Al capabilities—
issues that require further research and policy attention. Regional law courses remain key
in these processes.

6. CONCLUSION
6.1 Summary of Findings

This study has examined how Chinese discourse governance mechanisms can be
constructed through regional and country-specific law courses to meet the challenges of
cross-cultural communication in the Al era. The analysis based on three teaching cases
and practitioner research yielded several findings that have addressed the main research
question and its sub-questions.

First, regional and country courses on law help students and practitioners understand
the limitations and influences posed by various national legal orders on discourse
dissemination. They can recognize the underlying governance beliefs reflected in legal texts
and the cultural values shaping discourse styles. For instance, the comparison between EU
GDPR and China’s data governance faced the challenge of adapting Western individualistic
legal discourse to Chinese collectivist legal reality (Bygrave, 2020; Kuner, 2020). Similarly,
comparing UK corporate capital reduction rules with Chinese regulatory texts revealed that
the different positions on creditor autonomy versus state mediation in capital reduction
rules pose challenges to the international legitimacy of Chinese legal discourse (Armson,
2019). Therefore, regional law courses are important for unpacking the hidden values of
discourse in legal systems and building intercultural competence for cross-cultural discourse
(AlDajani & Leiner, 2024).

Second, the fast development of Al technology creates new demands on the legitimacy
and effective expression of Chinese discourse in cross-cultural communication. Compared
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with traditional discourse, Al expands the influence range and speed of discourse
dissemination, but also brings new complexity in managing legitimacy, transparency, and
cultural compatibility. The U.S. patent injunctions case shows that Al-era discourse power
is not limited in courts but also appears in media and patent policies, and thus requires
corresponding governance mechanisms to combine legal language expression and strategic
media communication and technological awareness (Contreras, 2019). Legitimacy should
not only be reflected in formal legal coherence but also in culturally sensitive framing to
build international recognition while maintaining domestic legal image.

Third, based on the above analysis, the governance mechanisms of Chinese discourse
should adopt a holistic and multi-dimensional approach. On the one hand, it should adapt
to the cultural and legal context of the place where it is used. On the other hand, it should
build a coordinated multi-channel discourse management mechanism for courts, media,
and Al. Meanwhile, capacity building should be strengthened to integrate legal expertise,
Al literacy, and media strategy. Only by establishing ethical and transparent mechanisms
for Al can the government maintain public trust and accountability. Ethical use of Al also
requires mechanisms to audit the algorithm, and the cooperation between the government
and technology developers or users. In addition, international collaboration can help to
benchmark the legal discourse used in different regions, build common cultural norms while
maintaining cultural identity through regional law courses, so as to improve China’s cultural
influence in the global legal discourse (AlDajani & Leiner, 2024). In summary, the research
findings show that discourse governance in the Al era is a complex process, and only by
strengthening education and institutional innovation can we build effective mechanisms.

6.2 Future Research Directions

In view of the above findings, the following research can further improve the understanding
of the research findings and improve the application effect of the research findings.

Firstly, empirical evaluation of governance models is lacking. Future research could
adopt mixed-methods designs integrating discourse analysis, survey experiments, and
case studies to gauge the effects of governance mechanisms on the legitimacy, clarity, and
cultural resonance of Chinese legal discourse abroad. What audiences in different cultural
environments find congruent with Chinese discourse and which governance strategies are
most effective at mitigating misunderstandings remain unresolved.

Secondly, cross-disciplinary research linking law, communication studies, Al ethics,
and cultural studies is imperative for comprehensive governance. Given that Al's use in
disseminating discourse renders traditional legal theory obsolete and requires cross-
stakeholder collaboration between technical and social sciences, research into Al algorithm
transparency, bias mitigation, and human-machine cooperation in the dissemination of legal
discourse will be critical to legitimate and ethical governance models (Floridi et al., 2018).

Thirdly, the evolving impact of Al technology on discourse governance mechanisms
requires longitudinal research designs to trace changing impacts over time. As new Al
capabilities—such as generative language models, deepfakes, and real-time translation—
continue to mature and affect the production and reception of legal discourse, it will be
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important to closely monitor these changes to inform adaptive governance models capable
of keeping pace with fast-changing technology while upholding legitimacy and cultural
resonance.

Finally, comparative research extending beyond the three cases (EU, UK, and US) studied
in this research will be able to add to the literature on global legal discourse governance.
Studying other regional legal regimes, such as African, Latin American, or Southeast Asian
legal communities will provide additional insights into how different legal cultures contend
with challenges in the Al era to enrich Chinese legal discourse governance strategies.

It is important to acknowledge some limitations of this study. The research was conducted
within a single institution and focused on a limited number of classroom cases, which may
affect the generalizability of the findings. Future research could test similar educational
interventions in diverse institutional and cultural contexts, or employ surveys and other
quantitative measures to assess students’ attitudes and the impact of discourse governance
training more systematically.

6.3 Policy and Pedagogical Implications

In terms of policy implications, governments and legal institutions would benefit from
establishing specialised discourse governance units responsible for coordinating messages
across the judiciary, legislature, diplomacy, and the media. These units should be equipped
with Al monitoring and analysis tools to ensure the coherence of messages and identify
emerging discourse risks to enable timely response to misinformation or misinterpretation.
Policies promoting transparency and ethical use of Al tools in legal communication would
build public trust and strengthen international credibility (Sebastido & Dias, 2025).
Engaging in international dialogue and benchmarking through bilateral or multilateral legal
education and professional exchanges would also be important in promoting international
understanding of Chinese discourse governance while maintaining cultural identity and
difference (Balendra, 2024).

Pedagogically, legal education has to adapt to the interdisciplinary realities of Al-era
discourse governance. Regional and country law courses need to shift from teaching
comparative law as a one-off subject to training in intercultural communication, legal
translation, discourse strategy, and Al literacy to produce legal professionals who are
not only lawyers but also cultural mediators and technologists well-prepared to operate
in the discourse sphere (AlDajani and Leiner 2024: 45). This could be achieved through
simulations, bilingual group work, and case-based debates, much like the teaching cases read
in class. Continuing professional development courses for practicing lawyers and other legal
professionals will be essential to ensure practicing legal professionals are familiar with the
technological realities of our times and contemporary approaches to discourse governance.

Overall, this study highlights the practical significance of integrating comparative law
content into both policy-making and legal education. For Chinese policymakers, embedding
cross-regional legal perspectives can strengthen international discourse strategies and
enhance the culturallegitimacy of China'slegal communications. For educators, incorporating
comparative law and Al-era discourse governance into curricula equips legal professionals
to act as both cultural mediators and technological strategists in global contexts.
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Looking ahead, the next steps should involve both practical implementation and further
research. Practically, Chinese policymakers and legal institutions can pilot specialized
discourse governance units and integrate comparative law modules into legal education
to refine international communication strategies. Research-wise, longitudinal and cross-
regional studies should be conducted to evaluate the effectiveness of governance models
and to explore how Al developments continue to reshape legal discourse in global contexts.
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ABSTRACT. The global transition to e-government promises to enhance access to justice by
making public services more efficient, transparent, and accessible. However, this promise
is being systematically undermined by the persistent use of ,legalese” in digital interfaces,
which shifts the primary barrier to access from the physical to the cognitive realm. This article
examinesthedetrimentalimpactofthiscommunicationgaponcitizens,particularlyvulnerable
populations. Through a qualitative analysis of official reports from intergovernmental
organizations, case studies of digital government platforms, and a comprehensive review of
socio-legal, communication, and cognitive science literature, this paper argues that merely
digitizing complex bureaucratic and legal language without fundamental simplification does
not improve access to justice. Instead, it creates a new form of digital exclusion predicated
on legal and linguistic literacy. This ,,cognitive divide” disproportionately affects individuals
seeking essential services such as unemployment benefits, court access, and immigration
assistance, leading to errors, abandonment of processes, and a failure to secure fundamental
rights. The analysis concludes that the integration of plain language principles must be a
core tenet of digital government design, not an afterthought. A framework is proposed for
creating truly accessible legal communication online, advocating for mandated standards,
user-centered design, and reforms in legal education to bridge the communication gap and
fulfill the democratic potential of e-government.

Keywords: Access to Justice, Legalese, Plain Language, E-Government, Digital Divide, Legal
Communication, Public Administration, Cognitive Load

1. INTRODUCTION

An individual, recently laid off from their job, navigates to their state’s government portal
to apply for unemployment benefits. Instead of a clear path, they are confronted by a
digital form laden with terms like ,heretofore,” ,adjudication,” ,claimant’s attestation,” and
,statutory eligibility criteria.” Each field presents a new source of confusion and anxiety.
An incorrect answer, born of misunderstanding, could delay or deny the critical financial
support their family needs. Overwhelmed and intimidated, they may make critical errors or
abandon the process entirely, convinced they are ineligible or simply incapable of completing
the task. This scenario, played out daily on countless government websites, illustrates a
central failure of modern governance: a communication failure that carries severe, real-
world consequences for the most vulnerable.



All materials published in this journal are licences as CC-by-nc-nd 4.0

JILC. doi:_10.32612 /uw.27201643.2025.18.3.pp.30-47

Across the globe, public sectors are undergoing a profound digital transformation.
Intergovernmental organizations like the Organization for Economic Co-operation and
Development (OECD) and the United Nations (UN) champion this shift, articulating a
vision of e-government that is more efficient, transparent, and responsive to citizen
needs (Organization for Economic Co-operation and Development, 2014; United Nations,
Department of Economic and Social Affairs, 2022). The official narrative is one of
empowerment, promoting digital government as a strategic driver for making governments
more ,open, transparent, innovative, participatory and trustworthy” (Organization for
Economic Co-operation and Development, 2020, p. 3). The OECD’s Digital Government
Policy Framework outlines a sophisticated model for this transformation, built on six core
dimensions: being ,digital by design,” creating a ,data-driven public sector,” functioning as a
»,government as a platform,” being ,,open by default,” becoming ,user-driven,” and achieving
yreactiveness” (Organization for Economic Co-operation and Development, 2014, 2020).
This vision of a ,human-centred” digital government aims to enhance individual dignity
through meaningful engagement and accessible public services (Organization for Economic
Co-operation and Development, 2025). Similarly, the biennial UN E-Government Survey
tracks a consistent upward trend in the development of digital government worldwide,
framing it as essential for achieving sustainable development goals and ,leaving no one
behind” in an increasingly hybrid digital society (United Nations, Department of Economic
and Social Affairs, 2022, 2024). The stated goal is to use technology to promote access and
inclusion for all people (United Nations, Department of Economic and Social Affairs, 2022).

This ambitious and optimistic vision, however, stands in stark contrast to the lived reality
of many citizens. A fundamental paradox has emerged: the very digital tools designed to
dismantle barriers and enhance access are, in practice, erecting new ones. The barrier is
no longer primarily physical—the need to travel to a government office—but cognitive
and linguistic. By migrating complex, jargon-laden bureaucratic processes online without
fundamental simplification, governments have created a digital environment that is hostile
to non-experts. The promise of enhanced access is thus paradoxically undermined by
the very interfaces designed to deliver it, creating a deep chasm between the high-level,
aspirational language of policy documents and the frustrating, exclusionary experience of
the end-user. This reveals a critical disconnect not just in technical implementation but in
ideology—a tension between a stated citizen-centric service model and a deeply entrenched
institution-centric communication model.

To analyze this paradox, it is essential to define two core concepts: legalese and access to
justice.

Legalese. This term refers to more than just the technical terminology of the legal profession.
As a concept within communication studies, ,legalese” is a pejorative term for a traditional
style of legal writing that is incomprehensible to lay readers (Tiersma, 1999). It is a distinct
communicative style characterized by archaic vocabulary, convoluted and lengthy sentence
structures, frequent use of the passive voice, and an impersonal tone (Tiersma, 1999). Itis, in
essence, a failure of communication that prioritizes the writer’s perceived need for absolute
precision over the reader’s fundamental need for comprehension (Benson, 1984; Miner,
1989). This article treats legalese not as a neutral professional dialect but as a significant
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impediment to effective information exchange between the state and its citizens.

Access to Justice. The concept of access to justice has evolved significantly beyond its
historical meaning of simple access to courts (Galanter, 1983). Contemporary socio-legal
scholarship defines it far more broadly as the ability of individuals to understand and exercise
their rights, obtain remedies, and participate in the systems that govern their lives (Galanter,
2010; Silbey, 2005). As codified by the influential Florence Access-to-Justice Project, this
includes availing oneself of ,the various institutions, governmental and non-governmental,
judicial and non-judicial, in which a claimant might pursue justice” (Cappelletti & Garth,
1978, p. 6). In the context of e-government, this means that access to justice is contingent
not only on the availability of a digital service but on the citizen’s ability to comprehend the
information presented, complete the necessary processes, and thereby secure the rights,
benefits, or legal standing to which they are entitled.

This article contends that the persistence of legalese in digital government services
constitutesasignificantand under-recognized barrier to accesstojustice, creatinga,cognitive
divide’ that mirrors and reinforces existing social inequalities. True digital transformation
in the public sector requires a fundamental shift in legal communication, embedding plain
language principles into the very architecture of e-government. To substantiate this thesis,
the article is structured as follows. Section 2 deconstructs the nature of legalese, examining
its historical roots and its cognitive impact on the reader. Section 3 critically assesses the
implementation of e-government, contrasting its promise with the perilous reality of user
experience through case studies in crucial domains. Section 4 presents the international
Plain Language Movement as a robust, evidence-based solution to this communication gap,
detailing its principles and proven effectiveness. Finally, Section 5 concludes by synthesizing
the arguments and offering a set of actionable policy recommendations for creating a truly
accessible and just digital state.

2. THE NATURE OF THE BEAST: DECONSTRUCTING LEGALESE

Tounderstand why legalese persistsasabarrierinthe digital age, one mustfirstdeconstruct
its nature as a linguistic and cognitive phenomenon. It is not merely a collection of difficult
words but a deeply entrenched communicative style with historical roots, significant
cognitive consequences for the reader, and characteristics that mark it as a fundamental
failure of communication.

The origins of modern legal English are not found in a deliberate attempt at obfuscation
but in the unique socio-linguistic history of the English legal system. Following the Norman
Conquest of 1066, a trilingual environment emerged in English governance and law (Baker,
2003). Latin was the language of formal records and scholarship, Old English remained the
vernacular of the general populace, and Norman French became the language of the new
ruling class, the government, and, crucially, the courts (Alenezi, 2024; Baker, 2003; Tiersma,
1999).

Over centuries, this Anglo-Norman dialect, which came to be known as ,Law French,’
evolved into the professional language of lawyers (Baker, 2003). It was a learned second
language, a professional dialect through which ordinary French words were converted
into technical terms of art (Baker, 2003). This is why the majority of English legal terms—
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such as plaintiff, defendant, contract, property, and jury—are of French origin (Baker,
2003; Tiersma, 1999). This linguistic heritage was combined with a reliance on Latin for
formal maxims and a structural preference for precision that arose from the common law’s
emphasis on precedent (Williams, 2015). The result was a specialized discourse designed
for communication among experts. Its purpose was to achieve a high degree of precision
and to maintain the continuity of legal doctrine over time.

However, this professional dialect also served a cultural function: it solidified the identity
and exclusivity of the legal profession (La Porta, Lopez-de-Silanes, & Shleifer, 2008). By
creating a linguistic barrier between the initiated and the uninitiated, legalese became
what linguists term a ,language of power” (Stanchi, 1998). It signaled expertise, conferred
authority, and reinforced the social stratification between legal professionals and the lay
public they served. While its historical development was rooted in the practical needs of a
multilingual and evolving legal system, its cultural legacy is one of exclusion and professional
insularity.

The most damaging impact of legalese is not historical but cognitive. When a non-expert
encounters a government form written in dense legal prose, their ability to understand
and act is severely hampered by fundamental limitations of human cognition. The field of
cognitive psychology, particularly Cognitive Load Theory, provides a powerful framework
for explaining this breakdown (Sweller, 1988; Sweller, van Merrienboer, & Paas, 1998).

Cognitive Load Theory posits that human cognitive architecture consists of a limited
working memory, which actively processes new information, and a virtually unlimited long-
term memory, which stores organized knowledge in the form of schemas (Sweller, 1988;
Sweller, van Merrienboer, & Paas, 1998; Centre for Education Statistics and Evaluation,
2017). Working memory is the bottleneck of our learning system; it can only handle a
small number of information elements at any given time (Sweller, 1988). The mental effort
imposed on working memory during a task is known as cognitive load, which is divided into
three types (Paas, Renkl, & Sweller, 2010; Shearer, Yu, & Peng, 2020; Sweller, 1988):

1. Intrinsic Cognitive Load: This is the inherent difficulty of the subject matter itself.
Understanding the concept of contributory negligence, for example, has a certain level of
intrinsic difficulty that cannot be eliminated (Sweller, 1988).

2.  Extraneous Cognitive Load: This is the unnecessary mental effort generated by the
way information is presented. It is a cognitive burden that does not contribute to learning or
task completion. Poorly designed instruction, confusing layouts, and complex language are
primary sources of extraneous load (Sweller, 1988).

3. Germane Cognitive Load: This is the productive mental effort dedicated to processing
the intrinsic complexity of the information and constructing schemas in long-term memory:.
This is the load that results in genuine understanding (Sweller, 1988).

Learning and effective task performance occur when extraneous load is minimized, freeing
up working memory capacity for the essential germane load (Sweller, 1988). Legalese is a
textbook example of a communicative style that maximizes extraneous cognitive load. Its
defining features—long, convoluted sentences with multiple subordinate clauses, use of
the passive voice, nominalizations (turning verbs into nouns, e.g., ,making an application”
instead of ,applying”), and unfamiliar, archaic vocabulary—force the reader’s working
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memory to expend enormous effort simply decoding the text (Tiersma, 1999). This process
of wrestling with the language itself consumes the limited cognitive resources that should be
dedicated to understanding the underlying legal rule or procedural requirement (Vergauwe
& Langerock, 2023). The result is cognitive overload, leading to poor comprehension,
increased errors, and often, task abandonment (Graesser, Lu, Olde, Cooper-Pye, & Whitten,
2005; van den Broek, Kendeou, Lousberg, & Visser, 2011).

This cognitive hostility is not a neutral feature of the text; it is a mechanism that
systematically disadvantages individuals with lower literacy, less formal education, or those
operating under stress or with cognitive disabilities. The psychological impact is profound.
Confronting an incomprehensible but authoritative document can induce feelings of
intimidation, anxiety, and powerlessness (Furth-Matzkin & Sommers, 2020). It can severely
reduce an individual’s self-efficacy—their belief in their own ability to succeed in a specific
situation (Bandura, 1997; Tokuhama-Espinosa, 2011). A person who feels incompetent or
overwhelmed by the language of a government form is less likely to persevere in asserting
their rights, creating a psychological barrier to justice that is just as formidable as any
physical or financial one (Krieger, 2005).

2.1 Legalese as a Communication Failure: Violating the Cooperative Principle

Viewed through the lens of communication theory, legalese represents a fundamental
failure to adhere to the basic principles of effective information exchange. Successful
communication is not merely the transmission of a message; it is a cooperative endeavor
in which the sender crafts a message with the receiver’s context, knowledge, and needs in
mind (Miner, 1989). Legalese violates this principle by being almost entirely sender-centric.
[t is a communication style that prioritizes the perceived needs of the legal or bureaucratic
institution—for historical continuity, for a defense againstany possible misinterpretation, for
an assertion of authority—over the primary need of the citizen: to understand (Greenberg,
2011).

Communication Accommodation Theory (CAT) provides a useful model for analyzing
this failure (Giles, 2016). CAT explains how individuals adjust their communication to
manage social distance. When a speaker wishes to gain approval or increase understanding,
they will often engage in convergence, modifying their speech patterns, vocabulary, and
non-verbal behaviors to become more similar to their interlocutor (Giles & Smith, 1979;
Gasiorek, Dragojevic, & Giles, 2021). A doctor who avoids medical jargon when speaking
to a patient is converging. Conversely, when individuals wish to emphasize social distance
or group identity, they may engage in divergence, accentuating the linguistic differences
between themselves and their conversational partner (Giles & Smith, 1979; Gasiorek et al.,
2021; Achermann etal., 2023).

The use oflegalese in public-facing government documents is a powerful act of institutional
divergence. Rather than accommodating the linguistic capabilities of a diverse public, the
state maintains a specialized, high-status code. This act of non-accommodation increases
the psychological and social distance between the citizen and the institution, reinforcing the
power imbalance inherent in the relationship (Giles, Ota, & Foley, 2013; Kowalczyk, 2024; ).
[t sends an implicit message that the citizen must adapt to the institution’s language, rather
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than the institution adapting to the citizen’s needs. This is not just poor customer service;
it is a communication failure that undermines the democratic ideal of a government that is
accessible and accountable to its people (Miner, 1989). The communication is not neutral; it
actively works against the user; creating a hostile environment that systematically filters out
those unable to bear the high cognitive and psychological costs of translation.

3. THE PROMISE AND PERIL OF E-GOVERNMENT

The global movement toward e-governmentis driven by a powerful and appealing narrative
of modernization and citizen empowerment. International bodies and national governments
alike articulate a vision of public services transformed by digital technology—a vision of
efficiency, accessibility, and seamless interaction. However, the reality of implementation
often falls far short of this promise, revealing a critical misunderstanding of what true
digital transformation entails. The peril lies in the gap between the official narrative and
the frustrating experience of citizens confronting digital systems that have inherited the
linguistic barriers of the analog era.

3.1 The Official Narrative: A Vision of Seamless, Citizen-Centric Services

The official discourse surrounding e-government is one of radical, citizen-focused
improvement. The OECD, a key standard-setter in this domain, envisions a public sector that
is , digital by design,” meaning that digital considerations are embedded in the entire policy
and service lifecycle, from design to evaluation (Organisation for Economic Co-operation
and Development, 2014, 2020). This approach is intended to make governments more
,0pen, transparent, innovative, participatory and trustworthy” (Organisation for Economic
Co-operation and Development, 2020, p. 3). The OECD’s Digital Government Policy
Framework promotes a ,human-centred” transformation aimed at ,enhancing individuals’
sense of dignity through meaningful citizen engagement, strengthened accountability
and more human-centred public services” (Organisation for Economic Co-operation and
Development, 2025). Key principles include being ,,user-driven,” where services are designed
around the needs of citizens, and , proactive,” where governments anticipate user needs and
provide services without formal requests (Organisation for Economic Co-operation and
Development, 2014).

This vision is echoed by the United Nations, whose E-Government Development Index
(EGDI) measures the maturity of digital government across all 193 Member States (United
Nations, Department of Economic and Social Affairs, 2022). The EGDI assesses not just the
provision of online services but also the underlying telecommunication infrastructure and
human capacity, reflecting a holistic view of digital inclusion (United Nations, Department
of Economic and Social Affairs, 2022). The UN’s overarching goal is to leverage digital
transformation to achieve the Sustainable Development Goals, with a strong emphasis on
ensuring that no one is left behind (United Nations, Department of Economic and Social
Affairs, 2022, 2024).

The 2024 UN survey highlights a significant global upward trend in digital government,
fueled by increased investmentin resilientinfrastructure and advanced technologies (United
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Nations, Department of Economic and Social Affairs, 2024). The stated objective is clear: to
use digital tools to create more accessible, equitable, and effective public services for all.

3.2 The Reality: Digitization vs. Digitalization

The central flaw in the implementation of this vision lies in a widespread confusion
between two fundamentally different concepts: digitization and digitalization (Brennan &
Kreiss, 2016; GorenSek & Kohont, 2021).

® Digitization is the simple, technical process of converting analog information into a
digital format (Brennan & Kreiss, 2016; Haissam, 2022). Scanning a paper application form
and making it available as a downloadable PDF on a website is an act of digitization. The
medium changes, but the process, the structure, and, most importantly, the language remain
the same (Brennan & Kreiss, 2016). It is a change of form, not of function.

® Digitalization, in contrast, is a much deeper, strategic process. It involves leveraging
digital technologies to fundamentally redesign and improve business processes, change a
business model, and provide new value-producing opportunities (Brennan & Kreiss, 2016;
Haissam, 2022). In the public sector, this would mean rethinking a service from the ground
up to be inherently digital, intuitive, and user-centric, rather than simply creating a digital
version of a paper-based workflow (Daminov, 2022; Mina-Raiu & Melenciuc, 2022).

The vast majority of government e-services today are the product of digitization, not
true digitalization. Agencies have taken their existing bureaucratic processes, replete with
legalese and complex structures, and transposed them directly onto a screen (Mina-Raiu
& Melenciuc, 2022). The result is that the linguistic and cognitive barriers that existed in
the paper era have been preserved and, in some cases, amplified in the digital realm. The
transition from paper to digital interfaces does not merely replicate these barriers; it can
make them worse. In a traditional office, a citizen might interact with a human clerk who
could offer clarification or guidance, acting as an informal interpreter of the bureaucratic
language. In a purely digital interaction, the citizen is often left alone to confront the
unintelligible interface, creating a more isolating, unforgiving, and intimidating experience.
By removing the potential for human intermediation without simplifying the underlying
communication, the act of digitization without digitalization can make the barrier to access
even higher than its analog predecessor, directly contradicting the core e-government goal
of improved accessibility.

3.3 Case Studies in Digital Frustration: Where the Communication Gap is Widest

This failure to move from mere digitization to genuine digitalization is most acute in
services that are critical for access to justice. The following case studies illustrate how
the persistence of legalese in digital interfaces creates severe obstacles for vulnerable
populations.

. Case Study 1: Online Court Filings for Self-Represented Litigants (SRLs)

The rise of self-represented litigants (SRLs), or pro se litigants, is a defining feature of
modern civil justice systems, with estimates suggesting that about 65 percent of family law
litigants in some jurisdictions appear in court without a lawyer (Dyer et al., 2012). For these
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individuals, online court portals and fillable forms represent a potential lifeline, promising
a way to navigate the justice system without the prohibitive cost of legal counsel. The
user’s goal is often urgent and life-altering: filing for divorce, seeking a protective order, or
responding to an eviction notice.

However, the promise of enhanced access is frequently broken by the reality of
»indecipherable legal forms” and ,complex court procedures” (Rhode Island Family Court,
2018, p. 2). A report by the Canadian Bar Association found that while online court forms
appear to offer a path to justice, ,many forms are complex and difficult to complete, and
SRLs often find they have made mistakes and omissions” (Canadian Bar Association, 2013,
p. 45). Court websites designed for SRLs are often poorly organized and fail to provide
instructions in plain language, leaving users to untangle a web of confusing resources on
their own (Rhode Island Family Court, 2018). This linguistic complexity is not a minor
inconvenience; it is a direct barrier to due process. The U.S. Supreme Court’s decision in
Turner v. Rogers obliges judiciaries to ensure that unrepresented litigants’ rights are
protected, which includes providing them with the means to understand the process and
their available defenses (Dyer et al., 2012). When court forms are written in legalese, they
fail this fundamental test, effectively denying meaningful access to the courts for those who
lack legal training (Dyer et al., 2012; Washington State Pattern Forms Committee, 2012).

. Case Study 2: Social Security and Welfare Applications

For millions of individuals and families, access to social benefits such as cash assistance,
disability payments, or food subsidies is essential for survival. Digital application portals are
intended to streamline access to these vital services. The user’s goal is to secure a right or
entitlement that provides a basic safety net.

This process, however, is notoriously fraught with what public administration scholars
term administrative burdens: the learning, compliance, and psychological costs that
citizens experience when interacting with the state (Burden, Herd, & Moynihan, 2012). A
primary driver of these burdens is the ,bureaucratic language” of government forms and
communications, which can be ,quite intimidating,” particularly for individuals who are
not highly educated. The complexity of the language imposes significant learning costs—
the time and effort required to understand the existence of a benefit, ascertain eligibility
criteria, and navigate the application process (Herd & Moynihan, 2019). Research shows
that this informational complexity is a key factor in the ,non-take-up” of benefits, a
phenomenon where eligible individuals fail to receive the support to which they are entitled
simply because the process is too onerous (Holler & Tarshish, 2022). The system often
fails to provide clear, personalized, and actionable information, forcing applicants to piece
together a complex puzzle from multiple sources, a process that can be stressful, confusing,
and ultimately exclusionary (Arcidiacono, 2017; Hancock, 2004; Holler & Tarshish, 2022).

. Case Study 3: Immigration and Asylum Procedures

Nowhere are the stakes of acommunication failure higher than in the domain ofimmigration
and asylum. The user—a refugee fleeing persecution, a family seeking reunification, or a
skilled worker navigating a visa application—is engaging in a process that will determine
their safety, their livelihood, and their future. Official government websites are the primary
source of information for these high-stakes procedures.
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While many governments have made effortsto centralize information through online portals
(European Commission, 2012, 2013), the language used to explain complex immigration
rules and fill out application forms often remains a formidable barrier. This is especially true
for applicants with limited proficiency in the host country’s language, for whom linguistic
barriers can lead to critical miscommunications and , erroneous conclusions” by authorities
(Massachusetts Appleseed Center for Law and Justice, 2022, p. 1). The lack of clear; accessible
information on official government websites creates a dangerous vacuum that is often filled
by fraudulent actors who prey on vulnerable applicants by promising clarity for a fee (Davis,
Buss, & Fox-Williams, 2024). Incomprehensible language on a government website is not
just a design flaw; it is a critical failure that can jeopardize an individual’s legal status and
personal safety. Despite the recognized importance of reliable data and clear information
in managing migration (European Migration Network, 2015; International Organization
for Migration, 2020), the linguistic accessibility of digital immigration services remains a
profound and unresolved challenge (U.S. Department of Homeland Security, 2015).

4. THE PLAIN LANGUAGE MOVEMENT AS A SOLUTION

The communication gap created by legalese in digital government is not an intractable
problem. A robust, evidence-based solution exists in the principles and practices of the
international Plain Language Movement. This movement offers a systematic approach
to communication that directly addresses the cognitive and social barriers erected by
traditional legal and bureaucratic writing. By prioritizing user comprehension and usability,
plain language provides a practical pathway toward fulfilling the democratic promise of
e-government.

4.1 History and Principles: A Movement for Clarity and Democracy

The push for clear communication is not new; complaints about obscure legal language
date back centuries (Mellinkoff, 1963). However, a cohesive ,movement” began to form in
the post-World War Il era, gaining significant momentum in the 1960s and 1970s in English-
speaking, common-law countries like the United States, the United Kingdom, and Australia
(Williams, 2015). Initially driven by consumer rights advocates and good governance
proponents, the movement sought to demystify the enigmatic language of contracts,
insurance policies, and government regulations (Wojciechowska, 2013).

Over the past several decades, the movement has evolved significantly. Early efforts focused
narrowly on sentence-level readability formulas (Redish, 2017). Today, plain language is
understood as a sophisticated, user-centered discipline that integrates principles of writing,
information design, and usability testing (Redish, 2017). It has broadened its concern
from simply asking ,Can people read this?” to the more critical questions of ,Can people
find what they need, understand what they find, and use that information to meet their
needs?” (Tiersma, 1999, p. 212). This evolution has been supported by the formation of
international organizations like PLAIN (Plain Language Association International) and
Clarity International, and has culminated in the development of an ISO standard for plain
language (Adler, 2012; International Organization for Standardization, 2023).



JILC. doi:_10.32612 /uw.27201643.2025.18.3.pp.30-47

Crucially, the movement has been embraced by governments seeking to improve
transparency and effectiveness. The most significant legislative milestone is the United
States’ Plain Writing Act of 2010 (Pub. L. No. 111-274, 2010). This landmark law requires
federal agencies to use ,clear Government communication that the public can understand
and use” in all covered documents (Kerr, 2014; Plain Writing Act of 2010, Pub. L. No. 111-
274,2010). The Act mandates training, compliance reporting, and the appointment of senior
officials responsible for overseeing its implementation, embedding the principles of clear
communication into the machinery of government (The Writers for Hire, 2023; U.S. General
Services Administration, 2011).

4.2 Principles of Plain Language in Practice

Plainlanguageisnotabout,dumbingdown” complexinformation;itisaboutcommunicating
that information with maximum clarity and efficiency (Kimble, 1994-1995). It is a reader-
focused discipline grounded in principles of cognitive psychology and communication
theory. The core tenets can be contrasted directly with the features of legalese, as shown in
Table 1.

Table 1: A Comparative Framework of Legalese and Plain Language Principles

Dimension Legalese (Institution-Centric) Plain Language (User-Centric)
Primary Goal Achieve absolute legal precision; maintain | Ensure audience understanding and usa-
tradition. bility.
Vocabulary Archaic words (herein, aforesaid), Latin/ | Common, everyday words. Technical
French terms, jargon. terms are used only when necessary and
are explained.
Sentence Struc- Long, complex, multi-clause sentences; Short, direct sentences (average 15-20
ture center-embedding. words). One main idea per sentence.
Voice Frequent use of passive voice ("notice is | Strong preference for active voice ("we
hereby given"). will notify you").
Tone Impersonal, formal, authoritative. Direct, respectful, conversational ("you,"
llwell .
Design & Layout | Dense blocks of text; poor use of white Use of headings, lists, tables, and white
space. space to improve readability and scanning.

Source: created by the author.

These principles are not arbitrary stylistic preferences. They are evidence-based strategies
designed to reduce extraneous cognitive load. Short sentences and common vocabulary
are easier for working memory to process. The active voice is more direct and easier to
comprehend than the passive voice. And a clear visual design with headings and lists allows
users to scan for relevant information quickly, a common behavior in digital environments
(Center for Plain Language, 2022).
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4.3 Evidence of Effectiveness: An Empirical Case for Clarity

The superiority of plain language is not a matter of opinion; it is supported by a substantial
body of empirical evidence demonstrating its effectiveness across multiple domains.

® Improved Comprehension and Accuracy: Numerous studies have shown that
rewriting legal and bureaucratic documents in plain language significantly improves
user comprehension and reduces errors. A foundational study on jury instructions found
that plain-language versions improved juror comprehension from 45% to 59%—a 31%
improvement (Kimble, 1994-1995). More recent research confirms that both lawyers and
non-lawyers find plain English contracts easier to understand and recall (Martinez, Mollica,
& Gibson, 2023).

® Increased Efficiency and Compliance: Clearer documents lead to more efficient
processes. A study of revised divorce application forms in Australia found that the completion
rate increased from 52% to 67%, and, critically, the rate of applications rejected due to
errors plummeted from 42% to just 8% (Kimble, 1994-1995). Similarly, a study of a revised
tax form found that the percentage of users who could perform the task well skyrocketed
from 10% to 55%—a 450% improvement (Kimble, 1994-1995). For government agencies,
this translates into tangible benefits. U.S. Citizenship and Immigration Services (USCIS),
after implementing a plain language initiative, reported a significant reduction in customer
questions and an increase in the proper submission of forms and fees (Center for Plain
Language, 2022).

® Enhanced Trust and Reduced Costs: Clarity builds public trust and reduces
downstream costs (Kampala International University, 2025). When people understand
their rights and obligations, legal conflicts are less likely to arise (Kampala International
University, 2025). Proponents argue that plain language reduces the ,unnecessary litigation
that poor legal drafting produces” by eliminating preventable ambiguities (Kimble, 1994-
1995, p. 77). This not only saves money for the state and for citizens but also strengthens
the perceived legitimacy and fairness of the legal system. For these reasons, adopting plain
language is not merely a matter of good customer service; it is a crucial risk management
and efficiency strategy for the state. The empirical data on reduced error rates, increased
compliance, and reduced litigation demonstrates a clear return on investment, making
resistance to plain language an economically and administratively irrational position.

4.4 Barriers to Implementation: Deconstructing the Resistance

Despite the overwhelming evidence in its favor, the adoption of plain language faces
significant cultural and institutional resistance, particularly from within the legal profession.
Common arguments against it include the claims that it ,dumbs down” the law, sacrifices
necessary legal precision, and is unsophisticated (Kimble, 1994-1995).

These criticisms, however, do not withstand scrutiny. Proponents of plain language have
long argued that clarity and precision are allies, not enemies. The process of writing in plain
language forces the writer to confront and resolve ambiguities that are often hidden by
convoluted, traditional prose (Kimble, 1994-1995). As legal writing expert Joseph Kimble
notes, technical terms are a small part of any legal document, and their necessary use does
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not preclude clarity in the surrounding text (Kimble, 1994-1995).

Recent empirical research has shed new light on the nature of this resistance. A 2023 study
found that while lawyers are better than non-lawyers at understanding legalese, they too
find plain English versions significantly easier to comprehend (Martinez, Mollica, & Gibson,
2023). Furthermore, the lawyers in the study rated the plain English contracts as being of
higher quality, more likely to be signed by a client, and, crucially, equally enforceable as the
legaleseversions (Martinez, Mollica, & Gibson,2023). This suggests thattheresistance to plain
language is not based on a reasoned belief in the functional superiority of legalese. Instead,
itis more likely a product of institutional inertia, convenience (the ,copy-and-paste” method
of using old templates), and a cultural defense of professional status (Martinez, Mollica, &
Gibson, 2023). The complex language serves as a ,legitimizing myth” that reinforces the
perceived superiority and authority of the legal profession, maintaining a power dynamic in
which the institution holds dominance over the citizen (Kowalczyk, 2024).

5. CONCLUSION AND POLICY RECOMMENDATIONS

The digital transformation of government holds the potential to create a more accessible,
efficient, and just public sphere. Yet, this potential is being squandered. The uncritical
migration ofarchaicand exclusionarylanguage into digital platforms has created aformidable
communication gap, transforming the promise of e-government into a new frontier of digital
exclusion. This analysis has demonstrated that the legacy of legalese is not a benign stylistic
quirk but a direct cause of cognitive overload, psychological distress, and systemic barriers
to access to justice. It is a failure of communication that disproportionately harms the most
vulnerable members of society, undermining the very purpose of public service.

The core argument of this article is that the promise of e-government to enhance access to
justice is being broken by this persistent communication gap. This gap, created by the legacy
of legalese, functions as a cognitive barrier that systematically filters out individuals based
on their linguistic and legal literacy. The solution lies not in more advanced technology but
in more humane communication. The principles of the Plain Language Movement, grounded
in evidence from cognitive science and communication theory, offer a clear and proven path
forward. Adopting plain language is therefore not a matter of convenience or aesthetic
preference; it is a prerequisite for achieving justice and equity in the digital age.

To bridge thiscommunication gap and build a truly citizen-centric digital state, governments
and legal bodies must undertake a coordinated and comprehensive reform agenda. The
following four recommendations provide a framework for action.

1. Mandate and Enforce Plain Language Standards.

Voluntary measures are insufficient to overcome deep-seated institutional inertia.
Governments should enact and vigorously enforce legislation modeled on the U.S. Plain
Writing Act of 2010, requiring that all public-facing digital services—including websites,
online forms, and official communications—are written in plain language (Plain Writing Act
of 2010, Pub. L. No. 111-274, 2010; The Writers for Hire, 2023). This mandate should be
supported by clear guidelines, robust oversight mechanisms, and a requirement for agencies
to publicly report on their compliance annually, fostering transparency and accountability
(Center for Plain Language, 2022; National Archives and Records Administration, 2023; U.S.

41



42

JILC. doi:_10.32612 /uw.27201643.2025.18.3.pp.30-47

Department of Health and Human Services, 2024; U.S. Department of the Interior, 2023; U.S.
General Services Administration, 2023).

2. Embed User-Centered Design and Testing.

The design of digital government services must shift from an institution-centric to a user-
centric model. This requires embedding rigorous user testing into the entire development
lifecycle, from initial concept to final deployment. Critically, this testing must actively involve
diverse and vulnerable populations, including individuals with low digital literacy, persons
with disabilities, the elderly, and those with limited language proficiency (Beventorp &
Lindh, 2024; Kim & Lee, 2024; UNICEF, 2024). This empirical, iterative approach ensures
that services are not just technically functional but are genuinely accessible and usable for
the people they are intended to serve.

3. Reform Legal and Public Administration Education.

The culture of obscure communication must be addressed at its source. Curricula in
law schools and public administration programs must be reformed to include mandatory,
substantive training in clear communication, plain language principles, and user-centered
design (Mattila, 2006). The goal is to cultivate a new generation of lawyers, judges, and civil
servants who view clarity not as a compromise of their expertise, but as a core professional
competency and an ethical obligation.

4. Invest in AI-Powered Simplification Tools.

Governments should strategically invest in the research and development of Artificial
Intelligence (AI) and Natural Language Processing (NLP) tools to support the transition
to plain language at scale. Advanced transformer-based models have shown significant
promise in the complex tasks of legal text summarization and simplification (Liu et al., 2019;
Vaswani etal.,, 2017; Zhang, Zhao, Saleh, & Liu, 2020). These technologies could be developed
into tools that assist government employees in drafting clearer documents or that provide
citizens with real-time, on-demand translations of complex legal and bureaucratic text into
plain language, acting as a powerful aid for digital inclusion.

The ultimate vision of e-government, as articulated by the OECD, is a ,proactive” state that
anticipates and meets citizen needs seamlessly (Organisation for Economic Co-operation
and Development, 2014). This ambitious model, however, is fundamentally dependent on
proactive clarity. A government cannot proactively deliver a service if the citizen cannot
understand their eligibility, the nature of the benefit, or their responsibilities in relation to
it. Communication shrouded in legalese would breed suspicion and confusion, undermining
the very trust required for a proactive state to function. Therefore, adopting plain language
is not just about fixing the reactive services of today; it is about building the essential
linguistic infrastructure for the proactive, just, and democratic governance of tomorrow.
In a democracy, the ability of citizens to understand their rights and engage with their
government is not a luxury but a necessity. Clear communication is not an aesthetic choice;
it is a fundamental component of a just, equitable, and functioning society. Closing the
communication gap is one of the most critical and defining tasks of digital-era governance.
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ABSTRACT. Corruption within a nation’s Chemical, Biological, Radiological, and Nuclear

(CBRN) security sector represents a critical threat to both national and international stability.
In Ukraine, this threat is amplified by the compounded challenges of an ongoing war of
national defense, the prospective demands of post-conflict reconstruction, and the persistent
need for deep-seated anti-corruption reforms. This article examines the potential of the
Japan International Cooperation Agency (JICA) Knowledge Co-Creation Program (KCCP)
in anti-corruption forensics as a targeted intervention to enhance Ukraine’s institutional
capacity in this highly sensitive domain. Through a qualitative case study methodology,
this analysis first maps the specific corruption risks and forensic capacity gaps prevalent
in Ukraine’s CBRN sector, including vulnerabilities in procurement, illicit financial flows,
and methodological deficiencies in complex investigations. It then assesses the alignment of
the JICA KCCP curriculum, which emphasizes advanced digital and financial forensics, inter-
agency coordination, and international best practices. The article argues that while the JICA
program offers vital technical skills that are well-matched to Ukraine’s identified needs,
its long-term success and transformative impact are contingent upon Ukraine’s ability to
navigate the complex political economy of reform and ensure sustained institutional buy-in.
Drawing on theories of post-conflict Security Sector Reform (SSR), the analysis concludes
that the absorption of technical expertise must be supported by continued political will to
strengthen the independence of the entire anti-corruption ecosystem. The success of this
specialized partnership could serve as a model for future international cooperation in high-

stakes security environments.

Keywords: Anti-corruption, Forensic Science, CBRN Security, Ukraine, JICA, International
Cooperation, Security Sector Reform, Post-Conflict Reconstruction

1. INTRODUCTION
1.1. The Nexus of Corruption and CBRN Security: A Global Threat

The security of chemical, biological, radiological, and nuclear (CBRN) materials and
facilities constitutes a cornerstone of the international security architecture. The misuse of
these materials, whether through state-sponsored programs or by non-state actors, poses
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an existential threat to global stability (United Nations Interregional Crime and Justice
Research Institute, n.d.). While technical safeguards and physical security are paramount,
a growing body of evidence indicates that governance failures, particularly corruption, are
a primary enabling factor for CBRN proliferation and terrorism (Bunn, 2009). The United
Nations Office on Drugs and Crime (UNODC, n.d.-b) identifies the risk of CBRN materials
being used by non-state actors for terrorist purposes as one of the gravest contemporary
concerns.

Corruption acts as a critical vulnerability within the security apparatus designed to
protect these materials. It can manifest in various forms, each capable of compromising the
integrity of the non-proliferation regime. These include the bribery of officials to bypass
export controls, the corrupt procurement of dual-use technologies, and the complicity of
insiders in the theft or diversion of sensitive materials (Bunn, 2009). Such acts undermine
the foundational international legal instruments, such as the Treaty on the Non-Proliferation
of Nuclear Weapons (NPT) and United Nations Security Council Resolution 1540, which rely
on robust state-level implementation and verification (UNODC, n.d.-b; United Nations Office
for Disarmament Affairs, n.d.). The nexus of corruption and CBRN security thus transforms
a governance problem into a direct threat to international peace, demanding integrated
solutions that address both technical deficiencies and the human factors that exploit them
(Pacific Northwest National Laboratory, 2018).

1.2.Ukraine’s Compounded Challenge: War, Reconstruction,and Endemic Corruption

Ukraine presents a uniquely critical case study for examining the intersection of
corruption and CBRN security. The nation is simultaneously confronting a full-scale war of
national survival, the monumental task of future reconstruction, and a legacy of systemic
corruption that it has been working to dismantle since the 2014 Revolution of Dignity (Kos,
2022; Chatham House, 2018). This ,double challenge” creates a security environment of
unprecedented complexity. The ongoing conflict has not only heightened the physical risks
to Ukraine’s extensive CBRN infrastructure—including numerous nuclear power plants,
industrial chemical facilities, and biological research laboratories—but has also introduced
new corruption vulnerabilities. Wartime exigencies have, at times, necessitated a reduction
in transparency, particularly in defense and security-related procurement, creating
opportunities for malfeasance that could have catastrophic consequences (Kalitenko, 2023).

In this context, corruption within the CBRN sector is not merely a drain on state resources
or a barrier to development; it is an acute national security threat that could be exploited
by an adversary. A security system weakened by graft at a critical facility could facilitate
sabotage, theft of materials for a false-flag operation, or illicit trafficking (Bunn, 2009).
Consequently, strengthening Ukraine’s anti-corruption framework is a strategic imperative
for its own resilience and for global security. This imperative is recognized by Ukraine’s
international partners, who have made continued progress in anti-corruption a cornerstone
of financial and military assistance and a prerequisite for European Union accession (Wilson
Center, 2024; Kalitenko, 2023). Despite significant reforms and measurable progress noted
by organizations like the Organisation for Economic Co-operation and Development (OECD),
substantial challenges remain, particularly in ensuring the effective investigation and
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prosecution of complex corruption offenses (OECD, 2025; National Agency on Corruption
Prevention, 2025).

1.3. Research Question and Thesis Statement

This article addresses the following research questions: (1) What are the primary
corruption-related vulnerabilities and forensic capacity gaps within Ukraine’s CBRN security
sector? (2) To what extent can the Japan International Cooperation Agency (JICA) Knowledge
Co-Creation Program (KCCP) on anti-corruption forensics address these specific gaps? (3)
What are the broader political and institutional challenges to the effective absorption and
implementation of such a targeted technical assistance program in Ukraine’s post-conflict
context?

This article argues that while the Japan International Cooperation Agency’s Knowledge
Co-Creation Program offers a technically robust and highly relevant solution to Ukraine’s
identified deficiencies in anti-corruption forensic capacity, its ultimate impact on CBRN
security will be determined less by the quality of the training itself and more by the ability of
Ukrainian institutions to overcome systemic political-economic barriers to reform, a critical
challenge highlighted by theories of post-conflict security sector reform.

1.4. Structure of the Article

The subsequent sections of this article are organized to develop this thesis systematically.
Section 2 outlines the conceptual framework, drawing on theories of anti-corruption capacity
building and post-conflict Security Sector Reform (SSR), and details the qualitative case
study methodology. Section 3 presents the results of the analysis, mapping Ukraine’s CBRN
corruption risks, identifying its forensic capacity gaps, and describing the JICA program as
a proposed intervention. Section 4 provides a discussion of these findings, analyzing the
prospects and challenges of integrating Japanese expertise within the Ukrainian context.
Finally, Section 5 offers a conclusion and a set of policy recommendations for Ukrainian and
international stakeholders.

2. CONCEPTUAL FRAMEWORK AND METHODOLOGY
2.1. A Framework for Analyzing Anti-Corruption Capacity Building

Evaluating the potential efficacy of an international assistance program requires a
framework that moves beyond a simplistic input-output model where training is assumed
to lead directly to improved outcomes. This study adopts a multi-level framework for
assessing capacity building, examining its potential impact at the individual, organizational,
and systemic levels.

® Individual Level: This concerns the enhancement of skills, knowledge, and
competencies of the forensic experts, investigators, and prosecutors participating in the
program.

® Organizational Level: This level assesses the extent to which new methodologies,
technologies, and standard operating procedures are adopted and institutionalized within
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the participants’ home organizations, such as the Ministry of Justice, the National Anti-
Corruption Bureau of Ukraine (NABU), or the Specialized Anti-Corruption Prosecutor’s
Office (SAPO).

® Systemic Level: This encompasses the broader enabling environment, including
the effectiveness of inter-agency coordination, the integrity of the judicial system, and the
overarching political and legal climate that either supports or obstructs the application of
newly acquired capacities.

This framework is informed by critical literature on the effectiveness of international anti-
corruption assistance, which consistently highlights the limitations of purely technocratic
solutions thatfail toaccountforthe political economy of therecipient state. Such interventions
often falter when they encounter entrenched interests that benefit from the status quo.
Direct anti-corruption measures, such as the establishment of specialized commissions,
rarely succeed without sustained support from political elites and the judiciary (Fjeldstad
& Isaksen, 2008). Therefore, any analysis of the JICA program must consider not only the
technical skills it imparts but also the political and institutional context into which those
skills will be deployed.

2.2. Integrating Theories of Post-Conflict Security Sector Reform (SSR)

Given that Ukraine is a nation at war with a clear post-conflict reconstruction horizon, this
article explicitly situates the analysis within the theoretical framework of Security Sector
Reform (SSR). SSR literature provides essential concepts for understanding the complexities
of transforming security institutions in fragile and conflict-affected states. Key tenets of
SSR include the inextricable link between security and development, the imperative of
democratic governance and oversight of security actors, and the persistent challenge of
ensuring local ownership of reforms in the face of significant donor influence (GSDRC, n.d.).

Applying an SSR lens is crucial because it frames the JICA program not as a standalone
training course but as a micro-level external intervention within a national security sector
undergoing a profound, high-stakes transformation (Ehrhart, 2009). This perspective
compels an analysis of critical factors such as the sustainability of reforms, the capacity
of Ukrainian institutions to absorb and adapt new knowledge, and the political will to
implement changes that may challenge powerful vested interests. The challenges inherent
in post-conflict SSR—including a collapsed state infrastructure, the dominance of military
over civilian priorities, and the need to restructure before electoral legitimization—provide
arealistic prism through which to assess the potential long-term impact of the JICA initiative.
This framework allows for a predictive analysis of the likely obstacles the program will face,
moving beyond its curriculum to the systemic conditions required for its success.

2.3. Case Study Approach: Analyzing the Ukrainian Context and the JICA Intervention

The methodology employed is a qualitative, single-case study. The ,case” is the proposed
application of the JICA KCCP to address the problem of CBRN-related corruption in Ukraine.
This approach is well-suited for an in-depth, context-rich examination of a complex
phenomenon. The analysis relies on a triangulation of diverse data sources, including
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the foundational Ukrainian-language document proposing the collaboration, official JICA
program descriptions and curricula (Japan International Cooperation Agency, 2021, 2024a,
2024b, 2025), peer-reviewed academic literature on corruption and SSR, and policy reports
from international organizations such as the OECD and UNODC (OECD, 2025; National
Agency on Corruption Prevention, 2025; UNODC, n.d.-b). The analytical process involves
two main stages: first, a descriptive mapping of the problem domain (the risks, capacity
gaps, and the proposed intervention) presented in the Results section; and second, a critical
evaluation of the intervention’s potential, using the conceptual frameworks of capacity
building and SSR, presented in the Discussion section.

3. RESULTS: ASSESSING CORRUPTION RISKS AND CAPACITY GAPS IN UKRAINE'S
CBRN SECTOR

This section presents the empirical findings derived from the source materials,
systematically outlining the corruption risks specific to Ukraine’s CBRN sector, the
corresponding deficiencies in its forensic capabilities, and the key features of the JICA
program designed as a remedial intervention.

3.1. Mapping the Landscape of CBRN Corruption Risks in Ukraine

The strategic importance and high capital value of CBRN sector projects make them
particularly susceptible to corruption. In the Ukrainian context, these risks are acute and
multifaceted.

3.1.1. Vulnerabilities in Procurement and Contract Management

A significant portion of projects in the CBRN sphere, such as the procurement of advanced
laboratory equipment, the disposal of legacy chemical weapons, or the construction and
maintenance of storage facilities for spent nuclear fuel and radioactive waste, are financed
through state budgets or international assistance programs. This creates substantial
opportunities for corruption, including:

® Inflation of Contract Costs: Deliberately overstating the value of goods and services
to siphon off public funds .

® Use of Fictitious or Affiliated Companies: Awarding contracts to shell companies or
entities secretly linked to public officials, ensuring that competitive bidding processes are
subverted .

® Violation of International Safety Standards: Cutting corners on safety and quality
standards to reduce costs and increase illicit profits, thereby creating severe risks of
radiation accidents or the leakage of hazardous materials .

These practices are consistent with recognized global patterns of corruption in the defense
and security sector, which is often characterized by large, complex, and sometimes secretive
budgets that are difficult to oversee. The consequences of such corruption in the CBRN
sector extend beyond financial loss, directly threatening public safety and environmental
stability.

3.1.2. The Threat of Terrorism Financing and lllicit Financial Flows

Corruption schemes in high-value sectors are frequently intertwined with money
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laundering and other illicit financial flows. In the context of CBRN security, this nexus
presents a particularly grave threat. Illicit funds generated through corrupt contracts could
be channeled to finance terrorist organizations. This creates the perilous scenario where
the proceeds of corruption are used to fund attacks against the very CBRN infrastructure
from which they were derived.

This aligns with the understanding of international bodies like the Financial Action Task
Force (FATF) and the International Monetary Fund (IMF), which note that money laundering
(ML) and the financing of terrorism (TF) often exploit the same vulnerabilities in financial
systems that permit anonymity and opacity in transactions (International Monetary Fund,
2025; Financial Action Task Force, 2008). Effective Countering the Financing of Terrorism
(CFT) requires robust financial investigation capabilities to ,follow the money,” identify
support networks, and disrupt their operations—a capacity that is central to preventing
CBRN terrorism (UNODC, n.d.-a; U.S. Department of the Treasury, n.d.).

3.2. Deficiencies in Ukraine’s Anti-Corruption Forensic Ecosystem

Despite significant progress in establishing a national anti-corruption infrastructure since
2014, Ukraine’s forensic ecosystem faces specific challenges that limit its effectiveness in
tackling complex crimes in specialized sectors like CBRN security.

3.2.1. Legal and Methodological Gaps

Aprimarydeficiencyisthelimited applicationofmodern,integrated forensicmethodologies.
While Ukraine possesses specialists in technical fields like chemical or radiological analysis,
there is a lack of comprehensive methods registered for official use that allow investigators
to simultaneously assess the technical, financial, and digital aspects of a single criminal
scheme. This methodological gap results in fragmented investigations, where technical
experts provide narrow conclusions on physical evidence while the broader financial crime
remains underexplored. Furthermore, forensic findings often face challenges in court, either
for failing to meet international evidentiary standards or for lacking sufficient legal force,
which complicates the process of securing convictions against high-level officials.

3.2.2. Organizational and Technological Challenges

The institutional landscape for anti-corruption is marked by organizational fragmentation.
The Ministry of Justice, which oversees forensic institutions, along with specialized anti-
corruption bodies (NABU, SAPO), law enforcement agencies, and the judiciary, often operate
in parallel without sufficient coordination or systematic data exchange. This leads to
duplication of effort, delays in investigations, and a reduced capacity to detect and dismantle
sophisticated criminal networks.

Compounding this is a deficit in specialized human capital. There is a shortage of experts
who possess the interdisciplinary skills required to work at the intersection of criminalistics,
financial monitoring, digital forensics, and CBRN security. This is exacerbated by a significant
technological lag. While advanced economies increasingly use artificial intelligence (Al),
machine learning, and big data analytics to detect anomalies in financial transactions and
procurement data, the application of these tools in Ukrainian forensic practice remains
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limited and ad hoc. This technological gap means that opportunities to identify hidden
links between corrupt actors, trace complex international transactions, and flag suspicious
procurement of dual-use materials are often missed.

3.3. The JICA Knowledge Co-Creation Program: A Proposed Intervention

The JICA KCCP, specifically the course titled ,Improve Capacity for Anti-corruption
Forensic Expertise,” is presented as a targeted intervention to address these deficiencies.
The program is designed for senior officials from Ukraine’s Ministry of Justice, NABU, SAPO,
and the High Anti-Corruption Court.

3.3.1. Curriculum and Focus

The JICA program is built on a philosophy of ,co-creation,” emphasizing mutual learning
and partnership rather than unilateral instruction (Japan International Cooperation Agency,
2024b, 2025). Its curriculum is comprehensive, combining theoretical lectures, practical
exercises, and site visits to relevant Japanese institutions. Key modules and areas of focus
include:

® Advanced Investigative Techniques: Training in digital forensics, financial
investigation, asset tracing and recovery, and the use of biometric data (Japan International
Cooperation Agency, 2025).

® Modern Technologies: Exploration of innovative tools, including the application of Al
in forensic investigations to detect complex corruption schemes.

® Legal and Institutional Frameworks: Study of Japan’s anti-corruption legislation and
the operational practices of its criminal justice institutions (Japan International Cooperation
Agency, 2021).

® International Cooperation: Emphasis on building a global network of practitioners
and understanding mechanisms for international cooperation in transnational corruption
cases, in line with the UN Convention against Corruption (UNCAC) (Japan International
Cooperation Agency, 2021, 2024b).

3.3.2. The Japanese Model: Legal Frameworks and Technological Prowess

The expertise offered through the JICA program is grounded in Japan’s own well-developed
anti-corruption and forensic ecosystem. Japan’s legal framework is robust, with the Penal
Code addressing domestic bribery and the Unfair Competition Prevention Act (UCPA)
criminalizing the bribery of foreign public officials (Norton Rose Fulbright, n.d.; Anderson
Mori & Tomotsune, 2023; GAN Integrity, 2018). The country consistently ranks low on
indices of perceived corruption, reflecting a high degree of public integrity in its institutions,
although challenges such as the traditional practice of amakudari (assigning retired officials
to corporate positions) persist (GAN Integrity, 2018).

Japan’s technological prowess in digital and financial forensics is a key asset. The country
has a mature market for digital forensic services, driven by both law enforcement needs
and corporate fraud investigations (Intellect Markets, 2024; PwC Japan, n.d.). High-profile
cases, such as the investigation into the $1.7 billion Olympus accounting fraud scandal,
demonstrated the advanced capabilities of Japanese authorities and forensic experts in
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unraveling complex financial concealment schemes, known as tobashi (Elam et al.,, 2016).
This deep reservoir of practical experience and technological sophistication forms the basis
of the knowledge transfer offered through the JICA program.

4. DISCUSSION: PROSPECTS AND CHALLENGES FOR INTEGRATING JAPANESE
EXPERTISE

While the JICA KCCP appears technically well-suited to address Ukraine’s forensic capacity
gaps, its potential for transformative impact must be analyzed through the critical lenses
of SSR and the political economy of reform. This section evaluates the alignment between
the program’s offerings and Ukraine’s needs, explores the systemic barriers to knowledge
transfer, and discusses the broader strategic implications of this partnership.

4.1. Bridging the Gap: Aligning JICA’s Offerings with Ukraine’s Needs

There is a strong prima facie alignment between the deficiencies identified in Ukraine’s
anti-corruption forensic ecosystem and the core components of the JICA KCCP curriculum.
The program’s focus on integrating digital and financial forensic techniques directly targets
the methodological fragmentation that currently hampers complex investigations in Ukraine.
Similarly, its inclusion of modules on Al and modern investigative tools addresses the
acknowledged technological gap. The emphasis on international cooperation and network-
building offers a potential remedy for organizational silos and provides a pathway for
harmonizing Ukrainian practices with global standards. This direct mapping, summarized
in Table 1, demonstrates that the JICA program is not a generic capacity-building exercise
but a highly tailored intervention with the potential to deliver specific, relevant skills.

Table 1: Mapping Ukraine’s Forensic Capacity Gaps to JICA KCCP Curriculum

Components
Identified Gap in Ukraine Relevant JICA KCCP Component
Lack of integrated methodologies combi- Comprehensive curriculum including di-
ning technical and financial analysis. gital forensics, financial investigation, and

asset recovery techniques (Japan Interna-
tional Cooperation Agency, 2025).

Underutilization of modern technologies Specific focus on leveraging investigative
(Al, big data). techniques like digital forensics and discus-
sions on Al in investigations

Fragmented inter-agency coordination. Emphasis on international cooperation fra-
meworks and building a global network of
practitioners (Japan International Coopera-
tion Agency, 2021, 2024b).

Deficit of specialized human capital. Core objective of human resource develop-
ment through intensive, experience-based
training (Japan International Cooperation

Agency, 2024a).
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Identified Gap in Ukraine Relevant JICA KCCP Component
Forensic conclusions not meeting interna- | Exposure to Japanese and international
tional standards. best practices, legal frameworks, and stan-

dards (e.g., UNCAC) (Japan International
Cooperation Agency, 2021, 2024b).

Source: created by the author.

The value of this alignment is that it provides a clear pathway for addressing tangible
operational weaknesses. By equipping a cohort of Ukrainian experts with these advanced
skills, the program can create nodes of excellence within the country’s anti-corruption
institutions, potentially catalyzing broader methodological and technological upgrades.

4.2. The Political Economy of Reform: Overcoming Barriers to Knowledge Transfer

The most significant challenges to the program’s success are not technical but political and
institutional. The SSR framework cautions that in post-conflict or high-stress environments,
technical capacity building alone is insufficient to guarantee reform (Fjeldstad & Isaksen,
2008). The effective application of advanced forensic skills depends on a supportive enabling
environment that is often absent. Several critical questions arise: Will newly trained
experts receive the political backing and legal protection necessary to investigate powerful,
politically connected individuals who may be involved in CBRN-sector corruption? Will the
Ukrainian judiciary, which is itself undergoing a difficult and contested reform process and
has been identified by the OECD as an area needing improvement, be capable of impartially
adjudicating cases built on complex digital and financial evidence? (Wilson Center, 2024;
National Agency on Corruption Prevention, 2025).

The history of international anti-corruption assistance is replete with examples of well-
designed programs that failed to achieve lasting impact due to a lack of genuine political will
from host-country elites (Fjeldstad & Isaksen, 2008). There is a risk of creating a ,veneer of
reform,” where a small number of experts are trained to international standards, but their
skills are marginalized or their investigations are stymied by systemic obstacles. However,
a potential mitigating factor may be JICA's distinct approach. The agency’s philosophy of
,Co-creation” and its focus on ,human security”—protecting individuals and empowering
communities—promotes a partnership model that could foster deeper, more sustainable
local ownership compared to more prescriptive, top-down assistance programs (Japan
International Cooperation Agency, n.d.; Japan International Cooperation Agency, 2023). The
success of this model in the Ukrainian context will depend on whether this collaborative
spirit can translate into genuine institutional commitment across the anti-corruption
vertical.

4.3. Broader Implications for National Security and International Trust

The strategic stakes of this program extend far beyond the realm of forensic science. If
successfully integrated, the enhanced capacity could create a powerful deterrent effect,
fundamentally altering the risk-reward calculation for corrupt actors in the CBRN sector. By
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increasing the probability of detection and successful prosecution, it would directly address
the vulnerabilities that threaten national security (Bunn, 2009). A single, high-profile
conviction in a major CBRN procurement case, secured through the use of advanced forensic
methods, would send an unequivocal message that impunity is no longer guaranteed (Lyle
etal., 2022).

This can initiate a positive feedback loop with significant strategic benefits. Tangible
successes in combating corruption, especiallyinasectoras criticalas CBRN, serve as powerful
signals to Ukraine’s international partners. They build confidence that financial and military
aid is being used effectively and responsibly, which is crucial for sustaining support during
a protracted conflict and for attracting investment for post-war reconstruction (Wilson
Center, 2024; OECD, 2025). Furthermore, demonstrating progress in implementing robust
anti-corruption measures is a key benchmark in Ukraine’s path toward EU integration
(Wilson Center, 2024). Therefore, a relatively small-scale technical assistance program like
the JICA KCCP has the potential to yield disproportionate strategic returns by serving as a
,proof of concept” for Ukraine’s commitment to deep and meaningful reform, strengthening
both its internal resilience and its international legitimacy.

4.4. Limitations and Avenues for Future Research

This analysis is inherently prospective, evaluating a planned program based on its design
and the context of its implementation. As such, its primary limitation is that the actual impact
of the JICA KCCP remains to be empirically verified. The complex and dynamic nature of
Ukraine’s wartime environment means that unforeseen challenges and opportunities will
undoubtedly arise.

This limitation points toward clear avenues for future research. A longitudinal study that
tracks the careers of the Ukrainian participants upon their return would be invaluable. Such
research could assess the extentto which they are able to apply their new skills, the challenges
they face within their organizations, and their influence on institutional practices. Further
research could also involve a comparative analysis of conviction rates and the complexity
of evidence presented in CBRN-related corruption cases before and after the intervention.
Finally, an ex-post evaluation of the program would offer critical lessons for the design and
implementation of future specialized, high-impact capacity-building initiatives in other
conflict-affected and post-conflict states.

5. CONCLUSION AND RECOMMENDATIONS
5.1. Synthesizing the Findings

Corruption in the CBRN sector poses a clear and present danger to Ukraine’s national
securityandtotheinternationalnon-proliferationregime. The confluence of war,the demands
of future reconstruction, and the strategic importance of Ukraine’s CBRN infrastructure
creates an urgent and compelling need to enhance the state’s anti-corruption forensic
capacity. This analysis finds that the Japan International Cooperation Agency’s Knowledge
Co-Creation Program is, by design, exceptionally well-matched to address Ukraine’s specific,
identified technical and methodological gaps in digital and financial forensics.
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However, the central argument of this article is that the ultimate success of this
intervention will hinge less on the technical quality of the training and more on the political
and institutional environment into which the newly acquired expertise is deployed. The
primary obstacles are not technical but systemic. Drawing from the lessons of Security Sector
Reform in post-conflict contexts, the effective use of advanced forensic evidence requires
an unbroken ,accountability chain”—from independent investigation and prosecution to
impartial judicial review. Strengthening any single link in this chain, while beneficial, is
insufficient if other links remain weak. Therefore, the JICA program should be viewed not as
a panacea, but as a critical component of a much broader, sustained effort to build a resilient
and independent anti-corruption ecosystem in Ukraine.

5.2. Policy Recommendations for Ukrainian Stakeholders

To maximize the impact of the JICA KCCP and similar international partnerships, Ukrainian
stakeholders should adopt a strategic and holistic approach:

® Forthe Ministry of Justice and Anti-Corruption Bodies (NABU, SAPO, HACC): The JICA
program should be treated as a catalyst for institutional change, not merely as an individual
training opportunity. A clear strategy must be developed to institutionalize the knowledge
gained. This should include updating the official register of forensic methodologies to
incorporate integrated financial-digital approaches, establishing permanent inter-agency
working groups on CBRN-related financial crime, and implementing a ,train the trainer”
model to ensure the knowledge cascades throughout the relevant institutions, creating a
critical mass of skilled practitioners.

® Forthe Government of Ukraine and the Verkhovna Rada: It is imperative to recognize
that technical capacity is rendered inert without corresponding political will. Efforts must
continue to safeguard and strengthen the institutional independence and operational
capacity of NABU, SAPO, and the HACC. Concurrently, accelerating judicial reform is
essential to ensure that courts are equipped and willing to handle complex cases built on
sophisticated forensic evidence, thereby creating an environment where such evidence can
lead to meaningful legal consequences.

® For Ukraine’s International Partners: Support for Ukraine’s anti-corruption efforts
should be comprehensive and synergistic. Specialized technical assistance programs
like JICA’s KCCP should be complemented by continued high-level political engagement,
financial support, and principled conditionality that reinforces the independence of the
entire anti-corruption ecosystem. Partners should coordinate to ensure that support for
forensic capacity is matched by support for judicial integrity, whistleblower protection, and
civil society oversight.

5.3. Concluding Remarks on the Role of International Partnerships

The partnership between JICA and Ukraine in the realm of anti-corruption forensics
represents a promising model for future international cooperation. It is highly specialized,
demand-driven, and founded on a principle of mutual learning and co-creation. The
outcomes of this initiative—both its successes and its challenges—will offer invaluable
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lessons for designing and implementing effective SSR and anti-corruption interventions in
other fragile and post-conflict states. If successful, it will demonstrate that targeted, expert-
level knowledge transfer, when embedded within a broader strategy of institutional reform
and sustained political will, can make a decisive contribution to strengthening national
security and fostering a rules-based international order.
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ABSTRACT. This article provides a comprehensive comparative analysis of the two
dominant Western regulatory models governing the liability of online platforms for third-
party content: the European Union’s Digital Services Act (DSA) and Section 230 of the United
States Communications Decency Act (CDA). The analysis employs a comparative legal
methodology to dissect the legal architecture, enforcement mechanisms, and underlying
jurisprudential philosophies of each regime. It finds that the DSA represents a proactive,
systems-based model of co-regulation rooted in a philosophy of ‘digital constitutionalism’,
which imposes tiered, affirmative due diligence obligations on platforms to mitigate
systemic risks and protect users’ fundamental rights. In contrast, Section 230 embodies a
reactive, immunity-based model grounded in the ‘marketplace of ideas’ tradition, providing
a broad liability shield to foster innovation and protect free expression, with minimal
affirmative duties. The article examines seminal case law, including Zeran v. America Online,
Inc. and the Supreme Court’s inconclusive ruling in Gonzalez v. Google, LLC, alongside the
DSA’s early enforcement actions against platforms such as X and Meta. It concludes that
the two frameworks are predicated on fundamentally incompatible theories of harm—
systemic risk versus individual tort—making direct convergence unlikely. The DSA's most
significant long-term impact may be the establishment of a permanent institutional capacity
for regulatory oversight in the EU, a development with no parallel in the US, suggesting a
widening transatlantic divergence in platform governance. Future challenges, particularly
the rise of generative Al and decentralised platforms, will further test the resilience and
adaptability of both models.

Keywords: Digital Services Act (DSA), Section 230, Intermediary Liability, Content
Moderation, Platform Governance, Comparative Law, Digital Constitutionalism

1. INTRODUCTION

The digital transformation of the past two decades has been defined by the ascendancy of
online platforms. Initially conceived as mere conduits for information, intermediary services
have evolved into indispensable components of the global economy and the daily lives of
citizens worldwide (European Commission, n.d.-b). Platforms such as social networks,
online marketplaces, and content-sharing services have become the new quasi-public
squares, shaping public discourse, facilitating commerce, and mediating social interaction
on an unprecedented scale (European Commission, 2020; European Commission, n.d.-d).
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This exponential growth, however, has precipitated a profound crisis of content governance.
The very architectures that enable seamless communication and connection have also
become vectors for the proliferation of illegal and harmful content, including disinformation,
hate speech, terrorist propaganda, cyberbullying, and the sale of counterfeit or dangerous
goods (European Commission, 2020; European Commission, n.d.-d; European Commission,
n.d.-e). The societal risks emanating from these platforms are significant, posing tangible
threats to the integrity of democratic processes, the protection of fundamental rights, and
public safety and health (European Commission, n.d.-b; European Commission, n.d.-d).
This context has created an urgent and globally acknowledged need for a coherent legal
framework to govern platform responsibility. The central challenge is not merely a technical
problem of moderating content at scale, but a fundamental crisis of legitimacy for both state
and corporate actors. States are grappling with the limits of their sovereignty in a borderless
digital domain, while platforms, which have emerged as powerful private rule-makers,
lack the democratic legitimacy to unilaterally govern vast swathes of public life (European
Commission, n.d.-d). The regulatory frameworks examined in this article represent two
distinct attempts to resolve this legitimacy crisis.

At the heart of the platform governance debate lies a persistent legal and philosophical
tension: the need to balance the protection of free expression and the fostering of innovation
against the imperative to ensure user safety and hold powerful corporate actors accountable
for the harms facilitated by their services (epicenter.works, 2019; Olakoyenikan, 2024;
Zelman, 2023). Different legal traditions have struck this balance in markedly different ways,
giving rise to two principal legislative models in the Western world. The firstis the proactive,
risk-based regulatory framework of the European Union, epitomised by the Digital Services
Act (DSA), which came into full force in February 2024 (Liberties, 2025). The second is the
reactive, immunity-based doctrine of the United States, established by Section 230 of the
Communications Decency Act of 1996 (CDA) (C47 US.C. § 230, 2024; Dickinson, 2024).
These two statutes embody divergent approaches to assigning responsibility for third-party
content, reflecting a deep-seated transatlantic divide on the role of the state, the market, and
the individual in the digital age.

A comparative legal analysis of the DSA and Section 230 is not merely an academic exercise
in juxtaposing statutory provisions; it is essential for understanding the future trajectory of
global internet governance (Dothan, 2014; Eberle, n.d.). While a substantial body of literature
exists on each regime individually, a systematic and in-depth analysis of their divergent
philosophical underpinnings and practical consequences remains a critical research gap.
Such a comparison reveals how two of the world’s most influential legal-economic blocs are
constructing conflicting paradigms for the digital economy. This divergence has profound
implications for global platforms, which must navigate these competing legal realities, and
raisesthe prospectofthe EU’scomprehensive regulatory standardsbecomingade facto global
benchmark (Reddit, n.d.). This article seeks to fill this gap by moving beyond a descriptive
comparison of rules to a deeper analytical inquiry into how these two frameworks attempt
to re-establish legitimate governance in the digital sphere. The EU’s approach represents
a deliberate effort to impose public-law values onto private actors, rebalancing the roles
of users, platforms, and public authorities according to a vision of a rights-centric digital
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society (European Commission, n.d.-e). Conversely, the US continues to grapple with the
consequences of having granted private actors quasi-sovereign immunity in a regulatory
vacuum designed to spur innovation, a choice made in the internet’s infancy that has had
profound and lasting consequences (Dickinson, 2024).

This article is guided by a primary research question: How do the regulatory philosophies,
legal architectures, and enforcement mechanisms of the EU’s Digital Services Act and the
US’s Section 230 differ in assigning responsibility for third-party content, and what are the
implications of these differences for free expression, user safety, and platform innovation?

To answer this question, the analysis pursues four objectives. First, it will meticulously
detail the legal framework of the DSA, examining its tiered due diligence obligations,
liability model, and enforcement structure. Second, it will conduct a parallel examination
of Section 230, tracing its legislative origins and its expansive judicial interpretation. Third,
it will undertake a systematic comparative analysis, contrasting the core components of
each regime and dissecting their underlying jurisprudential philosophies. Finally, it will
assess their respective strengths, weaknesses, and future challenges, particularly in light of
emerging technologies. The article proceeds in four subsequent parts: Part Il analyses the
EU’s DSA; Part III examines the US’s Section 230; Part IV conducts the comparative analysis;
and Part V offers concluding reflections on the future of platform regulation. This analysis
employs a comparative legal method, drawing on legislation, case law, policy papers, and
scholarly articles to understand the underlying structures and cultural contexts of each
legal system (Eberle, n.d.; Van Hoecke 2015).

2. THE EUROPEAN UNION’S PROACTIVE GOVERNANCE MODEL: THE DIGITAL
SERVICES ACT

The Digital Services Act, formally Regulation (EU) 2022/2065, represents the most
significant overhaul of the EU’s legal framework for digital services in over two decades.
It does not replace, but rather updates and builds upon, the foundational principles of the
e-Commerce Directive 2000/31/EC, particularly its provisions on intermediary liability
(Clifford Chance, 2022; William Fry, 2023.). The impetus for this modernisation was
twofold. First, the digital landscape had transformed dramatically since 2000, with the rise
of systemic platforms whose societal impact was unforeseen at the turn of the millennium
(European Commission, n.d.-b). Second, the absence of a harmonised EU-level response
to online harms had led to a fragmentation of the Digital Single Market, as Member States
began enacting disparate national laws, most notably Germany’s Network Enforcement Act
(NetzDG). The DSA was conceived to remedy this fragmentation by establishing a single,
uniform set of rules applicable across the Union (European Commission, n.d.-b; European
Commission, n.d.-e).

The DSA is a cornerstone of the EU’s broader digital strategy and operates in tandem with
its sibling regulation, the Digital Markets Act (DMA) (European Commission, n.d.-d). While
the DMA targets the economic power of designated ‘gatekeeper’ platforms to ensure fair and
contestable markets, the DSA focuses on societal risks, aiming to create a “safer, predictable
and trusted online environment” where the fundamental rights of users, as enshrined in the
EU Charter, are effectively protected (European Commission, n.d.-e). This explicit grounding
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in fundamental rights signals the EU’s ambition to craft a form of digital constitutionalism,
embedding public values into the architecture of private platforms.

A central innovation of the DSA is its asymmetric, tiered approach to regulation. It
establishes a cumulative, four-layered system of due diligence obligations, where the
stringency of the rules corresponds to the nature, size, and impact of the service provider
(Clifford Chance, 2022; Protiviti, 2022; Roschier, n.d.).

All intermediary services, including basic ‘mere conduit’ and ‘caching’ services, are
subject to a baseline set of obligations, such as establishing points of contact and providing
transparency in their terms and conditions (Latham & Watkins, n.d.; Roschier, n.d.). The
second tier applies to ‘hosting services’ (including online platforms), which must implement
specific mechanisms for content moderation. The third tier adds further obligations for
‘online platforms’ (e.g., social networks, online marketplaces), such as internal complaint-
handling systems and measures to protect minors. The fourth and most stringent tier applies
exclusively to ‘Very Large Online Platforms’ (VLOPs) and ‘Very Large Online Search Engines’
(VLOSEs)—those with over 45 million monthly active users in the EU—which are deemed
to pose systemic risks (European Commission, n.d.-a; Roschier,; n.d.).

For all hosting services, Article 16 of the DSA mandates the implementation of a ‘notice
and action’ mechanism (eu-digital-services-act.com, n.d.-a). This system must be easy to
access and user-friendly, allowing any individual or entity to report content they consider to
be illegal (Crowell & Moring LLP, 2024; eu-digital-services-act.com, n.d.-a). The notice must
contain a sufficiently substantiated explanation for the allegation and a clear indication
of the content’s electronic location (eu-digital-services-act.com, n.d.-a). Upon receipt of
such a notice, the provider must process it and make a decision ,in a timely, diligent, non-
arbitrary and objective manner” (eu-digital-services-act.com, n.d.-a). Crucially, for any
content moderation decision taken—whether removal, demotion, or account suspension—
the platform must provide the affected user with a clear and specific ‘statement of reasons’
(Deloitte, 2023; Zevo Health, 2024.). This proceduralisation of content moderation, coupled
with rights to an internal appeal and out-of-court dispute settlement, aims to enhance due
process and accountability for users whose expression is restricted (ACM, n.d.; Deloitte,
2023).

The most novel and far-reaching component of the DSA is its regulatory framework for
VLOPs and VLOSEs. This framework moves beyond a reactive, content-by-content approach
to a proactive, systems-based model of governance. Article 34 requires these large platforms
to conduct, at least annually, a comprehensive risk assessment to identify, analyse, and
assess systemic risks stemming from the design and functioning of their services (eu-digital-
services-act.com, n.d.-c; Tech Policy Press, n.d.-a). These assessments must cover four broad
categories of risk:

1.  The dissemination of illegal content (eu-digital-services-act.com, n.d.-c).

2. Actual or foreseeable negative effects on the exercise of fundamental rights, including
human dignity, privacy, and freedom of expression (eu-digital-services-act.com, n.d.-c).

3. Actual or foreseeable negative effects on civic discourse, electoral processes, and
public security (eu-digital-services-act.com, n.d.-c).

4.  Actual or foreseeable negative effects in relation to gender-based violence, the
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protection of public health and minors, and serious negative consequences to a person’s
physical and mental well-being (eu-digital-services-act.com, n.d.-c; Sulivan, 2025).

When conducting these assessments, platforms must explicitly consider how their own
systems—including their recommender algorithms, content moderation processes, and
advertising models—influence these risks (eu-digital-services-act.com, n.d.-c). Following
the assessment, Article 35 obliges VLOPs to put in place ,reasonable, proportionate and
effective” mitigation measures tailored to the specific risks identified (European Parliament
Think Tank, 2025; Efroni, 2021). These measures are not prescribed but may include
adapting recommender systems, reinforcing internal processes, or initiating cooperation
under codes of conduct (European Parliament Think Tank, 2025; Tech Policy Press, n.d.-a).
The entire risk management cycle—from assessment to mitigation—is subject to an
annual independent audit, the results of which must be submitted to regulators (European
Parliament Think Tank, 2025; Tech Policy Press, n.d.-a). This framework represents a
fundamental shift in regulatory philosophy, moving the focus from policing individual pieces
of contentto scrutinising the underlying platform architectures that amplify and disseminate
such content at scale. It treats platforms not as neutral hosts but as complex socio-technical
systems whose design choices have foreseeable and regulatable societal consequences.

The DSA preserves the core liability exemption, or ‘safe harbour’, established by the
e-Commerce Directive (Clifford Chance, 2022; Latham & Watkins, n.d.). Under this principle,
hosting service providers are not liable for illegal information stored at the request of a
user, provided that the provider: (a) does not have actual knowledge of the illegal activity
or information; and (b) upon obtaining such knowledge or awareness, acts expeditiously
to remove or disable access to the information (Latham & Watkins, n.d.; Scheurman, 2022).
The DSA clarifies that providers do not lose this exemption simply because they undertake
voluntary own-initiative investigations to detect illegal content (Latham & Watkins, n.d.).

However, the DSA recalibrates this liability shield by making it implicitly conditional upon
compliance with the new due diligence obligations. While the regulation does not create a
general monitoring obligation, a failure to implement and properly operate the mandated
notice-and-action mechanism, or to act upon a sufficiently precise notice that would give a
diligent provider actual knowledge of illegality, could lead a court to find that the conditions
for the safe harbour are no longer met (Crowell & Moring LLP, 2024). This creates a powerful
incentive for procedural compliance, as the liability shield is no longer a passive protection
but one that must be actively maintained through diligent process.

The DSA establishes a novel, dual-layered enforcement structure to ensure its application
across the Union (European Commission, n.d.-a). At the national level, each Member State
must designate a Digital Services Coordinator (DSC), an independent authority responsible
for supervising the intermediary services established in its territory (European Commission,
2025a; European Commission, n.d.-f). DSCs are endowed with significant investigative and
enforcement powers, including the ability to request information, conduct inspections, and
impose fines (Department of Enterprise, Trade and Employment, 2024; eu-digital-services-
act.com, n.d.-d). They also play a crucial role in the broader ecosystem by certifying ‘trusted
flaggers’ and out-of-court dispute settlement bodies (European Commission, 2025a).

At the EU level, the European Commission has exclusive competence to supervise and
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enforce the specific obligations for VLOPs and VLOSEs related to mitigating systemic
risks (European Commission, 2025a; European Commission, n.d.-a). To ensure consistent
application of the DSA, the national DSCs form a new independent advisory group, the
European Board for Digital Services, which is chaired by the Commission (eu-digital-
services-act.com, n.d.-e; European Commission, 2024). This structure is backed by a
formidable sanctions regime. Non-compliance with the DSA can result in fines of up to 6%
of a company’s global annual turnover, with periodic penalties of up to 5% of average daily
turnover for ongoing infringements (European Commission, 2025b; Protiviti, 2022). This
financial leverage is designed to ensure that even the largest global platforms take their new
obligations seriously (Granick 2023).

Since the DSA’s obligations for VLOPs took effect in August 2023, its implementation has
been marked by both platform adaptation and significant contestation. Several platforms
have updated their services to comply; for example, YouTube has enhanced its ‘Trusted
Flagger’ program and expanded its transparency reporting (Google, 2023). However, the
new framework has also been met with legal and political resistance. Meta has launched legal
challenges against the supervisory fees levied by the Commission to fund DSA enforcement,
calling the calculation method ,opaque” and ,absurd” (Marketing Tech News, 2025a,
2025b). Furthermore, Meta’s recent changes to its content moderation policies in the US,
which relax standards on hate speech and move away from third-party fact-checking, have
created significant tension with its systemic risk mitigation duties under the DSA in Europe
(Counter Hate, 2025; European Parliament Think Tank, 2025; Morningstar, n.d.; TechPolicy.
Press, n.d.-b).

The most prominent early test case for DSA enforcement involves X (formerly Twitter). In
December 2023, the European Commission opened its first formal infringement proceedings
against the platform, investigating potential breaches related to the dissemination of illegal
content, the effectiveness of its ‘Community Notes’ system, advertising transparency, and
deceptive design features (‘dark patterns’) associated with its subscription services (eucrim,
2023; Tech Policy Press, n.d.-c). Preliminary findings have since indicated that X is in Pingen
of its obligations regarding its ad repository and data access for researchers (Werner, 2024;
Tech Policy Press, n.d.-d). These high-profile enforcement actions signal the Commission’s
intent to vigorously enforce the DSA’s provisions and establish its credibility as a powerful
digital regulator.

3. THE UNITED STATES’ ENDURING IMMUNITY DOCTRINE: SECTION 230 OF THE
COMMUNICATIONS DECENCY ACT

Section 230 of the Communications Decency Act of 1996 is a product of the nascent
internet era, drafted to address a specific legal conundrum that threatened the growth of
online services (Dickinson, 2024; Electronic Frontier Foundation, n.d.-a; Wake Forest Law
Review, n.d.). In the early 1990s, US courts, applying traditional common law principles
of defamation, produced two conflicting precedents. In Cubby, Inc. v. CompuServe, Inc.
(1991), a court found that an online service provider that exercised no editorial control over
user content was akin to a distributor (like a newsstand) and could not be held liable for
defamatory material without knowledge of its existence (Electronic Frontier Foundation,
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n.d.-a; Harvard Law Review, 2018). Conversely, in Stratton Oakmont, Inc. v. Prodigy Servs.
Co. (1995), a court held that because Prodigy actively moderated content to enforce its
guidelines, it had assumed the role of a traditional publisher and could therefore be held
liable for all defamatory statements on its service (Electronic Frontier Foundation, n.d.-a).

This created what became known as the ‘moderator’s dilemma’: an online service could
either refrain from any moderation and risk becoming a cesspool of harmful content, or
attempt to moderate and thereby incur publisher liability for any content that slipped
through its filters (Electronic Frontier Foundation, n.d.-a; EPIC, 2025). Congress enacted
Section 230 as a direct response to this dilemma. Its dual purpose was to immunise platforms
from liability for third-party content, thereby encouraging them to host user speech, while
simultaneously encouraging them to voluntarily moderate ,obscene, lewd, lascivious,
filthy, excessively violent, harassing, or otherwise objectionable” material without fear that
such actions would create liability (Communications Decency Act, 1996, 47 U.S.C. § 230;
Electronic Frontier Foundation, n.d.-a).

The core of Section 230’s immunity is found in the 26 words of subsection (c)(1): ,No
provider or user ofaninteractive computer service shall be treated as the publisher or speaker
of any information provided by another information content provider” (Communications
Decency Act, 1996, 47 U.S.C. § 230; Wake Forest Law Review, n.d.). While the text itself is
concise, its power lies in the broad interpretation it has received from the judiciary over the
past quarter-century.

The cornerstone of this expansive interpretation is the 1997 decision of the Fourth Circuit
Court of Appeals in Zeran v. America Online, Inc. (Electronic Frontier Foundation, 1997).
The case involved a malicious hoax where an anonymous user posted advertisements for
offensive T-shirts related to the Oklahoma City bombing, listing the plaintiff’s personal
phone number (First Amendment Encyclopedia, 1997; Electronic Frontier Foundation,
1997). Despite being notified by the plaintiff, AOL failed to promptly remove all postings.
The plaintiff sued, arguing that once AOL had notice of the defamatory content, it had a duty
as a distributor to remove it (Electronic Frontier Foundation, 1997).

The Fourth Circuit rejected this argument, delivering a sweeping interpretation of Section
230. The court held that the statute created a broad federal immunity that pre-empted any
state-law cause of action that would treat a service provider as a publisher, including claims
of distributor liability (Electronic Frontier Foundation, 1997). It reasoned that imposing
liability upon notice would force platforms into the very publisher role that Congress sought
to avoid, creating a chilling effect on speech and disincentivising moderation (Electronic
Frontier Foundation, 1997). The Zeran decision established that Section 230 provides near-
absolute immunity for platforms regarding third-party content, a precedent that has been
almost uniformly followed by US courts and has become the bedrock of the modern internet’s
legal architecture (First Amendment Encyclopedia, 1997; Goldman & Kosseff 2017.).

For decades, the Zeran precedent remained largely unchallenged. However, the
technological evolution of platforms from passive hosts to active curators of content via
sophisticated algorithms raised new questions about the scope of Section 230’s immunity.
The central issue became whether a platform’s algorithmic recommendation of harmful
content constitutes its own speech, thereby falling outside the protection for information

67



68

JILC. doi: 10.32612 /uw.27201643.2025.18.3.pp.61-76

,provided by another” (Moss, 2023). This question reached the US Supreme Courtin 2023 in
Gonzalez v. Google, LLC (U.S. Supreme Court 2022; SCOTUSblog, 2025). The plaintiffs, family
members of a victim of an ISIS terrorist attack, argued that YouTube (owned by Google)
aided and abetted terrorism by using its algorithms to recommend ISIS videos to users (U.S.
Supreme Court 2022; Moss, 2023).

The case was widely seen as a potential vehicle for the Supreme Court to clarify or
narrow the scope of Section 230 for the modern era (Nagle & Hogan, 2019; Wake Forest
Law Review, n.d.). However, in a brief, unsigned opinion, the Court declined to address the
Section 230 question at all (Covington & Burling LLP, 2023). Instead, it resolved the case
by referring to its companion decision in Twitter, Inc. v. Taamneh, where it found that the
platforms’ generalised services did not amount to ,aiding and abetting” terrorism under the
relevant statute (Covington & Burling LLP, 2023; Global Freedom of Expression, Columbia
University, 2023). By ,punting” on the central issue, the Supreme Court left the critical legal
question of liability for algorithmic amplification unresolved, leaving the expansive Zeran-
era interpretation intact but under a cloud of uncertainty (Covington & Burling LLP, 2023;
Harvard Kennedy School, 2018). This judicial reluctance highlights a deep institutional
discomfort with reconciling a legal framework designed for the 1996 internet of bulletin
boards with the 2023 technological reality of algorithmically-driven platforms (Wake Forest
Law Review, n.d.). The law remains dependent on the legal fiction that platforms are not
publishers, a fiction increasingly strained by the fact that their core business model is the
algorithmic curation and promotion of content—an inherently editorial function.

Section 230’s legacy is deeply contested. Its proponents credit it with enabling the
explosive growth and innovation of the digital economy, protecting a vast range of online
speech, and providing the legal foundation for the rise of user-generated content platforms
and social movements like #MeToo and Black Lives Matter (ACLU, 2023; Electronic Frontier
Foundation, 2025; McCain Institute, n.d.). From this perspective, the immunity is a vital
bulwark for free expression, preventing platforms from engaging in excessive, risk-verse
censorship.

Conversely, critics from across the political spectrum argue that the broad immunity has
created a moral hazard, shielding multi-billion-dollar corporations from accountability for
the immense social costs their platforms generate (Armijo,2021.; McMahon & Narayan,
2023.). This critique holds that Section 230 allows platforms to profit from engagement-
driven models that amplify harmful content—such as disinformation, hate speech,
harassment, and extremist material—while externalising the costs of these harms onto
society (Moss, 2023.; Overton & Powell, 2024).

The growing criticism of Section 230 has led to a flurry of legislative reform proposals
in recent years, though no consensus has emerged (Verveer, 2023). The debate is highly
politicised, with different factions seeking reform for contradictory reasons. Some
proposals, including those from the Department of Justice under the Trump administration,
have focused on creating carve-outs to the immunity for particularly egregious harms, such
as child sexual abuse material, terrorism, and cyber-stalking (U.S. Department of Justice,
2020). Other proposals seek to condition the liability shield on platforms adhering to certain
standards of procedural fairness or ,politically neutral” content moderation, a response to
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claims of anti-conservative bias (Congressional Research Service, n.d.-a; Armijo, 2021).

These reform efforts face significant hurdles, not least the First Amendment, which
protects the editorial discretion of private platforms and limits the government’s ability to
compel or prohibit certain types of content moderation (Congressional Research Service,
n.d.-a; Armijo, 2021.). Furthermore, the rapid emergence of generative Al is introducing
a new layer of complexity. Al systems that generate novel content by synthesising vast
datasets blur the line between a platform providing a neutral tool and being a creator of
content itself, posing a direct challenge to Section 230’s foundational distinction between an
sinteractive computer service” and an ,information content provider” (Gray & Block, 2024;
Congressional Research Service, n.d.-b; Crowell & Moring LLP, 2025.; Public Knowledge,
n.d.)

4. A COMPARATIVE JURISPRUDENCE OF PLATFORM LIABILITY

A direct comparison of the DSA and Section 230 reveals two fundamentally different
regulatory architectures. The DSA’s scope is extraterritorial and comprehensive, applying to
any intermediary service offered to users located in the EU, with obligations tiered according
to the service’s function and size (European Commission, n.d.-e; Latham & Watkins, n.d.).
Section 230, by contrast, applies to ,interactive computer services” within US jurisdiction, a
broad but domestically focused category (Congressional Research Service, n.d.-a; Dickinson,
2024).

The most profound difference lies in their approach to platform duties. The DSA is a
regime of affirmative obligations. It imposes a detailed set of mandatory due diligence
requirements, including transparency reporting, proceduralised notice-and-action systems,
and, for VLOPs, proactive risk assessments and mitigation (European Commission, 2020;
Roschier, n.d.). Section 230 imposes no affirmative duties. It is a purely defensive statute,
providing a legal shield against liability but not compelling platforms to take any specific
action to moderate content or protect users (Communications Decency Act, 1996, 47 U.S.C.
§ 230; Scheurman, 2022).

This divergence extends to their enforcement models. The DSA establishes a powerful,
state-led administrative regime, with national DSCs and the European Commission actively
supervising platformsand imposing severe financial penalties for non-compliance (European
Commission, 2025b; European Commission, n.d.-a). Section 230, on the other hand, is
enforced passively through the judiciary. It functions as a defence invoked by platforms in
private civil litigation to secure the dismissal of lawsuits (Congressional Research Service,
n.d.-a).

These architectural differences are rooted in deeply divergent jurisprudential
philosophies. The DSA is a clear expression of what scholars have termed European ‘digital
constitutionalism’ (Lasa2024.; De Gregorio 2022). This philosophy seeks to project public
law values—such as the protection of fundamental rights, human dignity, consumer safety,
and democratic oversight—onto the powerful private actors that govern digital spaces
(epicenter.works, 2019). It is a proactive, interventionist model that views the state as
having a positive obligation to structure the digital environment to be conducive to these
values.
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Section 230 is a product of the quintessentially American ‘marketplace of ideas’ tradition,
which is heavily influenced by a negative-liberty interpretation of the First Amendment
(epicenter.works, 2019; De Gregorio, 2022). This philosophy posits that the best way to
arrive at truth is through the robust and largely unregulated competition of speech in the
public square (De Gregorio, 2022). It is deeply sceptical of state intervention, prioritising
the unfettered flow of information and market-led innovation over state-mandated safety or
content standards. The law’s purpose was to allow this marketplace to flourish online with
minimal government or judicial interference.

Each model possesses distinct strengths and weaknesses. The primary strength of Section
230’s broad immunity has been its undeniable success in fostering innovation and protecting
a wide spectrum of online expression, creating the dynamic and participatory internet of
the last two decades (Electronic Frontier Foundation, 2025; Electronic Frontier Foundation,
n.d.-b). Its principal weakness is the profound lack of accountability for the systemic harms
and negative externalities that this unregulated environment has produced (Moss, 2023.;
McMahon, K., & Narayan, 2023.).

The DSA’s strengthslieinits comprehensive attemptto createaharmonised and accountable
regulatory environment that prioritises user rights and safety (Planet Compliance,
n.d.; TrustArc, n.d.). Its potential weaknesses include the risk of high compliance costs,
particularly for smaller platforms, the potential for over-regulation to stifle innovation,
and the danger that aggressive enforcement could lead to a chilling of legitimate speech
as platforms become overly cautious to avoid sanctions (Broadbent, 2020; Protiviti, 2022;
TechReg, n.d.). The two frameworks thus represent a classic trade-off between innovation
and accountability, freedom and safety.

The following table synthesises the key differences between the two regulatory regimes.

Table 1. Comparative Analysis Matrix

Feature

EU Digital Services Act (DSA)

US Section 230 CDA

Regulatory Philoso-
phy

Digital Constitutionalism: Proactive,
risk-based regulation to protect funda-
mental rights and user safety.

Marketplace of Ideas: Reactive immuni-
ty to foster innovation and protect free
expression from liability.

Primary Goal

Create a safe, predictable, and trusted
online environment; harmonise the di-
gital single market.

Promote the development of the internet
unfettered by regulation; encourage vo-
luntary content moderation.

Scope of Application

Tiered obligations for all "intermediary
services" offered to users in the EU, re-
gardless of establishment.

"Interactive computer services" and their
"users" within US jurisdiction.

Liability Standard

Conditional Safe Harbour: Immunity
from liability for third-party content is
conditional on compliance with proce-
dural due diligence obligations.

Broad Immunity: Near-absolute immuni-
ty from being treated as the "publisher or
speaker" of third-party content.

Core Obligations

Affirmative Duties: Mandatory due dili-
gence, transparency reports, notice-an-
d-action systems, risk assessments for
VLOPs.

No Affirmative Duties: Provides a legal
shield (an immunity defence) but impo-
ses no obligations to moderate or act.
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Feature

EU Digital Services Act (DSA)

US Section 230 CDA

Content Moderation

Proceduralised: Mandates notice-and-
-action, statements of reason, internal
complaint systems, and out-of-court
dispute settlement.

Discretionary: Platforms have broad di-
scretion under the "Good Samaritan”
clause (230(c)(2)) to remove content
they deem "objectionable."

Algorithmic Systems

Regulated: Requires transparency on
recommender systems; VLOPs must as-
sess and mitigate systemic risks from
algorithms.

Largely Unresolved: Gonzalez v. Google
left the question of liability for algo-
rithmic amplification unanswered.

Advertising

Regulated: Requires transparency for
all ads; bans targeted ads to minors and

Largely Unregulated: Immunity generally
applies, though some claims for discrimi-

those based on sensitive data.

Administrative/State-led: European | Judicial/Private-led: Enforced by courts
Commission (for VLOPs) and national | as a defence in civil litigation.
Digital Services Coordinators.

natory ad targeting have survived.

Enforcement Body

Sanctions/Remedies | Severe Penalties: Fines up to 6% of glo- | Dismissal of Lawsuit: The primary reme-
bal annual turnover; periodic penalties; | dy is the dismissal of the civil claim aga-

temporary suspension of service. inst the platform.

Source: created by the author.

The structural coherence within each column of the matrix is revealing. In the EU, the
philosophy of digital constitutionalism logically leads to proactive duties, proceduralised
moderation, and state-led administrative enforcement. In the US, the marketplace of ideas
philosophy logically produces a reactive immunity shield, discretionary moderation, and
judicial enforcement through private litigation. This deep coherence underscores that the
two regimes are not merely different sets of rules but are entirely distinct, self-contained
legal paradigms. They are predicated on conflicting theories of harm: the DSA operates
on a theory of systemic risk, where the harm emanates from the platform’s very design
and operation (eu-digital-services-act.com, n.d.-c), while Section 230 operates on a theory
of individual tort, where the harm emanates from a specific piece of content created by
a user (Electronic Frontier Foundation, 1997). This fundamental incompatibility in how
the problem is defined makes any simple convergence or harmonisation between the two
models highly improbable.

5.CONCLUSION: PATHWAYS TO A MORE RESPONSIBLE DIGITAL FUTURE

This analysis has demonstrated that the European Union and the United States have
embarked on starkly divergent paths in regulating online platform liability. The EU’s Digital
Services Act has established a proactive, comprehensive, and rights-based regulatory model
that imposes significant affirmative duties on platforms, particularly the largest ones,
to assess and mitigate systemic risks. It is a system of conditional liability enforced by a
powerful administrative apparatus. The US’s Section 230, as interpreted by its judiciary,
remains a reactive, speech-protective immunity doctrine that provides a broad shield from
liability with no corresponding affirmative obligations, enforced primarily as a defence in
private litigation.

The practical implications of this transatlantic divide are profound. Global platforms must
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now operate within a bifurcated regulatory landscape, facing complex compliance challenges
that may lead them to geo-fence certain features or adopt the stricter EU standards globally
to ensure operational consistency (Counter Hate, 2025; Morningstar, n.d.). For users, the
divergence creates a tale of two internets: one within the EU, where users are endowed
with greater procedural rights, transparency, and avenues for redress; and one in the US,
where users’ experiences are largely subject to the discretionary governance of platform
operators. For regulators, the DSA provides a powerful new toolkit for oversight, while US
legislators and regulators remain mired in a political deadlock over potential reforms.

While direct adoption of the DSA in the US is politically and constitutionally implausible,
the potential for indirect convergence exists. The DSA may exert a ‘Brussels Effect’, setting
a global de facto standard for responsible platform governance that US-based companies
adopt worldwide to simplify their compliance architecture and mitigate reputational risk
(Reddit, n.d.). Certain concepts from the DSA, such as enhanced transparency in content
moderation and advertising, or greater user control over recommender systems, could also
inform more modest, politically viable reforms to Section 230 in the future. However, the
fundamental philosophical and structural differences identified in this analysis suggest that
a deep harmonisation of the two regimes is not on the horizon.

The ultimate long-term impact of the DSA may extend beyond its specific rules to its
creation of a permanent, institutionalised capacity for regulatory oversight within the EU.
Through the Commission’s dedicated enforcement teams, the network of national DSCs, the
European Board for Digital Services, and knowledge-generating bodies like the European
Centre for Algorithmic Transparency (ECAT), the EU is building a sophisticated bureaucratic
and expert infrastructure designed for the continuous monitoring and regulation of complex
digital systems (European Commission, 2024; European Commission, 2025a; White & Case,
2025). The United States, by contrast, lacks any comparable institutional capacity, leaving
oversight fragmented and reform dependent on a gridlocked legislative process (Harvard
Kennedy School, 2018; U.S. Department of Justice, 2020). This emerging ‘capacity gap’
suggests that the transatlantic divergence is not merely legal but deeply institutional, and is
likely to widen over time.

Both models will be severely tested by the next wave of technological change. The rise of
generative Al, which blurs the line between a platform as a conduit and a creator, directly
challenges the core legal distinction upon which Section 230 is built (Congressional Research
Service, n.d.-b; Gray & Block, 2024.). Similarly, the emergence of decentralised platforms
and the metaverse will create novel governance challenges that may not fit neatly into either
the DSA’s centralised enforcement model or Section 230’s intermediary-focused framework
(Number Analytics, 2025). While the EU and the US have chosen profoundly different
paths today, the relentless pace of technological evolution will force both to continually re-
evaluate and adapt their approaches to the enduring challenge of balancing innovation with
responsibility in the digital age.
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ABSTRACT. This article examines the escalating legal and philosophical conflict between
the individual’s right to be forgotten (RTBF) and the societal imperative to preserve a
complete and accessible historical record, conceptualized here as the “right to history.”
The central problem is framed not as a simple clash of legal principles but as a profound
communicational conflict over who controls the narrative of the past in an age of digital
permanence. Employing a methodology that combines comparative legal analysis with a
communicational framework approach, this article dissects the legal architecture of the
RTBF, with a particular focus on the European Union’s General Data Protection Regulation
(GDPR) (European Parliament and Council of the European Union, 2016). It argues that
current legal frameworks, while aiming to protect individual dignity, pose significant
challenges to the integrity of public digital archives, thereby threatening journalistic
freedom, the principle of open justice, and the core mission of cultural heritage institutions
(Vavra, 2018). The analysis reveals how the RTBF has evolved from a tool for mediating
access to information into a mechanism for altering the primary source material of history
itself. The article concludes by rejecting a simple binary opposition between these rights
and proposes a nuanced, context-aware balancing framework. This multi-factor framework
offers specific criteria—including the nature of the information, the role of the individual,
the passage of time, the original context of publication, and the medium of the archive—to
reconcile the legitimate claims of individual data subjects with the non-negotiable societal
need for a preserved, searchable, and reliable past.

Keywords: Right to be Forgotten, Right to History, GDPR, Digital Archives, Data Protection,
Freedom of Expression, Legal Communication.

1. INTRODUCTION
1.1 The Digital Panopticon and the Erasure Imperative: A Contemporary Case Study

In July 2023, the Grand Chamber of the European Court of Human Rights (ECtHR) delivered
a judgment that sent a tremor through newsrooms, archives, and libraries across Europe.
In the case of Hurbain v. Belgium, the court upheld a decision compelling the publisher of
Le Soir, a prominent Belgian newspaper, to anonymize a decades-old article in its digital
archive (ARTICLE 19, 2016). The article, originally published in 1994, detailed a fatal car
accident for which a doctor had been found responsible (ARTICLE 19, 2016; Hurbain wv.
Belgium, 2023). In 2008, the newspaper digitized its archives, making the article accessible
online. Two years later, the doctor, arguing the article’s continued availability was damaging
his reputation, requested its removal or anonymization (Hurbain v. Belgium, 2023). The
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final ruling in his favor marked a pivotal escalation in the war over memory. It moved the
battleground beyond the now-familiar territory of delisting search engine results to the
direct, retroactive alteration of the historical record itself (ARTICLE 19, 2016; Hurbain v.
Belgium, 2023). This case serves as a perfect microcosm of the intractable conflict at the
heart of this article: the collision between an individual’s desire to escape the perpetual gaze
of the digital panopticon and society’s need to preserve the integrity of its public archives.

The Hurbain case is notan anomaly but the logical extension of a principle that has gathered
formidable legal force over the past decade. Early instances, such as the delisting of news
reports from Google about a Scottish football referee, Dougie McDonald, who had lied about
a penalty decision, demonstrated how public figures could leverage the nascent ,right to
be forgotten” (RTBF) to manage their online reputations (Hern, 2024). However, the direct
editing of a newspaper’s archive represents a far more profound intervention. It is a shift
from a ,filter” model, which merely curtails pathways to information, to an ,edit” model,
which alters the primary source. This evolution dramatically raises the stakes, transforming
a debate about access to history into a debate about the power to rewrite it.

1.2 From Ephemeral to Eternal: The Permanence of Information in the Digital Age

The demand forarighttobeforgottenisadirectconsequence ofafundamental technological
transformation. In the pre-digital era, information was largely ephemeral. A newspaper
article yellowed and faded, a local broadcast was fleeting, and records of past indiscretions
were often buried in dusty courthouse basements, protected by what legal scholars have
termed ,practical obscurity” (Bollinger & Callamard, 2021). The effort required to unearth
past information was a natural check on its persistence. The internet has obliterated this
condition. It has converted information from a state of natural decay to one of perpetual
existence (Rosen, 2012; , The Right to be Forgotten,” n.d.). Every photograph, status update,
news report, and public record now lives ,forever in the cloud,” instantly accessible and
searchable from anywhere in the world (Rosen, 2012; , The Right to be Forgotten,” 2025).

This digital permanence has created a new kind of prison, a ,digital panopticon” where
individuals can be ,perpetually or periodically stigmatized as a consequence of a specific
action performed in the past” (,,Right to be forgotten,” n.d., p. 231). The internet has become,
in effect, a universal and disorganized public archive, one that never forgets and rarely
contextualizes (Rosen, 2012). It is this technological reality—the shift from an ephemeral
to an eternal public record—that has fueled the legal and ethical demand for an ,eraser,”
a mechanism to reclaim control over one’s digital past and shape one’s future narrative
(Rosen, 2012).

1.3 The Core Polemic: A Communicational Struggle for Narrative Control

This article posits that the conflict between the right to be forgotten and the preservation
of public archives is not merely a technical legal dispute to be resolved by placing one right
higher in a hierarchy than another. It is, more fundamentally, a communicational conflict. It
is a struggle over who wields the authority to write, edit, curate, and ultimately erase the
narratives that constitute our collective memory and historical record. Thisis a clash between
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two potent and legitimate sets of fundamental rights. On one side stands the individual’s
right to dignity, privacy, and data protection—the right to informational self-determination.
On the other stands the collective’s right to freedom of expression, the right to receive and
impart information, and the right to access a complete and unvarnished historical account
(,Right to be forgotten,” n.d.; Rosen, 2012; De Baets, 2016; Faisal, 2021).

Thecorequestionisthis: Should historybeanimmutablerecord,opentoallforinterpretation
and scrutiny, or should it be a mutable narrative, subject to editing and redaction by the
individuals it depicts? This is not just a question for lawyers and judges; it strikes at the heart
of how we, as a society, understand the relationship between truth, memory, accountability,
and forgiveness in the digital age. The resolution of this communicational struggle will
determine the very nature of the public record for generations to come.

1.4 Conceptual Foundations

To analyze this conflict, a clear understanding of the two principal concepts is essential.

The Right to be Forgotten (RTBF) is the right of an individual to request the removal of
personal data from online platforms, databases, and, most notably, search engine results
(Rosen, 2012; Cloudflare, n.d.). It is not an absolute right to erase all traces of one’s past.
Rather, it applies under specific conditions, typically when the information in question
is deemed ,inadequate, irrelevant or no longer relevant, or excessive” in relation to the
purposes for which it was processed (,,Right to be forgotten,” n.d.).

Its modern legal genesis lies in the 2014 landmark ruling of the Court of Justice of the
European Union (CJEU) in Google Spain SL, Google Inc. v Agencia Espafiola de Proteccion de
Datos, Mario Costeja Gonzalez (St. Mary’s Law Journal, 2016; ,The Right to be Forgotten,”
2025; Boto, 2014). This judicial precedent was subsequently codified and expanded within
Article 17 of the EU’s General Data Protection Regulation (GDPR), where it is formally titled
the ,right to erasure” (Hurbain v. Belgium, 2023; ,Right to be forgotten,” n.d.; ,The Right to
be Forgotten,” 2025; European Parliament and Council of the European Union, 2016).

Crucially, the RTBF must be distinguished from the traditional right to privacy. The right to
privacy historically protects information that is not in the public domain—facts about one’s
private life that have not been disclosed. The RTBE, in contrast, primarily concerns revoking
or limiting public access to information that was at one point lawfully and publicly known
(,Right to be forgotten,” n.d.). This distinction is vital. It reframes the RTBF from being a
simple shield for privacy into a sword for active reputational management. It is a tool that
allows individuals to curate their public-facing narrative by pruning away undesirable
elements of their past, thus moving far beyond the traditional confines of data protection
into the realm of narrative control (Rosen, 2012; ,Right to be forgotten,” n.d.).

Juxtaposed against the individualistic RTBF is what this article terms the ,Right to History.”
This is not a formally codified, singular right but a composite principle derived from a
constellation of fundamental rights and societal imperatives. It is the collective right of a
society to create, preserve, and access a complete, accurate, and reliable record of its past.

Its philosophical and legal underpinnings can be traced to the Universal Declaration of
Human Rights (UDHR), particularly the rights to freedom of expression and information
(Article 19), the right to education (Article 26), and the right to academic freedom, which is
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essential for historical research (De Baets, 2009; ,,Responsible History,” 2008). This concept
is powerfully articulated in the field of transitional justice, where the ,right to know the
truth about past abuses” is seen as a critical step toward justice and a bulwark against the
recurrence of atrocities (De Baets, 2009; ,Entangled History,” 2021).

The Right to History is not an esoteric concern for professional historians alone; it is
the bedrock of democratic accountability. It empowers journalism, which provides the
first rough draft of history,” ensures the transparency of open justice, and underpins the
mission of cultural archives to serve as society’s memory keepers (Mayer-Schonberger,
2011; Vavra, 2018). It is the right that protects the historical record from ,amnesia and
falsification” by those who would prefer a more convenient version of the past (De Baets,
2009; De Baets, 2008). This right is fundamentally collective. While individuals benefit from
an accessible and truthful history, the right itself serves a societal function. The conflict is
therefore asymmetrical: it pits an individual’s desire for personal narrative control against a
collective’s structural need for an uncontrolled, authentic historical record. This asymmetry
reframes an erasure request not as a mere act of privacy, but as an act that diminishes a
shared public resource.

1.5 Thesis Statement

This article argues that the conflict between the ,right to be forgotten’ and the ,right to
history’ cannotbe resolved through a simple legal hierarchy of rights, but requires a dynamic,
context-dependent communicational framework. This framework must move beyond the
binary opposition of privacy versus speech to analyze the specific communicative functions
of the information in question. It must balance an individual’s legitimate interest in dignity
and informational self-determination against the non-negotiable societal necessity of a
preserved, searchable, and reliable public archive, which serves as the bedrock of democratic
accountability and collective memory.

1.6 Article Roadmap

The argument will proceed in five subsequent parts. Section 2 provides a deep analysis of
the legal architecture of the Right to be Forgotten, tracing its origins and deconstructing its
codification in the GDPR and key European court decisions. Section 3 presents the case for
the imperative of history, defending the role of journalistic, judicial, and cultural archives
as essential pillars of a democratic society. Section 4 conducts a comparative analysis of
the divergent legal and philosophical models of the European Union and the United States,
highlighting the points of friction. Section 5 moves from critique to construction, proposing
a novel multi-factor reconciliatory framework designed to bring clarity and principle to the
balancing act. Finally, Section 6 concludes by summarizing the findings, reflecting on the
broader implications for democracy and collective memory, and suggesting avenues for
future research in this critical and rapidly evolving field.
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2. THE LEGAL ARCHITECTURE OF THE RIGHT TO BE FORGOTTEN

The Right to be Forgotten, as it exists today, is not a monolithic doctrine but a complex
legal edifice constructed over time through judicial interpretation and legislative action.
Its architecture reveals a profound shift in legal thinking, adapting traditional privacy
concepts to the challenges of the digital age. Understanding this structure, from its doctrinal
foundations to its procedural complexities and jurisdictional disputes, is essential to
grasping its impact on the public archive.

2.1 Doctrinal Genealogy: From Droit a I’'Oubli to Digital Erasure

The intellectual roots of the RTBF are often traced to the French concept of le droit a I'oubli,
or the ,right of oblivion” (Rosen, 2012; ,The Right to be Forgotten,” 2025). Historically, this
was a relatively narrow legal principle connected to the social rehabilitation of criminals.
It allowed an individual who had served their sentence and been rehabilitated to object to
the prominent republication of the facts of their past conviction (Rosen, 2012). The purpose
was not to erase history but to facilitate social reintegration by preventing a past mistake
from perpetually defining a person’s life (,Return of a Forgotten Right,” 2019).

The digital revolution radically decontextualized and expanded this idea. The internet’s
perfect memory transformed le droit a I'oubli from a specific remedy for ex-convicts into a
generalized desire for reputational control applicable to anyone and any type of information.
The modern RTBF is invoked not just for spent criminal convictions, but for outdated news
of financial troubles, embarrassing photographs, unflattering personal details, or any
information an individual deems ,no longer relevant” (Rosen, 2012; ,Right to be forgotten,”
n.d.; ,The GDPR’s ,right to be forgotten’” 2024). This conceptual leap represents a profound
morphing of legal doctrine: a narrow right aimed at social reintegration has become a
sweeping power to curate one’s digital identity, with far-reaching consequences that its
originators could never have envisioned.

2.2 The Foundational Precedent: A Deep Analysis of Google Spain SL v. Costeja
Gonzalez

The catalyst for the modern RTBF was the CJEU’s 2014 landmark judgment in Google Spain
(St. Mary’s Law Journal, 2016; Boto, 2014; ,,Return of a Forgotten Right,” 2019). The case was
brought by Mario Costeja Gonzalez, a Spanish national who discovered that a Google search
for his name prominently returned links to two newspaper articles from 1998 detailing
the auction of his repossessed home to settle social security debts (Ball, 2014; ,Re-writing
History,” 2014). The debt had long since been resolved, and Mr. Costeja argued that the
continued accessibility of this information via a simple name search was an infringement of
his privacy (Boto, 2014).

The CJEU’s ruling was groundbreaking and established the core tenets of the modern
RTBE. Its reasoning can be broken down into three critical holdings:

1.  Search Engines as ,Data Controllers”: The Court determined that a search engine
operator, by finding, indexing, storing, and making data available to users, engages in the
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»processing” of personal data. Crucially, it found that the operator ,determines the purposes
and means” of this processing, and therefore qualifies as a ,data controller” under the
then-operative Data Protection Directive 95/46/EC (Boto, 2014; St. Mary’s Law Journal,
2016). This was a momentous step, as it imposed the full weight of EU data protection law
directly onto intermediaries like Google, which had long argued they were mere conduits of
information published by others.

2.  Extraterritorial Application: The Court held that even though Google Inc. was a U.S.-
based company, EU data protection law applied. The presence and activities of its Spanish
subsidiary, Google Spain, which promoted and sold advertising space targeting Spanish
inhabitants, created a sufficient link to establish jurisdiction (Boto, 2014). This assertion of
extraterritorial reach set the stage for future conflicts between EU privacy law and the legal
norms of other nations.

3. The Balancing Test and the Presumption of Erasure: The heart of the ruling was the
Court’s balancing of fundamental rights. It weighed the data subject’s rights to privacy and
data protection, enshrined in Articles 7 and 8 of the EU Charter of Fundamental Rights,
against the economic interest of the search engine and the general interest of the public in
accessing the information. In a decisive move, the Court established a powerful presumption:
it ruled that the data subject’s rights ,,override, as a rule,” the interests of the search engine
operator and the public (Boto, 2014; Post, 2018). This presumption could only be rebutted
in specific cases, such as when the individual plays a role in public life, where there is a
,preponderant interest of the general public” in having access to the information (Boto,
2014). For ordinary individuals and information deemed ,inadequate, irrelevant or no
longer relevant, or excessive,” the default position became delisting (,Re-writing History,”
2014).

The global impact of Google Spain was immediate and profound. It effectively created a new
right for over 500 million Europeans and forced global technology companies to establish
massive compliance infrastructures to handle tens of thousands of delisting requests (Post,
2018; ,The Right to be Forgotten,” 2025; EPIC, 2020). Ironically, the ruling also produced
a textbook example of the ,Streisand effect,” as the legal battle to have a 16-year-old local
newspaper notice forgotten made Mario Costeja Gonzalez and his past debts famous across
the globe (Ball, 2014).

2.3 Subsequent Jurisprudence: Refining, Expanding, and Contesting the Right

In the years following Google Spain, European courts have continued to grapple with the
scope and limits of the RTBF, creating a complex and sometimes contradictory body of case
law.

The right has been significantly expanded beyond its original application to search engines.
The most consequential case is Hurbain v. Belgium, where the ECtHR found that requiring a
newspaper to anonymize an article in its own digital archive did not violate the publisher’s
freedom of expression (ARTICLE 19, 2016; Hurbain v. Belgium, 2023). This extended the logic
of the RTBF from the intermediary to the original publisher, a far more direct intervention
into the historical record. Similarly, in Biancardi v. Italy, the ECtHR held a journalist civilly
liable for refusing to de-index tags related to an old news article, broadening the category of
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actors who could be held accountable for ensuring ,forgetfulness” (Granja, 2022).

At the same time, courts have sought to clarify the procedural obligations of those
implementing the right. In its 2022 judgment in TU, RE v. Google LLC (C-460/20), the CJEU
addressed the difficult question of allegedly inaccurate information (Hurbain v. Belgium,
2023; Gstrein, 2022). It ruled that when a data subject provides relevant and sufficient
evidence of clear inaccuracy, the search engine must grant the de-referencing request.
However, in cases where the inaccuracy is not obvious, the search engine is not obligated
to act as an arbiter of truth. Instead, it must simply add a warning to the search results
notifying users of the ongoing dispute (Gstrein, 2022). This decision reflects the judiciary’s
unease with forcing private companies into a quasi-judicial role of fact-finding.

Finally, jurisprudence has also limited the right, confirming it is not absolute. In the Manni
case, the CJEU ruled against an individual who sought to have his name erased from a
public company register after a past bankruptcy. The Court found that the public interest
in ensuring ,legal certainty and fair trading” through a transparent register outweighed
the individual’s data protection rights (Hurbain v. Belgium, 2023). This case serves as an
important reminder that where information serves a clear,; legally mandated public function,
the RTBF can be defeated.

2.4 Codification and Complexity: Deconstructing Article 17 of the GDPR

The principles developed in Google Spain were formally codified and elaborated upon in
Article 17 of the General Data Protection Regulation (GDPR), titled ,Right to erasure (,right to
be forgotten’)” (Hurbain v. Belgium, 2023; ,Right to be forgotten,” n.d.; European Parliament
and Council of the European Union, 2016). A close reading of this text reveals the inherent
tensions and complexities of the right.

Article 17(1) lays out specific grounds upon which a data subject can demand the erasure
of their personal data ,without undue delay” These include situations where: the data is
no longer necessary for the purpose for which it was collected; the data subject withdraws
consent (where consent was the legal basis for processing); the data subject objects to
the processing and there are no overriding legitimate grounds; the data was unlawfully
processed; or the data must be erased to comply with a legal obligation (,The GDPR’s ,right
to be forgotten’,)” 2024; European Parliament and Council of the European Union, 2016;
»Right to erasure,” n.d.). This list provides a clear set of triggers for the right to be invoked.

Thetruebattleground ofthe RTBFliesin Article 17(3),which outlinesthe critical exemptions
where the right to erasure does not apply. Erasure can be refused if the processing of the
data is necessary for:

® (a) for exercising the right of freedom of expression and information;

® (b) for compliance with a legal obligation... or for the performance of a task carried
out in the public interest...;

® (d) for archiving purposes in the public interest, scientific or historical research
purposes or statistical purposes... (European Parliament and Council of the European Union,
2016; ,Right to erasure,” n.d.; ,The Right to be Forgotten,” 2025).

These exemptions are the legal firewall intended to protect journalism, the public record,
and historical archives. However, their language is broad and their application has proven
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to be inconsistent and highly contentious. The central conflict of this article—the Right
to be Forgotten versus the Right to History—is fought in the ambiguous space of these
exemptions. Who decides when a news article is ,,necessary” for freedom of expression, or
when an archival record serves the ,public interest”? The GDPR provides no clear hierarchy
or detailed guidance for this balancing act.

The GDPR places the initial burden of adjudicating these complex requests squarely on
the shoulders of the data controller (European Parliament and Council of the European
Union, 2016; ,The GDPR’s ,right to be forgotten’,” 2024). Upon receiving an erasure request,
a company like Google or a newspaper publisher has one month to investigate the claim,
weigh the competing fundamental rights, and issue a decision (,,Respect individuals’ rights,”
n.d.; European Parliament and Council of the European Union, 2016). This process effectively
privatizes a form of censorship. It forces commercial entities, whose primary incentives are
economic, to make profound, quasi-judicial decisions about the scope of free speech and the
public interest (Fomperosa Rivero, 2017; Fomperosa Rivero, 2017).

This privatization is compounded by the immense financial risk involved. The GDPR
carries staggering penalties for non-compliance, with fines reaching up to 4% of a company’s
annual global turnover (Rosen, 2012). Faced with a legally ambiguous request, the most
economically rational decision for a company is often to err on the side of caution and delete
the content, rather than risk a ruinous fine and expensive litigation. This creates a powerful
systemic bias towards erasure—a ,chilling effect” that prioritizes risk aversion over the
robust defense of the public’s right to know (Rosen, 2012; ,Right to be forgotten,” n.d.). This
problem has been exacerbated by recent developments, such as a Swedish court ruling that
led Google to stop notifying publishers when their content is delisted, shrouding the entire
process in even greater opacity and removing any opportunity for the original publisher to
contest the decision (Hern, 2024).

2.5 The Sovereignty Dilemma: Extraterritoriality and the Google v. CNIL Ruling

A final layer of complexity in the RTBF’s architecture is its geographical reach. Given the
borderless nature of the internet, does a delisting order issued in Europe apply only to
European users, or must it be enforced globally? This question brought the EU’s expansive
view of privacy into direct conflict with the sovereignty and legal traditions of other nations,
particularly the speech-protective principles of the United States.

France’s data protection authority, the CNIL, took an aggressive stance, insisting that for
the RTBF to be effective, Google must remove links from all versions of its search engine
worldwide (Fomperosa Rivero, 2017; Van Calster, 2020). The dispute culminated in the 2019
CJEU case Google v. CNIL (C-507/17). The Court delivered a nuanced but ultimately cautious
ruling. It held that, under current EU law, there is no obligation for a search engine operator
to apply a de-referencing order globally (Van Calster, 2020; ,EU right to be forgotten,” 2019).

However, the Court mandated that the order must be applied to all EU-based versions of
the search engine (e.g., google.fr, google.de, google.es). Furthermore, it required operators to
implement ,sufficiently effective measures,” such as geo-blocking, to ,seriously discourage”
users within the EU from accessing the delisted content through non-EU domains (e.g.,
google.com) (Van Calster, 2020; , EU right to be forgotten,” 2019).
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Critically, the CJEU left a door open. It stated that while EU law does not mandate global
delisting,italso does notprohibitit. The Courtaffirmed the competence of anational authority
or court within an EU member state to order a global de-listing on a case-by-case basis,
after conducting its own balancing of rights according to national standards (Van Calster,
2020). This decision avoids a direct, universal clash with other legal systems like that of the
U.S., but it creates the potential for significant legal fragmentation and ongoing, case-by-case
conflicts over sovereignty in the digital sphere (Fomperosa Rivero, 2017; Van Calster, 2020).
The ,relevance clock” established in Google Spain—the principle that information’s value
decays over time and is judged by the subject’s present circumstances—remains a core, and
fundamentally anti-historical, tenet of this legal architecture. It imposes a temporal bias
that devalues the past, judging historical facts not on their accuracy at the time, but on their
desirability in the present, a logic that runs directly counter to the principles of archival and
journalistic integrity.

3. THE IMPERATIVE OF HISTORY: DEFENDING THE PUBLIC DIGITAL ARCHIVE

While the legal architecture of the Right to be Forgotten is built upon the laudable goal
of protecting individual dignity, its implementation poses a direct and growing threat to
another fundamental pillar of democratic society: the public archive. This archive is not
a single institution but a distributed network of knowledge repositories—journalistic
archives, judicial records, and cultural heritage collections—that together form our
collective memory. The imperative to preserve this archive is not a nostalgic preference buta
structural necessity for accountability, truth, and social learning. The RTBF, by empowering
individuals to selectively erase parts of this record, risks undermining its very foundation.

3.1 The Role of Journalism: The ,First Rough Draft of History”

News archives have long been understood as the ,first rough draft of history” (Mayer-
Schonberger, 2011). They provide a contemporaneous, dated record of events, decisions,
and public discourse that is indispensable for future researchers, policymakers, and citizens
seeking to understand the past. The RTBF threatens this vital function in two distinct ways:
by creating a chilling effect on future reporting and by compromising the integrity of existing
archives.

The threat of facing erasure requests, takedown demands, and potentially ruinous litigation
creates a palpable chilling effect on journalism (Rosen, 2012; ,Right to be forgotten,” n.d.).
Publishers, particularly smaller, independent outlets, may become increasingly timid,
shying away from controversial but necessary investigative work to avoid the legal and
financial risks (Rosen, 2012; CIMA, 2018). The starkest illustration of this danger is the case
of PrimaDaNoi, an Italian news outlet that was reportedly forced to shut down after being
inundated with 240 legal demands for erasure, 40 of which ended in court (ARTICLE 19,
2016). When the cost of maintaining an archive becomes prohibitive, the ,first rough draft
of history” may never be written at all.

Even more insidious is the threat to the integrity of existing archives. The precedent set
in Hurbain v. Belgium, which forced a newspaper to anonymize a past article, transforms
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journalists from recorders of history into its retroactive censors (ARTICLE 19, 2016;
,European court extends ,right to be forgotten’,” 2023). Requiring news organizations to
go back and alter their own legitimate publications erodes the authenticity of the archive
and destroys its value as a reliable primary source (Mayer-Schonberger, 2011). It places
journalists in the Orwellian position of having to ,un-publish” the truth, a task that runs
counter to their core professional ethics (Mayer-Schonberger, 2011). This process not only
harms the public’s right to know but also creates an information asymmetry. The RTBF
while presented as a tool for the common person, is disproportionately beneficial to the
powerful and wealthy, who possess the resources to pursue litigation and have the greatest
incentive to ,varnish” their public records (CIMA, 2018; Ball, 2014). This ,elite capture” of
the right allows those with influence to sanitize their past, while the histories of ordinary
people remain raw and unedited, further entrenching societal power imbalances (CIMA,
2018).

3.2 The Principle of Open Justice

A cornerstone of the rule of law in democratic societies is the principle of open justice.
This principle dictates that court proceedings and their resulting records should be publicly
accessible. This transparency is crucial for several reasons: it ensures judicial accountability,
allows for public scrutiny of the justice system, deters misconduct, and provides the body
of precedent upon which the common law evolves (Tobin & Walz, 2015). The digitization of
court records has made this principle more meaningful than ever, allowing for widespread
access and analysis.

The Right to be Forgotten poses a direct challenge to open justice. A significant portion
of erasure requests concern past criminal convictions, even those that are ,spent” or
resolved (,Right to be forgotten,” n.d.; ,Return of a Forgotten Right,” 2019; Conklin v. Sloss,
1978). While the goal of rehabilitation for former offenders is a legitimate and important
societal value, erasing the public record of their convictions is a fraught solution. It pits the
individual’s desire to move on against the public’s interest in knowing the background of
individuals, especially those who may enter positions of public trust or responsibility (Tobin
& Walz, 2015; ,Return of a Forgotten Right,” 2019).

This conflict extends to the very tools of legal research. Online legal databases, which are
essential for lawyers, judges, and scholars, are being targeted. For example, the Indian legal
database Indian Kanoon was ordered by a High Court to remove a judgment that revealed
the identity of a rape victim (Legal Heirs vs. Custodian, 2025). While the motive—protecting
the victim—is understandable, the method—altering the public legal record—is perilous. If
court judgments can be selectively edited or removed from databases, the integrity of the
entire body of case law is compromised, making legal research unreliable and precedent
harder to track (,Return of a Forgotten Right,” 2019). This creates a conflict between two
distinct models of forgetting. The original droit a I'oubli was based on a rehabilitative model,
where society purposefully ,forgets” a past crime to allow for reintegration (Rosen, 2012;
»Return of a Forgotten Right,” 2019). The archival model, which underpins open justice, is
based on preservation for the sake of accountability and knowledge. Applying the logic of
rehabilitative forgetting to the archival space of public court records is a category error
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that misunderstands the fundamental purpose of a public archive, which is not to make
individuals feel better, but to provide an unvarnished record for the benefit of the collective.

3.3 Cultural and Historical Archives

Beyond journalism and law, the core mission of state archives, national libraries, museums,
and other cultural heritage institutions is to preserve a complete and authentic record of
society for the benefit of future generations (Vavra, 2018; ,Archives in the Digital Age,”
2021; ,The Right to Be Forgotten,” 2025). These institutions operate under a professional
ethic of preservation and access, serving as the long-term memory of a nation and a culture.

The GDPR’s archival exemption, found in Article 17(3)(d), is the primary legal shield
for these institutions (,The Right to be Forgotten,” 2025; Vavra, 2018). It explicitly states
that the right to erasure does not apply when data processing is necessary for ,archiving
purposes in the public interest, scientific or historical research purposes.” However, the
expansive logic of the RTBF and the litigious climate it fosters create significant uncertainty
and risk. Archivists are increasingly faced with the dilemma of balancing their professional
duty to preserve and provide access against the potential legal and financial risks of hosting
digitized collections that contain personal data (Vavra, 2018; ,The Right to Be Forgotten,”
2025).

The challenge is particularly acute for ,born-digital” records and large datasets used
in digital humanities and social science research. Personal information may be deeply
interwoven within these records, making complete erasure technically challenging,
prohibitively expensive, and scientifically damaging, as removing individual data points
could corrupt the integrity of the entire dataset (,The Right to Be Forgotten,” 2025; Vavra,
2018). Furthermore, the archival principle of acquiring records often predates the modern
conceptof granular consent for every potential future use. Expecting archives to retroactively
secure consent for millions of historical documents is an impossible standard that would
effectively paralyze their mission (Culbertson & Lanthorne, n.d.).

3.4 The ,Varnishing History” Argument

Synthesizing these threats to journalism, justice, and cultural heritage leads to the most
profound critique of the Right to be Forgotten: its potential to create a sanitized, unreliable,
and ultimately false historical record. Critics have forcefully argued that an overzealous
application of the RTBF amounts to a form of digital censorship and the ,rewriting of history”
(Rosen, 2012; ,Re-writing History,” 2014; Vavra, 2018).

When individuals are empowered to selectively remove unfavorable but truthful
information from the public sphere, the result is not a more humane society, but a less
honest one. This process creates ,memory holes” in the digital record, leaving behind a
varnished and curated version of the past that is stripped of its difficult and inconvenient
truths (Edwards, 2017; Mayer-Schonberger, 2011). Such a system is ripe for abuse by the
powerful. Politicians can erase records of past scandals, corporations can scrub evidence of
malfeasance, and criminals can whitewash their histories, all under the guise of protecting
personal data (CIMA, 2018; ,The Right to be Forgotten,” 2024). This undermines the very
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basis of public accountability.

Ultimately, a society that cannot trust its own records loses its capacity for collective
learning and critical self-reflection. The RTBE by prioritizing individual comfort over
historical integrity, risks fostering a culture of historical amnesia. It threatens to create a
digital world where the past is not a source of wisdom to be grappled with, but a source of
embarrassment to be erased (De Baets, 2016). An unreliable past cannot serve as a guide
for the future.

4. A COMPARATIVE ANALYSIS: EU VS. U.S. APPROACHES

The global debate over the Right to be Forgotten is dominated by two starkly contrasting
legal and philosophical paradigms: the rights-based model of the European Union and
the speech-protective model of the United States. This divergence is not a mere technical
disagreement over legal rules; it reflects fundamentally different conceptions of the
relationship between the individual, the state, and the public sphere. Understanding this
clash is crucial to appreciating the difficulty of achieving a global consensus and the high
stakes involved for multinational technology companies that must navigate both systems.

4.1 The EU Model: Dignity, Data Protection, and the Primacy of the Individual

The European approach to the RTBF is grounded in a deep-seated legal tradition that
places a high value on human dignity and personality rights (Byrum, 2017; Post, 2018).
This , dignitarian” perspective views the protection of an individual’s private sphere and
personal data as a prerequisite for their flourishing and full participation in society. The legal
framework, from the early Data Protection Directive to the modern GDPR and the Charter
of Fundamental Rights of the European Union, is built upon the principle of ,informational
self-determination”—the idea that individuals should have meaningful control over data
concerning them (Byrum, 2017; Fabbrini & Celeste, 2020).

European jurisprudence consistently reflects this prioritization. In landmark cases like
Google Spain and Hurbain v. Belgium, courts have demonstrated a clear tendency to weigh
the fundamental rights of the individual to privacy (Charter, Art. 7) and data protection
(Charter, Art. 8) more heavily than the more abstract public interest in information or the
economicinterests of data controllers (Fomperosa Rivero, 2017; Post, 2018; ,,European court
extends ,right to be forgotten’,” 2023). The result is a legal system that creates a presumption
in favor of the individual’s request for erasure, placing the burden on the data controller
or the public to justify the continued dissemination of the information. This approach can
be seen as reflecting a ,communitarian” model of democracy, where the state and the legal
system have a positive duty to protect individuals from certain harms inflicted within the
public sphere to ensure their dignity is upheld.

4.2 The U.S. Model: The First Amendment, Public Concern, and the Primacy of Speech

In sharp contrast, the United States model is overwhelmingly speech-protective, rooted
in the exceptionally robust guarantees of the First Amendment to the U.S. Constitution
(Rosen, 2012; ,Right to be forgotten,” n.d.; St. Mary’s Law Journal, 2016; Nunziato, 2018).
The American legal system has, for all practical purposes, ,flatly rejected” the notion of a
broad, European-style Right to be Forgotten (St. Mary’s Law Journal, 2016). The prevailing
legal and cultural tradition strongly favors the public’s ,right to know” and protects the
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publication of truthful information, especially when that information is a matter of public
concern or is contained within public records (Rosen, 2012; Tobin & Walz, 2015).

This stance is solidified by a long line of Supreme Court and lower court precedents. Cases
like Cox Broadcasting Corp. v. Cohn, which affirmed the media’s First Amendment right to
publish information (in that case, a rape victim’s name) obtained from public court records,
establish a high constitutional barrier against punishing truthful speech (Tobin & Walz,
2015). Similarly, the influential case of Sidis v. F-R Publishing Corp. rejected the argument
that a public figure’s newsworthiness fades with the passage of time, establishing a principle
that is often summarized as ,once public, always public” (St. Mary’s Law Journal, 2016).
While U.S. tort law does recognize a limited right to privacy, claims for public disclosure of
private facts are exceedingly difficult to win, especially when the information is truthful and
deemed ,newsworthy” (St. Mary’s Law Journal, 2016; Melvin v. Reid, 1931). This approach
reflects a more ,libertarian” or ,republican” model of democracy, which prioritizes a wide-
open and largely unregulated public sphere, trusting that an informed citizenry, armed with
more speech rather than less, is the ultimate check on power and the best path to truth.

4.3 The Clash: Analyzing Legal and Philosophical Friction

The collision of these two models creates significant legal and philosophical friction,
particularly for the global technology platforms that operate in both jurisdictions. The key
points of conflict include:

® Dignity vs. the Marketplace of Ideas: The EU’s use of human dignity as a justification
for restricting speech clashes directly with the foundational U.S. theory of the ,marketplace
of ideas.” In the American view, the proper response to harmful or offensive speech is not
enforced silence (censorship), but countervailing speech and public debate (Byrum, 2017).

® Public vs. Private Figures: While both legal systems distinguish between public
and private figures, the threshold for losing one’s privacy is far lower in the U.S. Once an
individual becomes involuntarily newsworthy (e.g., by being the victim or perpetrator of
a crime), their claim to privacy is significantly weakened. The EU model, as seen in Costeja
and Hurbain, provides much stronger protection for private individuals even when they are
involved in matters of public record (St. Mary’s Law Journal, 2016; Sartor, 2021).

® Liability of Intermediaries: The EU’s classification of search engines as ,data
controllers” makes them directly liable for the content they link to and forces them into an
editorial role (Fomperosa Rivero, 2017). This is fundamentally at odds with U.S. law, most
notably Section 230 of the Communications Decency Act, which generally immunizes online
intermediaries from liability for content created by third parties.

® The Extraterritoriality Impasse: The friction becomes an outright conflict of laws in
the context of extraterritoriality. An EU court order demanding the global delisting of content
could require a U.S.-based company to violate the First Amendment by censoring information
that is perfectly legal and constitutionally protected in the United States (Fomperosa Rivero,
2017; Van Calster, 2020). The Google v. CNIL decision was a pragmatic attempt to avoid a
direct collision, but it leaves the potential for future conflicts unresolved (Van Calster, 2020).
The following table provides a structured summary of these core distinctions.
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Table 1: Comparative Analysis of EU and U.S. Legal Approaches

Feature European Union Model United States Model

Legal Basis GDPR (Art. 17), EU Charter of Funda- | First Amendment to the U.S. Consti-
mental Rights (Arts. 7 & 8) tution

Core Protected Value Human Dignity, Privacy, Data Protec- | Freedom of Speech, Freedom of the
tion Press

Philosophical Underpinning | Dignitarian / Communitarian Demo- | Libertarian / Republican Democracy

cracy
Status of Truthful Informa- | Can be removed if "irrelevant,” "ex- Strongly protected, especially if a
tion cessive," or "outdated" matter of public concern

Key Precedent Google Spain SL v. Costeja Gonzalez | Cox Broadcasting v. Cohn (1975);

(2014); Hurbain v. Belgium (2023) Sidis v. F-R Pub. Corp. (1940)

Treatment of Public Figures | Reduced privacy rights, but still pro- | Very limited privacy rights regarding
tected; strong protection for private | matters of public concern

individuals
Liability of Intermediaries | Liable as "data controllers" Generally immune from liability (e.g.,
Section 230)
Primary Remedy Erasure / De-indexing (Injunctive Monetary Damages (for torts like
Relief) invasion of privacy)

Source: created by the author.

This deep philosophical divergence explains why simple legal ,harmonization” between
the EU and U.S. models is so challenging. It would require one side to abandon a core tenet of
its democratic self-conception—either the state’s positive duty to protect individual dignity
or the paramount importance of an unregulated public sphere (Sartor, 2021).

5. TOWARDS A RECONCILIATORY FRAMEWORK

The current legal landscape, characterized by a transatlantic philosophical divide and
vague domestic balancing tests, is inadequate for resolving the complex communicational
conflict between the Right to be Forgotten and the Right to History. The simple binary
of ,privacy versus speech” is a blunt instrument for a delicate task. What is needed is a
more nuanced, structured, and principled approach that moves beyond this opposition to
analyze the specific context and function of the information at issue. This section critiques
the shortcomings of existing tests and proposes a multi-factor communicational framework
designed to guide a more transparent and just reconciliation.

5.1 Critique of Current Balancing Tests

The balancing tests currently employed by courts and data controllers are often criticized
for their vagueness and inconsistent application. The test articulated by the CJEU in Google
Spain, which requires weighing the data subject’s fundamental rights against the ,public
interest,” has proven particularly problematic (Fomperosa Rivero, 2017). The term ,public
interest” is a notoriously amorphous concept, a legal black box that can be filled with any
number of subjective considerations, leading to unpredictable outcomes (Van Calster, 2020).
Furthermore, the court created a strong presumption in favor of erasure, making it difficult
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for the public’s right to know to prevail in many cases (St. Mary’s Law Journal, 2016).

While subsequent jurisprudence, such as the ECtHR’s decision in Hurbain v. Belgium,
has introduced a more specific list of criteria (e.g., passage of time, public figure status,
contemporary interest), these factors are still applied with considerable discretion and
without a clear, overarching philosophy to guide their weighting (ARTICLE 19, 2023). This
lack of a structured framework leaves crucial decisions in the hands of private companies
that are incentivized to delete content or in the varying discretion of national judges, leading
to a fragmented and often opaque system of ad hoc justice.

5.2 Proposing a Multi-Factor Communicational Framework

To remedy these shortcomings, this article proposes a structured, multi-factor framework.
This framework is not merely a legal test but a tool for achieving what might be called
»,communicational justice.” It shifts the central question from a simple clash of rights to a
more nuanced inquiry: What is the communicative function and purpose of this information
in this specific archival context? By focusing on the role the information plays, it allows for
a more principled differentiation between, for example, a malicious private communication
with no public value (like revenge pornography) and a public-facing communication
essential for democratic accountability (like a news report on political corruption).

The framework consists of five core factors, each designed to elicit a specific set of
contextual details that inform the final balancing act.

1.  The Nature of the Information: This factor assesses the content itself. Is the data a
record of a serious criminal conviction, sensitive health or financial information, a minor
social embarrassment, or a publicly filed business record? (,Return of a Forgotten Right,’
2019; Sartor, 2021). Information relating to serious crimes or matters of significant public
concern would weigh heavily in favor of preservation, while highly sensitive personal data
with little public relevance would weigh toward erasure.

2. The Role of the Individual (Data Subject): This factor examines the status of the
person requesting erasure. Is the individual a public figure (a politician, CEO, celebrity)
who has voluntarily sought public attention, or a private citizen who has been thrust into
the public eye involuntarily? (Van Calster, 2020; St. Mary’s Law Journal, 2016). The privacy
expectations of a private citizen are reasonably higher than those of a public official, for
whom public scrutiny is a necessary component of accountability.

3.  The Passage of Time: This factor considers the time elapsed since the events in
question and the information’s initial publication (Granja, 2022). While time is a relevant
consideration, its weight is not absolute and must be assessed in conjunction with the other
factors. The relevance of a 20-year-old conviction may diminish for a private individual but
may remain highly relevant for a politician seeking high office. For events of major historical
significance, the passage of time may have little to no diminishing effect on their value.

4.  The Original Context and Purpose of Publication: This crucial factor analyzes why
the information was created and disseminated in the first place. Was it part of a journalistic
investigation aimed at informing the public? A public court record meant to ensure judicial
transparency? A government report? Or was it a voluntary social media post intended for a
limited audience? (Google, n.d.; Tobin & Walz, 2015; De Baets, 2016). Information created
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with a clear public-facing, accountability-driven purpose has a much stronger claim to
permanence in the public archive.

5. The Medium of the Archive (The ,Publisher”): This factor assesses the institutional
mission and nature of the entity holding the data. Is the erasure request directed at a national
library or official state archive with a legal mandate to preserve history? A major newspaper
with a journalistic duty to maintain its archive? A court’s official records database? Or is
it a commercial search engine, a social media platform, or a personal blog? (Vavra, 2018;
»The Right to Be Forgotten,” 2025; Teixeira da Silva & Nazarovets, 2023). The claim for
preservation is strongest for institutions whose core public mission is archival.

The following table operationalizes this framework into a practical tool for analysis,
providing a structured rubric for decision-makers.

Table 2: Proposed Multi-Factor Framework for Adjudicating RTBF vs. Right to History

Claims
Factor Guiding Questions for Analy- Weighting Towards Weighting Towards
sis Preservation (Right to Erasure (RTBF)
History)

1. Nature of Infor- | What is the subject matter? Is | Information relates to se- | Information is highly

mation it related to criminal activity, rious crime, public health/ | sensitive (health,
public safety, political speech, | safety, political conduct, sexuality), relates to a
financial matters, or personal | oris part of a publiclegal | minor offense, is pure-
life? Is the information demon- | proceeding. ly a private embarrass-
strably false or accurate? ment, or is proven to

be inaccurate.

2. Role of the Is the data subject a public fi- | The individual is a public | The individual is a

Individual gure, a limited-purpose public | official, a CEO, a celebrity, | private citizen with no
figure, or a private citizen? or has otherwise sought public role, especially
Did they voluntarily enter the | public influence. if they are a minor or a
public sphere? victim of a crime.

3. Passage of How long ago did the event The event is recent, of A significant amount

Time occur? Has the information lost | significant historical of time has passed, the
its contemporary relevance or | importance, or partofan | issue has been re-
does it retain historical/scien- | ongoing pattern of beha- solved, and the indivi-
tific value? vior. dual has demonstrated

rehabilitation.

4. Original Con- Why was the information Published by a legitimate | Published on social

text & Purpose originally published? Was it for | news organization as part | media voluntarily, on a
journalistic, judicial, academic, | of public interest repor- gossip blog, or as part
or governmental purposes? ting, or is an official court/ | of a personal dispute
Or for personal expression/ government record. without broader public
gossip? interest.

5.Medium of the | Who is the data controller? A The controller is a public The controller is a so-

Archive national archive, a newspaper, | archive, library, museum, cial media platform, a
a court, a search engine, or a or court system with a data broker, or another
social media platform? What is | mandate for preservation. | commercial entity with
their public mission? no archival or journali-

stic mission.

Source: created by the author.
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5.3 Technological Solutions: A Mediated Middle Ground

The resolution to this conflict need not be a binary choice between total preservation and
total erasure. Technology itself offers a spectrum of remedies that can serve as a mediated
middle ground, and the choice of remedy is itself a philosophical statement about the nature
of memory (Vavra, 2018).

® De-indexing vs. Removal: The distinction is critical. De-indexing a page from a search
engine is a less intrusive remedy than demanding the removal of the source content (Vilella
& Ruffo, 2025). It restores a degree of ,practical obscurity” without destroying the historical
record. The framework should always prioritize the least restrictive means necessary to
achieve a just balance. De-indexing embodies a philosophy of practical obscurity—history
is preserved but made less prominent.

® Anonymization and Pseudonymization: Anonymization, as ordered in Hurbain, is
a powerful tool but also a dangerous one (Vavra, 2018; NIST, 2015). It directly alters the
historical record by removing key data points, potentially rendering it meaningless for future
research. It embodies a philosophy of redaction. Its use should be reserved for the most
exceptional of circumstances, where the harm to the individual is severe and demonstrable,
and the historical value of their specific identity is negligible.

® Contextualization and Updates: A far superior and more constructive solution is
to favor a ,right to reply” or a ,right to update.” Instead of erasing or redacting old news
articles or records, archives could be technically equipped and legally encouraged to append
updates, corrections, or links to more recent information (Bollinger & Callamard, 2021).
For example, a news report about an arrest could be permanently linked to a subsequent
article about the acquittal. This approach fully respects the integrity of the Right to History
by preserving the original record, while also respecting the individual’s right to an accurate
and up-to-date public portrayal. This embodies a philosophy of additive history, where the
remedy for a problematic past is not less information, but more.

By adopting a structured framework and embracing more nuanced technological solutions,
it is possible to move beyond the current impasse and forge a path that protects individual
dignity without sacrificing the integrity of our collective memory.

6. CONCLUSION

The rapid evolution of the Right to be Forgotten from a niche legal theory into a powerful,
globally contested principle of data protection law has placed modern societies at a critical
juncture. The conflict between this individual right to control one’s digital past and the
collective right to preserve a complete and accessible history is not a peripheral issue but
a central challenge to the architecture of the digital public sphere. It forces a confrontation
with fundamental questions about memory, accountability, dignity, and democracy in an age
of informational permanence.

This article has argued that the tension between the RTBF and the Right to History must
be understood as a communicational conflict over the control of historical narratives. The
analysis of the RTBF’s legal architecture, particularly under the EU’s GDPR, reveals a system
that, while born from the laudable goal of protecting individual dignity, has evolved in ways
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that pose a direct threat to the public archive. Landmark cases, from Google Spain to Hurbain
v. Belgium, demonstrate a trajectory from mediating access to information (delisting) to
mandating its alteration at the source (anonymization). This evolution, coupled with a
procedural framework that privatizes adjudication and incentivizes erasure, creates a
significant chilling effect on journalism and undermines the principles of open justice and
archival integrity.

The comparative analysis of the EU and U.S. models has shown that this is not merely a
dispute over legal technicalities but a clash of deep-seated political philosophies regarding
the proper balance between individual dignity and free expression in a democracy. The
current, often vague, balancing tests have proven inadequate to resolve this conflict in a
principled manner.

In light of this analysis, the central thesis of this article is reaffirmed: the conflict between
the ,right to be forgotten’ and the ,right to history’ cannot be resolved through a simple
legal hierarchy, but requires a dynamic, context-dependent communicational framework.
Such a framework, as proposed herein, moves beyond the simplistic ,privacy vs. speech”
binary to analyze the specific communicative function of the information in question. By
systematically considering factors such as the nature of the data, the role of the individual,
the passage of time, the original purpose of publication, and the institutional mission of the
archive, it becomes possible to balance an individual’s legitimate interest in informational
self-determination against the non-negotiable societal necessity of a preserved, searchable,
and reliable public record.

The stakes of this debate are immense. An overly expansive and crudely applied Right to
be Forgotten risks creating a sanitized and unreliable public record, a ,varnished history”
that serves the powerful and erodes the foundations of democratic accountability. If the
first rough draft of history” can be retroactively edited upon request, and if public records
of justice can be obscured, society’s ability to scrutinize power, learn from its mistakes, and
hold individuals and institutions to account is dangerously diminished.

In the digital age, the public archive is our collective memory. [ts integrity is paramount. A
society that permits its memory to be fragmented and curated according to the preferences
of individuals risks becoming a society without a stable, shared understanding of its own
past. This erodes the common ground of fact upon which democratic discourse depends
and threatens to leave future generations with a digital inheritance that is untrustworthy
and incomplete. Striking the right balance is therefore not just a legal challenge, but a civic
imperative.

This rapidly evolving field presents numerous avenues for future scholarly investigation.

First, the intersection of the RTBF with Artificial Intelligence and Large Language Models
(LLMs) is a critical new frontier. The technical challenge of ,machine unlearning”—forcing
an Al model to truly ,forget” data it was trained on—is immense and raises profound legal
and ethical questions (Rempe, 2025; Vilella & Ruffo, 2025). Future research must explore
whether the legal concept of erasure can be meaningfully applied to probabilistic systems
and what new regulatory models are needed for Al governance.

Second, further work is needed on the development of international norms and legal
instruments to manage the cross-jurisdictional conflicts highlighted by the EU-U.S. divide.
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The current state of legal fragmentation is unsustainable for a global internet. Scholarship
exploring potential treaty frameworks or models of regulatory cooperation is essential.

Third, this article has focused primarily on the EU and U.S. models. Rich comparative
research is needed to understand how non-Western legal traditions are adapting or resisting
the RTBF. In-depth studies of the emerging jurisprudence in countries like India, Brazil,
Japan, and South Korea will provide a more global perspective on this challenge (Nunziato,
2018; ,Not just one, many rights to be forgotten,” n.d.; Legal Heirs vs. Custodian, 2025; ,Re-
writing History,” 2014).

Finally, the technological solutions themselves require deeper interdisciplinary analysis.
Research that combines legal, ethical, and computer science perspectives is needed to design
and evaluate systems for contextualization, algorithmic forgetting, and privacy-preserving
archival access that can better reconcile the competing values at stake (Vilella & Ruffo, 2025;
Vavra, 2018).

Navigating the future of digital memory requires not only legal acumen but also historical
wisdom and technological foresight. The challenge is to build a digital world that respects
individual dignity without sacrificing the shared truths upon which a just and accountable
society depends.
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ABSTRACT. Decentralized Autonomous Organizations (DAOs), novel organizational
structures governed by smart contracts on a blockchain, present a profound challenge to
established legal paradigms. Designed to be borderless, transparent, and autonomous, DAOs
operate in inherent conflict with a global legal system predicated on territorial jurisdiction
and centralized authority. This article provides an exhaustive analysis of the treatment of
DAOs under private international law (PIL). It begins by examining the fundamental crisis
of legal categorization, where ,,unwrapped” DAOs face a default classification as general
partnerships, imposing unlimited personal liability on their members—a risk starkly
illustrated by landmark litigation such as CFTC v. Ooki DAO. The analysis then delves into
the core tenets of PIL, demonstrating the inadequacy of traditional connecting factors
for determining jurisdiction and applicable law in a decentralized context and exploring
the formidable challenges of enforcing judgments against on-chain assets. Through a
comprehensive comparative analysis of emerging regulatory frameworks in the United
States (Wyoming), the European Union (MiCA), Switzerland (DLT Act), Liechtenstein
(Blockchain Act), and the United Kingdom (Law Commission proposals), this article maps
the fragmented global response. It argues that the adoption of ,legal wrappers” is not merely
a corporate structuring choice but a strategic PIL maneuver to preempt legal uncertainty.
The article concludes that the legal landscape is evolving from a simple question of ,what is
a DAO?” to a complex, second-generation PIL problem of ,which DAO law applies?” It posits
that the future lies not in the triumph of code over law, but in a hybrid synthesis, and calls
for international cooperation to develop coherent principles that can guide the integration
of these transformative entities into the global legal order.

Keywords: Decentralized Autonomous Organization (DAO), Private International Law,
Conflict of Laws, Legal Personality, Blockchain, Smart Contracts, Comparative Law

1. INTRODUCTION
1.1. Defining the DAO: From Technical Construct to Economic Actor

A Decentralized Autonomous Organization (DAO) represents a paradigm shift in human
coordination, leveraging blockchain technology to create internet-native entities governed
by transparent, automated rules (Braumiller Law Group, 2025; Transak, n.d.). At its core,
a DAQ’s constitution is not a paper document but a set of smart contracts—self-executing
computer programs deployed on a blockchain, most prominently Ethereum (Braumiller
Law Group, 2025; Horowitz, 2022). These contracts define the organization’s operational
logic, from treasury management to governance proposals, and execute them immutably
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without the need for traditional intermediaries (Investopedia, 2025.; International Journal
of Fundamental and Mobile Research, 2024). Governance is typically exercised by a
distributed network of token-holders who vote on proposals, creating a structure that aims
to be more democratic, participatory, and transparent than the hierarchical command-and-
control models of conventional corporations (Braumiller Law Group, 2025; Nomoretax.eu,
n.d.).

This structure is not merely a technical curiosity; it is an attempt to solve fundamental
economic problems of the firm, particularly the principal-agent dilemma (Boss, 2023; Allen,
2020). By encoding rules in transparent, auditable code and automating their execution,
DAOs seek to minimize agency costs, reduce the potential for managerial malfeasance, and
align the incentives of all participants (Davidson, 2025; Kaal, 2020). This technological
architecture has enabled DAOs to evolve from niche experiments into significant economic
actors that manage treasuries worth billions of dollars, fund projects, and coordinate the
activities of thousands of pseudonymous members across the globe (Rijmenam, 2025; Si-
Wright, 2021; Patel, 2021).

The ideological foundation of the DAO is a belief in lex cryptographica, or ,code is law”
(Fiedler, 2025). This principle posits that the rules embedded in the smart contract are the
supreme law of the organization, and their automated execution constitutes the final and
binding resolution of any interaction (De Filippi & Hassan, 2021). This ethos was infamously
articulated during the 2016 hack of , The DAO,” the first major organization of its kind, where
the attacker claimed their actions were legitimate because they were permitted by the rules
of the code. This perspective places the DAO’s internal, self-contained system of order in
direct opposition to the external, state-based legal systems (lex fori) that have historically
governed all forms of commercial and social organization.

1.2. The Inherent Conflict: Borderless Organizations in a World of Borders

The foundational conflict animating the legal analysis of DAOs stems from this very
design. DAOs are conceived to be borderless and jurisdictionally agnostic, with members
contributing capital and casting votes from Tokyo, Berlin, and Buenos Aires simultaneously
(Wright, 2021; Rijmenam, 2025). Their assets are on-chain, and their participants are often
pseudonymous, identified only by a wallet address (Gonzalez, 2023). However, the global
legal system remains fundamentally Westphalian, built on principles of state sovereignty
and territorial jurisdiction (Fiedler, 2025; Bana & Osmanourtashi, 2023). Law is local
(Rijmenam, 2025).

This mismatch creates immediate and severe friction whenever a DAO attempts to interact
with the off-chain world (Guskow Cardoso, 2023). How can a disembodied, on-chain entity
open a traditional bank account, lease office space, hire an employee, or enter into a service
agreement with a software vendor? (Rijmenam, 2025; Morris, Manning & Martin, LLP,
2023). These actions require legal personality—the capacity to hold rights and assume
obligations—a status conferred not by code, but by state law (Governance Lab, 2022). More
critically, when disputes arise—a breach of contract, a tort, or regulatory action—courts
and government agencies must determine if they have jurisdiction over the DAO and which
state’s laws should apply (Chissick, 2024). The DAO’s ambition to operate beyond borders
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inevitably collides with the reality that legal rights and liabilities are enforced within them.
This collision is not merely a technical or legal puzzle but a deeper philosophical clash.
It pits the techno-libertarian vision of a self-sovereign, code-governed order against the
centuries-old framework of state-centric law that underpins the global economy. Courts and
regulators, as enforcement actions by the U.S. Securities and Exchange Commission (SEC)
and Commodity Futures Trading Commission (CFTC) demonstrate, are unwilling to accept
the ,code is law” premise. They view DAOs not as abstract technology but as associations of
people engaged in a common enterprise, thereby bringing them squarely within the ambit
of existing legal frameworks for securities, commodities, and corporate law (Braumiller Law
Group, 2025; Morris, Manning & Martin, LLP, 2023; Thomson Reuters Practical Law, 2022).

1.3. Research Aim and Structure of the Article

The objective of this article is to conduct a comprehensive analysis of the legal status and
regulation of DAOs through the lens of private international law (PIL). It seeks to dissect
the profound challenges that these novel entities pose to the core PIL tenets of legal
personality, jurisdiction, applicable law, and the recognition and enforcement of judgments.
By examining the default legal treatment of DAOs, analyzing key judicial precedents, and
providing a comparative overview of emerging regulatory frameworks, this article aims
to map the current legal frontier and offer insights for DAOs, legal practitioners, and
policymakers navigating this uncertain terrain. The article is structured as follows. Section
2 examines the DAO’s struggle for legal subjectivity, analyzing its default classification as a
general partnership and the rise of the ,legal wrapper” as a pragmatic response. Section 3
delves into the specific conflict of laws problems, assessing the inadequacies of traditional
rules for determining jurisdiction, choice of law, and enforcement of judgments. Section
4 presents a detailed comparative analysis of the divergent regulatory approaches being
pioneered in the United States, the European Union, Switzerland, Liechtenstein, and the
United Kingdom. Finally, Section 5 synthesizes the findings, identifies persistent legal
gaps, provides recommendations, and offers a forward-looking perspective on the future
synthesis of code-based and law-based governance.

2. THE DAO AS A LEGAL SUBJECT: A CRISIS OF CATEGORIZATION

The threshold question for any legal analysis of a DAO is its status as a legal subject.
Without a recognized legal form, a DAO exists in a state of legal ambiguity, unable to
formally interact with the off-chain world and exposing its participants to significant, often
unforeseen, liabilities. This section explores the default legal classification of unstructured
DAOs, the transformative impact of recent judicial precedents, and the emergence of the
,legal wrapper” as a necessary, albeit imperfect, solution.
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2.1. The ,Unwrapped” DAO: Defaulting to General Partnership and Unlimited
Liability

When a group of individuals or entities associate to pursue a common objective for profit
without incorporating a formal legal entity, most legal systems around the world apply
a default classification: the general partnership (Nomoretax.eu, n.d.; Governance Lab,
2022; Schillig, 2022). An ,,unwrapped” DAO—one that operates purely on-chain without a
corresponding legal entity—fits this description alarmingly well. It involves an association
of two or more persons (token-holders) who pool assets (cryptocurrency) in a common
enterprise (the DAO’s protocol) with an expectation of profit, whether through appreciation
of the governance token, fee-sharing, or other economic benefits (Schwinger, 2023).

This default classification carries a devastating legal consequence: joint and several
unlimited personal liability for all members (Nomoretax.eu, n.d.; Morris, Manning & Martin,
LLP, 2023; Aurum Law Firm, 2025). Under partnership law, each partner is personally liable
for the entirety of the partnership’s debts and obligations, regardless of their individual
contribution or level of involvement (Norton Rose Fulbright, 2023). This means a token-
holder who casts a single governance vote could potentially be held responsible for a
catastrophic protocol failure, a regulatory fine, or a breach of contract claim against the
DAO, with their personal assets at risk (Nomoretax.eu, n.d.; Norton Rose Fulbright, 2023).
This stands in stark contrast to the principle of limited liability, which is the bedrock of
modern corporate law and a crucial feature for encouraging investment and risk-taking by
shielding shareholders’ personal assets from corporate debts (Governance Lab, 2022). The
specter of unlimited liability fundamentally undermines the DAQ’s ability to attract broad
participation and scale effectively, as the risk for individual members becomes untenable
(Nomoretax.eu, n.d.).

2.2. Judicial Precedent: The Implications of CFTC v. Ooki DAO and Lido DAO

What was once a theoretical concern for legal scholars became a concrete, judicially-
enforced reality with a series of landmark cases in the United States. The most significant of
these is CFTC v. Ooki DAO, where the U.S. Commodity Futures Trading Commission brought
an enforcement action against a DAO operating a decentralized trading protocol (Hunton
Andrews Kurth LLP, 2023). The defendants argued that the DAO was merely a ,technological
tool” and not a suable entity (Schwinger, 2023; Davis Wright Tremaine LLP, 2023). The court
emphatically rejected this argument. Applying California law, it held that Ooki DAO was a
suable ,unincorporated association”—a legal category functionally equivalent to a general
partnership for the purposes of litigation and liability (Schwinger, 2023; U.S. Department of
the Treasury, 2023; Frost Brown Todd, 2024). The court reasoned thatthe DAO was composed
of token-holders who joined by mutual consent for the common purpose of governing the
protocol, thus meeting the criteria for an association (Frost Brown Todd, 2024).

The Ooki DAO case was transformative for several reasons. First, it established a
clear precedent that decentralization and pseudonymity do not create a shield from
legal accountability (Schwinger, 2023; Matsumura & Hopkin, 2025). Second, the court
demonstrated remarkable procedural flexibility, permitting the CFTC to serve legal process
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on the DAO by posting the summons in its online help chat box and discussion forum
(Matsumura & Hopkin, 2025; Ashurst, 2023; Freeman Law, n.d.). This signaled that courts
are willing to adapt long-standing legal procedures to the realities of internet-native
organizations, preventing them from evading jurisdiction simply by lacking a physical
address or registered agent (Davis Wright Tremaine LLP, 2023; Ashurst, 2023). Ultimately,
the court entered a default judgment against Ooki DAO, imposing a monetary penalty and
ordering it to shut down its website (Hunton Andrews Kurth LLP, 2023).

The principles established in Ooki DAO were soon reinforced and expanded. In Sarcuni
v. bZx DAO (Ooki’s predecessor), a court found it plausible that token-holders could be
deemed members of a general partnership, facing vicarious liability for the DAQO’s alleged
negligence (Schwinger, 2023). More recently, in Samuels v. Lido DAO, a court allowed a
case to proceed on the theory that Lido DAO was a general partnership and, crucially, that
institutional investors who actively participated in its governance could also be considered
partners (FMatsumura & Hopkin, 2025). These rulings have sent a clear and powerful
message throughout the Web3 ecosystem: without a formal legal structure, a DAO and its
members are exposed to severe legal and financial risks. The legal risk of unlimited liability
has transitioned from an abstract possibility to a tangible threat, directly precipitating a
market-wide shift in behavior.

2.3. The ,Legal Wrapper” Solution: A Necessary Compromise?

In direct response to the existential threat of unlimited liability confirmed by cases like
Ooki DAO, the ,legal wrapper” has emerged as the dominant strategy for risk mitigation
(Rijmenam, 2025; Fleming, 2024). A legal wrapper is a traditional legal entity—such as a
limited liability company (LLC), a foundation, or an unincorporated nonprofit association—
that is established to act as the DAO’s interface with the off-chain world (Morris, Manning &
Martin, LLP, 2023; Aurum Law Firm, 2025).

The primary benefits of this approach are twofold. First and foremost, it provides a liability
shield. By creating an entity with separate legal personality, the DAO’s obligations become the
responsibility of the entity itself, not its individual members, who are generally protected by
a corporate veil of limited liability (Governance Lab, 2022; Chissick, 2024; Aurum Law Firm,
2025). Second, it grants the DAO legal personality, empowering it to engage in essential
off-chain activities that are impossible for an unstructured DAO. A wrapped DAO can open
a bank account, enter into contracts with service providers, hold intellectual property, and
hire employees, thereby bridging the gap between its on-chain operations and the traditional
legal and financial systems (Rijmenam, 2025; Morris, Manning & Martin, LLP, 2023). The
adoption of legal wrappers has thus moved from a matter of best practice to one of practical
necessity for any DAO with significant assets or real-world interactions.

However, the legal wrapper is not a panacea. It introduces its own set of costs and
complexities. Establishing and maintaining a legal entity requires administrative effort,
legal fees, and compliance with the corporate governance and reporting requirements of the
chosen jurisdiction (Rijmenam, 2025; Morris, Manning & Martin, LLP, 2023). Furthermore, it
creates anew layer of potential conflict between the DAQO’s on-chain governance mechanisms
and the mandatory legal rules governing its off-chain entity (Fleming, 2024).
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2.4. The Enduring Tension Between On-Chain Governance and Off-Chain Law

This leads to the central, unresolved tension of the legal wrapper model. How can a DAO
ensure thatits on-chain governance—decisions made by a global, pseudonymous community
of token-holders—is legally binding on the off-chain entity? For example, if the members
of a DAO vote on-chain to approve a grant, what legal mechanism compels the board of
directors of its Cayman Islands foundation wrapper to execute that decision? (Rijmenam,
2025; Lawrence & Peltz, 2025).

This requires sophisticated legal engineering. The constitutional documents of the legal
wrapper must be carefully drafted to subordinate the discretion of its formal managers (e.g.,
directors or trustees) to the outcomes of the DAO’s on-chain voting process. This is often
achieved through a combination of contractual obligations, trust arrangements, or the use of
specialized service providers who agree to act as delegates bound by smart contract outputs
(Lawrence & Peltz, 2025). Yet, this linkage is fragile. Mandatory provisions of corporate law
in the jurisdiction of incorporation—such as directors’ fiduciary duties to the legal entity
itself—cannot always be completely contracted away and may conflict with a token-holder
vote that could be detrimental to the entity. This enduring tension reveals that the legal
wrapper is an imperfect patch, a pragmatic compromise that reduces liability but does not
fully resolve the fundamental philosophical and structural conflict between decentralized,
code-based governance and centralized, law-based corporate forms.

3. CONFLICT OF LAWS IN A DECENTRALIZED WORLD

Private international law, or conflict of laws, provides the framework for resolving
cross-border legal disputes by addressing three fundamental questions: which court has
jurisdiction to hear the case, which law should be applied to resolve the dispute, and whether
a judgment from one jurisdiction will be recognized and enforced in another. DAOs, by their
very nature, challenge the foundational assumptions of this framework, which is built upon
geographically-defined connecting factors that are often meaningless in a decentralized
context.

3.1. Determining Jurisdiction: The Search for a Sufficient Nexus

The first pillar of PIL, jurisdiction, is traditionally determined by connecting a dispute to a
specific territory. Common bases for jurisdiction include the defendant’s place of domicile,
the place of incorporation or principal place of business for a corporation, or the location
where a contract was performed or a tort occurred (Chissick, 2024). For a DAO, these
anchors are often non-existent. It has no physical headquarters, its ,members” are globally
distributed and pseudonymous, and its operations occur on a distributed ledger with no
single geographic locus (Fiedler, 2025; Bana & Osmanourtashi, 2023).

In the face of this challenge, courts are beginning to forge new jurisdictional tests based
on a more flexible concept of ,sufficient nexus” or ,minimum contacts” (McGuire, 2023).
The Ooki DAO case is again instructive. The California court asserted personal jurisdiction
over the DAO not based on a single, traditional factor, but on a collection of activities that
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purposefully connected it to the jurisdiction. These included offering its trading protocol to
U.S.residents, having U.S.-based token-holders who actively participated in governance from
within the U.S., and having its founders conduct promotional activities in the U.S. (Matsumura
& Hopkin, 2025; Ashurst, 2023). This approach mirrors the ,targeting” or ,effects-based”
doctrines developed for internet-related disputes, where a court may assert jurisdiction if a
party has intentionally directed its activities at the forum state and the litigation arises from
those activities (McGuire, 2023).

While this adaptive approach prevents DAOs from being entirely ,enforcement-proof,”
(Davis Wright Tremaine LLP, 2023) it creates its own set of problems. A DAO that is accessible
globally could, under this logic, be subject to the jurisdiction of any country where it has
users. This raises the specter of concurrent and conflicting litigation in multiple forums,
subjecting the DAO to a patchwork of different legal obligations and potential judgments,
thereby replacing one form of legal uncertainty with another (Fiedler, 2025).

3.2. Choice of Applicable Law: The Failure of Traditional Connecting Factors and the
Search for Alternatives

The second pillar of PIL, choice of law, is even more vexed. Once a court has jurisdiction,
it must decide which substantive law to apply. Traditional connecting factors like lex loci
contractus (the law of the place where the contract was made) or lex loci delicti (the law
of the place where the tort occurred) are wholly inadequate for DAO-related disputes
(Nomoretax.eu, n.d.; De Filippi & Hassan, 2021). Where is the ,place” of a smart contract
executed between two anonymous wallets on the Ethereum blockchain? Where does a ,tort”
occur if a flawed protocol, developed by a pseudonymous team, causes financial loss to a
global user base? (De Filippi & Hassan, 2021).

The inadequacy of these rules has led scholars and practitioners to propose a range of
alternative connecting factors. These include:

® The law of the jurisdiction where the core developers are located.

® The law explicitly chosen by the parties, potentially embedded as a choice-of-law
clause within the smart contract’s code itself.

® Thelaw of the jurisdiction with the most significant relationship to the dispute, which
could be determined by the location of the majority of token-holders, the concentration of
blockchain nodes, or the location of the DAQO’s real-world assets (De Filippi & Hassan, 2021;
Chissick, 2024; Hovenkamp 2015).

Another approach suggests a ,waterfall” of options: first, qualify the DAO under the law of
its ,place of creation,” but this is often impossible to determine for a decentralized project.
Failing that, the court may resort to applying the lex fori—the law of the court hearing
the case (De Filippi & Hassan, 2021). While providing a practical solution, this approach
undermines legal predictability, as the applicable law would depend entirely on where a
lawsuit is filed (Walsh et al., 2023).

This is precisely where the strategic value of a legal wrapper becomes most apparent. The
decision to incorporate a DAO as, for instance, a Wyoming LLC is not just a corporate law
decision; it is a profound private international law strategy. By creating a legal entity in a
specific jurisdiction, the DAO is proactively selecting the lex societatis (the law of the place
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of incorporation) to govern its internal affairs (Wyoming Legislature, 2021). This provides
a powerful argument that any internal dispute—such as one concerning member rights, the
validity of a governance vote, or the distribution of assets—should be adjudicated under the
laws of that chosen jurisdiction. While this does not resolve all external PIL issues (e.g., a tort
claim against the DAO in Germany would likely still be governed by German law), it creates a
crucial sphere of legal certainty for the organization’s internal governance, effectively using
corporate law as a tool to solve a vexing conflict of laws problem.

3.3.Recognition and Enforcement of Judgments: Piercing the Veil of Decentralization

The final pillar of PIL—the recognition and enforcement of foreign judgments—presents
perhaps the most formidable practical barrier (Hall, n.d.). Even if a plaintiff successfully
obtains a monetary judgment against a DAO, enforcing it is another matter entirely. A
DAOQ'’s treasury typically consists of crypto-assets held in on-chain, multi-signature wallets
controlled by a distributed group of pseudonymous key-holders (Investopedia, 2025). There
is no central bank to garnish, no corporate headquarters to seize.

Enforcementrequires novel and aggressive strategies that pierce the veil of decentralization
(Hall, n.d.). Potential avenues include:

1.  Targeting Identifiable Participants: As seen in the Ooki DAO and Lido DAO cases, a
primary strategy is to hold identifiable founders or significant, active token-holders jointly
and severally liable for the judgment against the DAO entity (Matsumura & Hopkin, 2025;
Freeman Law, n.d.). This allows creditors to pursue the personal, off-chain assets of these
individuals.

2.  Compelling Key-Holders: If the identities of the individuals controlling the DAQO’s
multi-signature treasury wallet are known, a court could issue an injunction ordering them
to sign a transaction to transfer assets to satisfy the judgment. Failure to comply would
result in contempt of court charges.

3.  Targeting Off-Ramps: A creditor could seek to intercept assets at the point where
they intersect with the traditional financial system. This could involve serving seizure orders
on centralized cryptocurrency exchanges where the DAO or its members might attempt to
convert the on-chain assets into fiat currency (Hall, n.d.).

These strategies are complex and fraught with difficulty. Identifying pseudonymous
actors requires sophisticated blockchain forensics. Cross-border enforcement depends on
international cooperation and the recognition of such novel orders under frameworks like the
Hague Judgments Convention, which were not designed with digital assets or decentralized
entities in mind (Hague Conference on Private International Law, n.d.; Solimine, 2022). The
challenge of enforcement underscores the deep-seated difficulties in mapping traditional
legal remedies onto the decentralized architecture of a DAO.

4. A COMPARATIVE ANALYSIS OF EMERGING REGULATORY FRAMEWORKS

The global legal response to DAOs has been anything but uniform. A patchwork of
regulatory strategies is emerging, ranging from proactive, bespoke legislation in smaller
jurisdictions to a more cautious, wait-and-see approach from larger economic blocs. This
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section provides a comparative analysis of the leading models, highlighting their distinct
philosophies and practical implications for DAOs operating in a multi-jurisdictional world.

4.1. The United States Model: Wyoming'’s Proactive Legislation

The United States, lacking a federal framework for corporate law, has seen individual
states become laboratories for DAO regulation. Wyoming has aggressively positioned itself
as the preeminent U.S. jurisdiction for digital assets and DAOs.

Wyoming DAO LLC (2021): In 2021, Wyoming became the first jurisdiction in the world to
enact a law specifically recognizing DAOs, creating the ,DAO LLC” as a new form of limited
liability company (Braumiller Law Group, 2025; Wyoming Legislature, 2021; Thomson
Reuters Practical Law, 2021). The Wyoming DAO Supplement amends the state’s LLC Act
with several key provisions tailored to DAOs:

® Legal Personality and Limited Liability: It explicitly grants the DAO legal status as an
LLC, providing a corporate veil and limited liability for its members (Governance Lab, 2022;
Thomson Reuters Practical Law, 2021).

®  Algorithmic Management: It uniquely recognizes the concept of an ,algorithmically
managed” DAO, where governance can be vested in the underlying smart contracts rather
than in human members (Wyoming Legislature, 2021).

® Flexibility in Fiduciary Duties: The law allows a DAO’s articles of organization to
modify or even eliminate traditional fiduciary duties, deferring instead to the rules encoded
in the smart contracts and the implied covenant of good faith and fair dealing (Wyoming
Legislature, 2021; Thomson Reuters Practical Law, 2021).

® Upgradeability Requirement: In a nod to practical reality over ideological purity, the
law requires that the smart contracts of an algorithmically managed DAO must be ,able to
be updated, modified or otherwise upgraded,” a provision that can be in tension with the
blockchain principle of immutability (Braumiller Law Group, 2025; Wyoming Legislature,
2021).

Wyoming DUNA (2024): Recognizing that many DAOs operate for public good or non-
profit purposes, Wyoming enacted the Decentralized Unincorporated Nonprofit Association
(DUNA) Actin 2024 (Lawrence & Peltz, 2025). The DUNA offers a distinct alternative to the
for-profit LLC model:

® Non-Profit Status: It is designed for DAOs with a common nonprofit purpose,
explicitly prohibiting passive profit-sharing distributions to members (though reasonable
compensation for services is allowed) (Lawrence & Peltz, 2025).

® DirectOn-Chain Governance: Its mostinnovative feature is the directlegal recognition
of on-chain governance. A DUNA’'s bylaws can directly reference token-holder votes as
legally binding, creating a more seamless link between code and law than the more complex
structures required for LLCs or foundations (Lawrence & Peltz, 2025).

® US Legal Certainty: By providing an onshore, U.S.-based legal entity, the DUNA offers
a high degree of legal certainty and legitimacy, allowing DAOs to interact with the U.S.
legal and financial systems while avoiding the complexities of U.S. tax reporting for foreign
members that can arise with partnership structures (Lawrence & Peltz, 2025).

Wyoming’s approach is distinctly prescriptive, creating tailored legal vehicles to attract
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DAO formation. This proactive stance is mirrored to varying degrees by other states like
Vermont (with its Blockchain-Based LLC), Tennessee, and Utah, creating a fragmented but
innovative landscape within the U.S. (Governance Lab, 2022; Freeman Law, n.d.).

4.2. The European Union’s Approach: The Regulatory Gap under MiCA

The European Union has taken a fundamentally different, and far more cautious, approach.
Its landmark Markets in Crypto-Assets (MiCA) Regulation, which became fully applicable in
late 2024, establishes a comprehensive, harmonized framework for crypto-assets across the
27 member states (European Securities and Markets Authority, n.d.; O’'Brien & Wu, 2025;
Gruca & Janus, n.d.). However, MiCA’s focus is on regulating centralized intermediaries, not
decentralized protocols (European Central Bank, 2024; Rolo, 2023).

MiCA imposes stringent authorization and conduct-of-business rules on two main
categories of actors: issuers of crypto-assets (like stablecoins) and Crypto-Asset Service
Providers (CASPs), such as exchanges and custodians (O’Brien & Wu, 2025; European
Central Bank, 2024). Crucially, Recital 22 of the regulation states that it does not apply to
crypto-asset services ,provided in a fully decentralised manner without any intermediary”
(Galea 2024; Latka, 2024.). This creates a significant regulatory vacuum for DAOs and
Decentralized Finance (DeFi) protocols ( European Central Bank, 2024).

The regulation does not define ,fully decentralized,” leaving it to regulators like the
European Securities and Markets Authority (ESMA) to assess on a case-by-case basis (Latka,
2024.; European Securities and Markets Authority, 2023). The implication is that a truly
decentralized DAO falls outside MiCA’s scope, but this does not grant it legal status. Instead,
its legal form (or lack thereof) is left to the disparate national laws of the member states
(European Central Bank, 2024; Adigiizel, 2023). In most EU countries, this would result in
a default classification as a partnership with unlimited liability. This deferential approach
creates significant legal uncertainty and undermines the goal of a harmonized single market
for digital innovation. While ESMA is tasked with studying DeFi for a future review of MiCA,
for the foreseeable future, the EU presents a high-risk environment for unstructured DAOs
(Ledger Insights, 2023; European Securities and Markets Authority, 2023).

4.3. The Swiss DLT Act: An Adaptive, Non-Prescriptive Framework

Switzerland has pursued a strategy that is neither prescriptive like Wyoming’s nor
deferential like the EU’s, but rather adaptive. Instead of creating a new ,DAO law,” the Swiss
DLT Act of 2021 amended ten existing federal statutes—including the Code of Obligations,
the Financial Market Infrastructure Act, and bankruptcy law—to make them compatible
with distributed ledger technology (Chambers and Partners, 2025; SDX, 2023).

The cornerstone of this reform is the legal recognition of ,ledger-based securities”
(Registerwertrechte). This innovation creates a robust legal basis for representing and
transferring rights—such as shares, bonds, or other claims—as tokens on a blockchain, with
the transfer on the ledger constituting a final and legally effective transfer of the underlying
right (Chambers and Partners, 2025; SDX, 2023).

This framework does not create a bespoke ,,DAO entity.” Instead, it provides the legal tools
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for DAOs to be structured using Switzerland'’s existing, flexible corporate forms, most notably
the ,association” (Verein) (Chambers and Partners, 2025). The Swiss association is a highly
adaptable legal entity that can be used for both commercial and non-commercial purposes
and allows for significant flexibility in defining its governance structure in its articles. By
providing clear rules for the tokenized assets that are the lifeblood of a DAO, while allowing
organizers to choose from existing, well-understood legal forms, the Swiss approach
prioritizes adaptability and integration over the creation of novel, untested structures.

4.4. The Liechtenstein Blockchain Act: The Token Container Model (TCM)

Liechtenstein, another key jurisdiction in Europe’s ,Crypto Valley,” adopted a similarly
foundational approach with its 2020 Token and Trusted Technology Service Provider Act
(TVTG), commonly known as the Blockchain Act. The TVTG is built around the innovative
»Token Container Model” (TCM).

The TCM is a civil law concept that defines a token as a legal ,container” capable of holding
any conceivable right—be it an ownership right to an asset, a membership right in an
organization, a claim for payment, or a governance right. The law dictates that the legal
transfer of the token on the blockchain effectuates the transfer of the right contained within
it. This technology-neutral model provides exceptional legal certainty and flexibility for any
system based on tokenization, which includes virtually all DAOs.

Like Switzerland, Liechtenstein does not offer a specific ,DAO” entity type. However, by
creating a comprehensive legal framework for the core components of a DAO—its tokens—
the TVTG provides a solid and predictable legal foundation. DAO organizers can then ,wrap”
their organization in one of Liechtenstein’s established and flexible legal forms, such as a
foundation (Stiftung), knowing that the law will recognize the validity and transferability
of the governance and economic rights represented by their tokens. The TVTG also creates
aregulatory regime for ,Trusted Technology Service Providers,” ensuring that key actors in
the ecosystem are subject to supervision by the Financial Market Authority (FMA).

4.5. The United Kingdom’s Deliberative Path: The Law Commission’s Scoping Report

The United Kingdom has opted for a more deliberative and cautious path, led by the Law
Commission of England and Wales. In its July 2024 scoping paper on DAOs, the Commission
concluded that it was premature to recommend a bespoke legal form for DAOs (Law
Commission, 2024). Instead, it put forward several key recommendations:

® No New DAO Entity: The Commission found that the case for a new, DAO-specific
legal entity had ,not (yet) been made out” (Fleming, 2024). It encouraged DAOs to continue
using existing legal forms, such as companies limited by guarantee.

® Review Existing Laws: It recommended a review of the Companies Act 2006 to
identify reforms that could make it easier for organizations to leverage DLT for governance,
for example, by clarifying rules around digital record-keeping and the legal status of smart
contracts in governance processes (Hovenkamp, 2015; Law Commission, 2024).

® Consider a New Non-Profit Form: It suggested further work to determine if a new,
flexible, limited liability not-for-profit association would be a useful vehicle for various
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organizations, including non-profit DAOs (Law Commission, 2024).

® Review AML Regulations: It called on the government to review anti-money
laundering regulations to see if policy objectives could be met in a way more compatible
with DLT (Gindis,& Cole, 2025).

This approach prioritizes maintaining the coherence of existing English law and avoiding
hasty legislation that might quickly become outdated. It is complemented by the Law
Commission’s separate, groundbreaking work on having digital assets recognized as a , third
category” of personal property, distinct from things in possession and things in action, which
would provide a firmer legal foundation for the assets held by DAOs (Law Commission,
2023). However, the price of this prudence is a lack of near-term legal certainty for DAOs
operating under English law, leaving them in a similar position to those in the EU, with a
high risk of being classified as general partnerships (Dhanani & Hausman, 2023).

The divergent paths taken by these key jurisdictions highlight a global landscape
characterized by fragmentation. The following table synthesizes these approaches, offering
a clear comparison of their core strategies and implications.

Table 1: Comparative Analysis of DAO Legal Frameworks

Parame- | United States (Wy- | European Union | Switzerland Liechtenstein | United King-

ter oming) dom

Legal In- | DAO Supplement Markets in Crypto- | DLT Act (amen- | Token and TT Law Commis-

strument | to LLC Act (2021); -Assets (MiCA) Re- | dments to Service Provi- sion Scoping
DUNA (2024) gulation (European | existing laws) der Act (TVTG) | Paper (2024)
(Lawrence & Peltz, Securities and (Chambers and (Law Commis-
2025; Wyoming Markets Authority, | Partners, 2025; sion, 2024)
Legislature, 2021) n.d.; O'Brien, E & SDX, 2023)

Wu, 2025)

Approach | Prescriptive: Cre- Indirect & Defe- Adaptive: Foundational: Deliberative
ates bespoke legal rential: Regulates | Amends Creates a com- | & Cautious:
forms (DAO LLC, CASPs, not DAOs existing laws prehensive civil | Recommends
DUNA). directly. Leaves (e.g., corporate, |law framework | study and

a gap for "fully insolvency) to | for tokens review before
decentralized" accommodate (TCM). legislating.
entities. DLT.

Legal Per- | Explicitly granted Not addressed at Granted via Granted via Not yet gran-

sonality [asan LLC or UNA. EU level. Depends | existing forms | existing forms | ted. Recom-
(Lawrence & Peltz, |°n national law (e.g., Associa- (e.g., Founda- mends using
2025; Thomson of member sta- tion, Company). | tion, Establish- | existing forms
Reuters Practical tes (likely none). (Chambers and | ment). (Ponti & | for now. (Fle-
Law, 2021) European Central | Partners, 2025) | Partners, n.d.) ming, 2024)

Bank, 2024)
Member | Limited liability for | Unlimited personal | Limited liability | Limited liability | Unlimited per-
Liability | . embers. (Lawren- liability (if deemed | if a corporate if a corporate sonal liability
a partnership un- | form is used. form is used. if deemed a
ce & Peltz, 2025; der national law). partnership.
Thomson Reuters (Aurum Law Firm, (Schillig,2022)
Practical Law, 2021) 2025; Adigiizel,
2023)
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Parame- | United States (Wy- | European Union | Switzerland Liechtenstein | United King-
ter oming) dom
Key Fe- Legal certainty Harmonized rules | Creation of Token Con- Thoughtful,
ature and "DAO-native" for crypto-assets "ledger-based | tainer Model evidence-ba-
provisions (e.g., and service provi- | securities." (TCM) provides | sed approach
algorithmic mana- | ders across the EU. | High flexibility. | clarity on toke- | avoiding pre-
gement). (Wyoming | (European Secu- (Chambers and | nized rights. mature law.
Legislature, 2021) rities and Markets | Partners, 2025; (Law Commis-
Authority, n.d.) SDX, 2023) sion, 2024)
Limita- US-specific; non- Creates a regula- No DAO-specific | No DAO-specific | Lack of ne-
tion -profit constraints tory vacuum and form, requires form, focuses ar-term legal
for DUNA. (Lawren- | uncertainty for fitting into exi- | on the token certainty for
ce & Peltz, 2025) DAOs themselves. | sting structures. | layer. market parti-
(Rolo, 2023) cipants. (Law
Commission,
2024)

Source: created by the author

5. CONCLUSION: NAVIGATING THE LEGAL FRONTIER

The emergence of Decentralized Autonomous Organizations represents a genuine
innovation in organizational structure, one that challenges the very foundations of corporate
and international law. As DAOs transition from ideological experiments to potent economic
forces, they are being compelled to reconcile their borderless, code-driven nature with a
world governed by territorial legal systems. The resulting landscape is one of fragmentation,
uncertainty, and rapid, often reactive, evolution.

5.1. Synthesizing the Gaps: A Fragmented and Uncertain Landscape

This analysis has revealed a global legal framework for DAOs that is patchwork at best.
On one hand, agile, smaller jurisdictions like Wyoming, Switzerland, and Liechtenstein have
moved decisively to create legal certainty, albeit through different means—Wyoming through
prescriptive, bespoke entities; Switzerland through adaptive amendments to existing law;
and Liechtenstein through a foundational civil law framework for tokens. On the other hand,
larger economic blocs like the European Union and the United Kingdom have adopted a more
cautious, deliberative posture. The EU’s MiCA regulation creates a significant regulatory gap
for decentralized entities, while the UK’s Law Commission has recommended further study
before legislation.

The consequence is a world where the legal status and liability of a DAO’s members
depend entirely on which, if any, legal framework it has chosen to adopt. An unwrapped DAO
operating globally faces the terrifying prospect of being treated as a general partnership,
with unlimited personal liability for its members, in any number of jurisdictions. This risk,
made tangible by the Ooki DAO precedent, has made the adoption of a legal wrapper a
matter of existential importance.

However, this very solution has given rise to a new, more nuanced set of PIL challenges.
The initial problem was how the law should treat the singular phenomenon of an unwrapped
DAO. Now, the proliferation of different legal wrappers has created a ,,conflict of wrappers.”

109



110

JILC. doi: 10.32612 /uw.27201643.2025.18.3.pp.97-113

A future dispute may no longer be a simple case of a DAO versus a claimant, but a complex
multi-jurisdictional puzzle. A court in Germany, for example, might be asked to resolve a
dispute involving a Wyoming DUNA with German members holding assets tokenized under
Liechtenstein’s TCM. This would force the court to navigate a conflict between Wyoming’s
corporate law, German partnership principles, and Liechtenstein’s property law for digital
assets. The solutions to the first-generation problem of legal uncertainty have thus spawned
a more complex, second-generation private international law problem.

5.2. Recommendations for DAOs, Practitioners, and Policymakers

Navigating this complex frontier requires strategic action from all stakeholders.

® For DAOs: The imperative is clear: do not operate ,unwrapped.” The choice of a legal
wrapper is the most critical strategic decision a DAO can make. This decision should be
guided by a careful analysis of the DAQO’s purpose (for-profit vs. non-profit), its primary
geographic nexus of operations and members, and its tolerance for regulatory compliance
and tax obligations (Rijmenam, 2025; Lawrence & Peltz, 2025). An offshore foundation may
offer tax neutrality and governance flexibility, but a Wyoming DUNA may provide greater
legal certainty for a project with a strong U.S. nexus.

® For Legal Practitioners: Advising DAOs requires a rare, interdisciplinary skill set that
bridges corporate law, technology law, securities regulation, and private international law.
The central task is to engineer robust governance structures that legally and practically link
the on-chain voting of token-holders to the off-chain actions of the legal wrapper. This is a
field that demands continuous learning and innovation.

® For Policymakers: The current state of jurisdictional competition is unsustainable
and creates systemic risk. There is a pressing need for international cooperation to develop
harmonized principles for the PIL treatment of DAOs. Organizations like UNCITRAL and the
Hague Conference on Private International Law are the appropriate forums for such work
(Hague Conference on Private International Law, n.d.). A technology-neutral, principles-
based approach that focuses on function over form is more likely to succeed than attempts
to craft rigid, technology-specific rules. Harmonizing principles for jurisdiction based on
ytargeting” and creating clear choice-of-law rules for digital-native entities would be a
significant step forward.

5.3. Future Outlook: Towards a Lex Cryptographica or Harmonized International
Principles?

The journey of the DAO through the legal world is just beginning. Two possible futures
loom. One is a future of divergence, where the on-chain world of lex cryptographica develops
its own robust systems of governance and dispute resolution, largely separate from and
indifferent to state-based law. The other is a future of convergence, where international legal
principles evolve to successfully integrate DAOs into the global legal framework, treating
them as another—albeit novel—form of corporate entity.

The current trajectory strongly suggests the latter. The legal system, while slow, is proving
to be adaptive, with courts and regulators asserting their authority over decentralized
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actors. Simultaneously, DAOs are acting pragmatically, adopting legal wrappers to gain the
benefits of limited liability and legal personality (Rijmenam, 2025). The future of the DAO is
unlikely to be a victory of code over law, or law over code. Rather; it will be a complex, and
at times messy, synthesis of both. It will be a hybrid world where the internal logic of a DAO
is governed by smart contracts, while its external relationships are governed by the rule
of law, with a sophisticated legal and technical interface connecting the two. Forging this
hybrid future in a coherent and predictable manner is the great challenge facing the next
decade of international law.
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ABSTRACT. Social media has proved to be more than a tool for networking and socializing;
it has been adopted as an instrument of modern information-age warfare. It has become
central to propaganda campaigns that tap into existing narratives and generate alternative
ones, often amplified by networks of automated “bot” accounts. Social media capability is
increasingly becoming a key componentin revolutionary military affairs. In an era dominated
by online influence, these platforms function both as enablers of resilience and as vectors
of disruption in asymmetric warfare. Using the Russia-Ukraine conflict as a case study, the
paper explores how digital platforms are exploited to shape narratives, influence public
perception, and mobilize action. This paper investigates how social media platforms have
been weaponized in the context of modern asymmetric warfare, focusing on their role in the
Russia-Ukraine conflict. [t examines the exploitation of infrastructure-based vulnerabilities,
the deployment of Al-driven disinformation, and the use of cross-platform bot networks
on platforms such as X, TikTok, Facebook, and Telegram. The study explores how state
and non-state actors manipulate social media’s technological and narrative dimensions to
shape public perception, disrupt adversaries, and mobilize support. Through a comparative
analysis, the paper evaluates how Russia integrates partial truths with disinformation, and
how content has been used for geolocation of military targets. The paper also examines
the domestic censorship and platform restrictions imposed to control dissent and shape
internal narratives. The research evaluates how Ukraine’s digital strategies have influenced
international opinion and support, while also addressing credibility risks from overreliance
on social media narratives.
Keywords: Information Warfare; Disinformation; Propaganda; Social Media Platforms.

1. INTRODUCTION

The proliferation of social media in the social sphere has radically transformed physical
and social interactions across all societies. As early as 2006, there was recognition of the
revolutionary nature of social media, with Time naming “You” as the person of the year.
Time recognized that Web 2.0 marked an era in which politicians and great men did not
have greater influence over individuals’ perceptions since social media promoted person-
to-person interaction (Prier, 2017). Social media has transformed the media landscape as
individuals don’t have to wait for information from mainstream organization, and they have
the freedom not only to choose the medium of their daily information, but also the freedom
to choose what is important. The new medium spaces has created means through which
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social media users can create news through their opinions.

Even with the adoption of social media, from the early onset, there was a recognition that
there was a shift towards groupings in the new social sphere. In his work, Canetti (1960)
argued that individuals tend to gravitate towards crowds because they prefer the known
rather than the unknown. Popova (2015) notes that the world is essentially an ecosystem
of crowds varying from fan bases, religion, nations, political ideologies, and art movements.
More importantly, the author recognized that although individuals long for freedom and
worship individuality, they are invariably drawn to crowds, which often results in mixed
feelings of resentment toward self and others.

Although social media was touted as a tool that would transform society by connecting
distant societies into a globalized village, its large-scale adoption has resulted in the further
disintegration of different societies. The natural desire for human to be part of crowd and
groupings was exacerbated by the development of social media algorithms that recommend
users with information related to their individual’s interests. This has resulted in the
creation of echo chambers, where information from other social media users is relied on
as insightful analysis. Prier (2017) argues that society in the pre-social media era was
more united because people recognized that topics such as religion, cars, and politics were
off-topic when interacting with strangers. Social media upended this by providing a more
structured way for individuals to connect with like-minded individuals.

Olcott (2010) recognized that the society driven by technological innovations in the social
spaces hasresulted inasignificantreduction in the cost ofinformation creation, transmission,
and storage. Olcott (2010) identified six challenges associated with the new information
environment, which are defined as volume (information is too much), veracity (information
may or may not be accurate), variability (hard to verify), vector (change in direction of flow
of information), velocity (information available in real-time), and vulgarity (from ordinary
people). The six challenges facing institutions in the new information environment are in
essence opportunities for individuals seeking to exploit social media for propaganda. The
information is presented in large volumes, and given the high volume, it's often hard to
verify the accuracy of information.

Social media has revolutionized the nature and conduct of modern warfare, as it has
created a scenario where battlefields are not confined to the physical terrain. Instead,
there has been a creation of a digital ecosystem that seeks to utilize social media to exert
influence, disseminate information, and shape the public’s influence. The Russia-Ukraine
war has provided a unique perspective of the conduct of modern warfare, as social media
platforms such as Facebook, TikTok, Telegram, and Twitter have been utilized as weapons
of war (). Both state and non-state actors have utilized social media for different purposes
that include disrupting national cohesion, conducting espionage, mobilizing populations,
and manipulating narratives. The Russia-Ukraine war provides a critical perspective on the
role of social media in modern warfare.

2. LITERATURE REVIEW

The term information warfare emerged from military studies from the strategic recognition
that the success of battlefield could be defined by the technical capability of a party to
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disrupt the informational infrastructure of the opponent. Based on this understanding, the
early definition of information warfare (IW) focused on the context of physical war, and to
this end, IW was defined as the use of technology to disrupt, control, or intrude opponents
resources. In developing a new definition of IW, Taddeo (2012) recognizes that information
technology has transformed works, communication, learning, and entertainment. The
author recognizes that ICT had had a significant impact on social interactions, especially
with the rise of social media networks such as Facebook and Twitter.

In defining technological breakthroughs as the fourth industrial revolution, Floridi
(2009), highlighted that the adoption of information technology would have an impact on
the way individuals perceive themselves, and their surroundings. Taddeo (2012) recognized
the importance of redefining informational warfare, redefined IW as the use of ICT based
tools by a state for offensive or defensive military strategy, carried out either within the
physical and non-physical domain with the aim of disrupting or controlling the resources of
the opposing party. Floridi (2009) recognized the importance of information war, arguing
that it can be used to manipulate moral qualities, and the spirit of a populace, all which are
essential in animating governments, and armies. Researches have recognized in the current
dispensation is characterized by hybrid form of war, as both physical and digital combat
are critical. The effectiveness of digital combat is measured by immersion time, number
of engagements, and interactions generated by a social media campaign. The Ukraine war
has reflected that social media cam be used to turn defeats into victories, and victories into
defeats through effective utilization of both real and fabricated facts.

Although there is recognition that information warfare involves both physical and non-
physical domains, countries are faced with a major challenge of addressing disinformation
campaigns that seeks to destabilize societies. This is because whereas cyber operations that
involve attacking computer networks of countries is recognized under Article 2(4) of the UN
Charter, as use of force, the same cannot be said of social media disinformation campaigns
(Walker, 2024). Although cyber operations such as the joint US-Israeli cyberattack on the
[ranian nuclear program or the hacking of Ukrainian power grid by Russian operatives can
be easily classified as involving the use of force, the challenge with the use of social media
for military objectives is that they lack an element of force.

The situation is even more complicated by the reality that civilians are often put in charge
of managing social media information and disinformation campaigns. The Russia-Ukraine
war has seen the rise of a digital armies comprised of civilians and military operatives on
both sides of the conflicts (Perez & Nair, 2022). The war has captured the reality that social
media is a weapon of war, as government officials, and a global coalition of supporters have
utilized social media to influence public consciousness. Social media has become an effective
tools of messaging, which is critical, especially in a war where parties are trying to influence
soldiers, and civilians from across the globe to support the war efforts.

Although social media campaigns have been lauded by some actors as ineffective, the
reality is that the campaigns can translate into direct victories, both politically and on the
ground (Dizikes, 2018). Another issue that emerges is related to social media censorship
during a time of war. The reality is that during a time of war, there is a declaration of state
of emergencies, which often results in the suspension of different rights and freedoms of
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the populace. At the same time, the state-sponsored harassment campaigns have a negative
implication on freedom of expression.

3.RESULTS AND DISCUSSION
3.1 Contrasting Analysis of Social Media Use

From the onset of the Russia-Ukraine war, social media has been utilized a tool of providing
differing accounts of the unfolding events, with each side utilize different channels to amplify
and contrast narratives. Those utilizing social media have varied from military personnel,
civilians, government agencies, and government officials, who have utilized different
platforms ranging from Facebook, TikTok, Twitter, Telegram, and YouTube. Although this
is not the first time social media is being utilized in war, the scale of utilizing is at levels
never seen before, as in the first week of the war, on TikTok alone, there were more than
37.2 billion videos with #Russia , and 8.7 billion with #Ukraine (Perez & Nair, 2018). The
narratives from both sides are completely different, as Russia frames the war as a response
to NATO expansion, and protection of ethnic Russians against genocidal campaigns. On the
other hand, Ukraine insists that the country is protecting itself from illegal and unjustified
invasion.

Ukraine and Russia have not been the only actors as individuals across the globe have
joined in to amplify the message of different sides of the conflicts. Perez and Nair (2022)
argued that countries such Belarus and China have joined in, as they have phrased the war
in their own terms, but with the aim of downplaying Russia’s responsibility for the war. The
massive scale of information being churned out from different actors across the globe has
enhanced the role of social media in war. The scale and speed of information being churned
from millions of users across the globe has significantly complicated the efforts to combat
disinformation campaigns.

3.2 Russia Social Media Campaign

In their extensive review, Paul and Matthews (2016) identified key features of the social
media campaign run in the lead-up to the invasion of Crimea in 2014. The Russian social
media campaign focused on high-volume and multichannel dissemination of propaganda,
which was effective because the propaganda campaigns not only consumed individuals’
attention but also drowned out opposing views. By creating widespread social media
campaigns, Russian actors were able to achieve a perception of credibility of their messaging.
The second feature of the propaganda campaigns is the rapid, and repetitive that ensures
that messages not only reach a wide audience, but ensures that the messages are received
multiple times, ultimately increasing the likelihood of acceptance. The other features
highlighted by Paul and Mathews (2016) are that messaging campaigns often lack objective
reality, and lack commitment to consistency.

In the wake of the invasion of Ukraine in 2022, Snyder (2023) notes that Russia tripled
its mass media budget, with almost have of the budget being dedicated to social media
campaigns. The social media campaigns were divided into two, those targeting populace in
Russia, and those targeting the populace in Ukraine. The social media campaigns targeting
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Ukrainians were often conducted with the aim of dismaying, distorting, dismaying, or
distracting the populace. One of the most successful propaganda narratives from the onset
of the war was the utilization of name calling as Ukrainian leaders were branded as Nazis,
and Ukraine was described as an “Islamic State safe haven,” and a “hotbed for Chechen
terrorists” (Snyder, 2023). Using social media, the Russian social media campaigns focused
on creating alternative realities by popularizing sentiments such as Crimea is Russian, and
that there was a danger that Ukraine and NATO would attack Crimea.

Russian social media campaign has focused on generating large volumes of propaganda
content that are disseminated in images, videos, texts, and audio recordings. Russia
relies on multiple internet trolls, who are expected to meet a given quota of posts across
different platforms. The utilization of multiple platforms is critical because multiple sources
increases the perception of reliability, and persuasiveness of the messages. The flooding
of messages on social media platforms has been effective in drowning out the alternative
and competing messages. Within Russia, there is a significant focus in monitoring, and
blocking and dissenting messages. Federal agencies such as Roskomnadzor play an active
role of monitoring “illegal” activities on social media, and punishing any detected dissenting
messages (Snyder, 2023).

Since the start of Ukraine-Russia war, the country has blocked or restricted access to
social media apps such as Facebook, X, Instagram, and Viber. Through active monitoring
of social media content, regulatory agencies have sent a clear message that government is
watching, and this has created fear among the Russian populace, while creating an effective
environment for government to shape narrative on the war (Ciuriak, 2022). Apart from the
high volume, and publication in multiple social media platforms, Russia utilizes subtle signs
of truth, such as accurate names, and photos of cities. By incorporating elements of truths in
the disinformation campaigns, it makes it hard for individuals to identify the falsities with
the text, images, and videos. The campaigns utilize the real news channels such as CNN, Al
Jazeera, and BBC as they duplicate and dub their content, and generate fake news that are
disseminated widely on social media.

Overall, Russia has utilized social media campaigns to delegitimize and demonize Ukraine,
express a litany of grievances, and provides analogy of the causes of the war. At the start of
war, Putin reflected on the importance of reunification, and for this to be achieved there was
a need to delegitimize the country, by spreading information that Ukraine was not a real
country. This was of course untrue since Ukraine is a founding member of United Nations.
This was followed by social media campaigns that demonized Ukraine by claiming that it
was full of Nazis, a preposterous claim given that the far right only got 2.25% of the total
votes in the last election (Ciuriak, 2022). Social media was then utilized to provide a litany
of grievances that included claim of robbing of historic Russian lands by previous Russian
regimes, betrayal through continued NATO expansion, and the existential threat of mass
destruction through forced assimilation of ethnic Russians. In addition, there was a claim
that Ukraine was conducting genocidal campaigns against ethnic Russians, but the existing
data shows that areas such as Donbas were already occupied by Russian forces.
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3.3 Ukrainian Response to Disinformation Campaigns

In response massive disinformation campaign, Ukraine constituted a digital term that it
referred to using different terms such as “IT Army”, “Ukraine Internet Army”, and “Ukraine
Internet Army” (Walker, 2024). The extent of the role of the digital army is greater, as it
extends beyond social media spaces into the battlefield. Social media has been recognized
as a formidable machine that is not only useful in purchases of military equipment such
as military drones, but also plays a critical role of marshalling volunteer forces on the
internet. Ukraine defense department has recognize the critical role of the digital army,
and it has officially assigned them four responsibilities: IT, fundraising, political influence,
and information war (Walker, 2024). In areas such as Donetsk, Ukraine was able to get
information from the locals on the movement of the troops on the ground, which enabled
targeted attacks. Through information provided by the locals, Ukraine was able to identify
the type of weapons used by the invading army, location of the combatants, and the possible
attack strategies being deployed.

Social media is also being utilized to coordinate care and delivery of supplies between
different organized groups, civil society groups, and humanitarian organizations. The digital
army provides information to the public on where they can get military supplies, medical
care, and basic amenities (Snyder, 2023). Civilians have been very effective at creating a
network of volunteers and donors, which has enabled the government on getting major
military supplies such as air defense systems, vehicles, drones, and ammunitions.

The use of social media has been particularly effective in appealing to other countries
to take actions against Russia. The images and videos of mutilated civilians, which include
children wounded from shelling. The extent of the brutality meted out on civilians has painted
Russia as a pariah state, and this has rallied support for Ukraine across the globe (Snyder,
2023). The social media campaign has encouraged countries to supply both humanitarian
and military aid, with multiple voting against, and condemning the actions of Russia both
on UN, and through their social media pages. Through social media, Ukraine has portrayed
different images that have captured the indomitable spirit of the Ukrainian people. Social
media posts have utilized a combination of detailed, visceral, and often horrific content
which have been central to the global wave of resistance and condemnation.

Social mediais being utilized by the digital army to counter fake news, and in some instances
provides narratives that pre-empt disinformation from major battle field attacks. The major
disinformation campaign that the digital army has been combating is the claim that Russia
only target military installations and personnel. The digital army has responded by providing
overwhelming evidence that Russia is continuously and intentionally targeting civilians.
Ukraine has also utilized social media to target Russian population with information on the
realities of what is taking place in the battle field. Adam (2022) recognizes that the attempt
by Ukraine to appeal to the conscience of Russian population is less likely to succeed because
of the extent of the media censorship in the country. Despite the censorship, Ukraine have
been able to utilize platforms such as Telegram to reach out to the Russians with criticisms
on the government, updates on military losses, and committed war crimes.

However, it's important to note that the overutilization of social media by Ukraine to
bolster the reality of the war has had its negative impacts. Ukraine suffered a significant
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loss of credibility in after the successful capture of Bakhmut by the Russian army in 2022
(Walker, 2024). This was because a few days’ earlier social media campaigns by Ukraine
had convinced leading news agencies such as Reuters to report that Russian forces were in
retreat. The discontinuity in narration has the negative impact of extending ground battle
more than necessary, instead of undertaking strategic withdrawals on time. As Argued by
Walker (2024), the media-inflated offensives can create overconfidence among the troops
resulting in depletion of defensive capabilities and wasting of lives.

3.4 Artificial Intelligence

The current social media environment has been characterized with the use of artificial
intelligence based tools to generate and amplify disinformation in the Russia-Ukraine war.
One of the major concern with social media has been the underlying algorithms which
have a significant impact on the contents that social media users have access to. Before the
start of the Russia-Ukraine war, there were already concerns on social media algorithms,
which prioritize extremist contents and fail to flag disinformation (Perez & Nair, 2022). The
limitation of the algorithms is reflected in the reality that Facebook’s algorithm has routinely
promoted disinformation on Ukraine War, and platforms such as TikTok have become very
instrumental in disinformation campaigns by different actors.

Increasingly Al driven tools such as chatbots and deepfakes are being utilized by different
actors to spread disinformation. Al driven bots have been very effective in creating social
media accounts that can mimic users as on social media networks, providing an efficient wat
to spread disinformation. Russian-linked have been utilizing bots to spread disinformation,
as was seen during the 2016 election in United States of America, as well as throughout
COVID-19 pandemic. At the start of the war, Russia deployed a massive bot-based campaign,
and by the third quarter of 2022, Twitter had removed at least 75,000 fake bot-based
accounts that were spreading propaganda campaigns against Ukraine (Perez & Nair, 2022).
However, Twitters attempts proofed to be ineffective because if the scale and speeds with
which bots were creating new accounts and generating content for disinformation. At the
start of the war, deepfakes were utilized on social media to generate videos of Presented
Zelensky and Putin giving fabricated statements.

4. CONCLUSION

The Russia-Ukraine conflict has vividly illustrated how social media has evolved from a
tool for interpersonal communication into a powerful instrument of modern warfare. Once
celebrated for its democratizing potential and ability to connect diverse communities, social
media now plays a central role in shaping geopolitical narratives, mobilizing public opinion,
and conducting information warfare. The case of this war shows how digital platforms have
become contested battlegrounds, where both state and non-state actors engage in real-time
manipulation of facts, creation of alternative realities, and global influence campaigns.

Russia’s disinformation strategies have demonstrated a systematic approach to
psychological and narrative warfare, relying on high-volume content, repetition, and cross-
platform dissemination to overwhelm counter-narratives. In contrast, Ukraine’s innovative
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use of digital volunteers and social media activism has demonstrated how grassroots
digital mobilization can support national defense and sway international sentiment.
However, both sides’ reliance on social media has not been without costs—misinformation,
overconfidence, and narrative dissonance have occasionally undermined credibility and
strategic effectiveness.

Furthermore, the increasing role of Al tools such as bots and deepfakes has added a new
layer of complexity, enabling actors to scale their influence campaigns with unprecedented
efficiency. The challenge of discerning truth from fabrication is now a structural issue in the
information ecosystem, making regulation, literacy, and digital responsibility more crucial
than ever. Ultimately, the conflict reveals that warfare is no longer confined to physical
terrain as it now thrives in the digital realm, where the battle for perception may prove as
decisive as the battle for territory.
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